NAESB REQ Data Privacy Task Force


	Document:
	NIST IR 7628, Guidelines for Smart Grid Cyber Security: Vol. 2, Privacy and

the Smart Grid



	Summary:
	Privacy is only covered in Vol. 2, Chapter 5 of NIST IR 7628.  This chapter includes a privacy impact assessment for the Smart Grid with a discussion of mitigating factors. The chapter also identifies potential privacy scenarios that may impact Smart Grid solutions. 

For the purposes of the PIA (Privacy Impact Assessment) conducted the group used the American Institute of Certified Public Accounts (AICPA) Generally Accepted Privacy Principles (GAPPs), the Organisation for Economic Cooperation and Development (OECD) Privacy Principles, and information security management principles from the International Organization for Standardization (ISO) and International Electrotechnical Commission (IEC) Joint Technical Committee (JTC) International Standard ISO/IEC 2700140 as its primary evaluation criteria.  The general privacy principles described in the document and adopted for use in the PIA were designed to be applicable across a broad range of industries and are considered internationally to be best practices but are generally not mandatory.
The recommendations summarized at the end of the chapter are made with the intent of helping entities implement more effective and transparent privacy practices.
 


	Type
	Category
	Recommendation

	Principle
	Management and Accountability
	Organizations that access or provide data to the Smart Grid should appoint personnel to a position responsible for ensuring that documented information security and privacy policies and practices exist and are followed. Information security and personal information privacy practices should include requirements for regular training and ongoing awareness activities. Audit functions should also be present to monitor the Smart Grid data access activities.

	Principle
	Notice and Purpose
	A clearly specified notice should exist and be shared in advance of the collection, use, retention, and sharing of energy data and personal information.

	Principle
	Choice and Consent
	The organization should describe the choices available to consumers with regard to the use of their associated energy data that could be used to reveal personal information and obtain explicit consent, if possible, or implied consent when this is not feasible, with respect to the collection, use, and disclosure of this information.

	Principle
	Collection and Scope
	Only personal information that is required to fulfill the stated purpose should be collected from consumers. This information should be obtained by lawful and fair means and, where appropriate and possible, with the knowledge or consent of the data subject.

	Principle
	Use and Retention
	Information within the Smart Grid should be used or disclosed only for the purposes for which it was collected. Smart Grid data should be aggregated in such a way that personal information or activities cannot be determined, or anonymized wherever possible to limit the potential for computer matching of records. Personal information should be kept only as long as is necessary to fulfill the purposes for which it was collected.

	Principle
	Individual Access
	Organizations should provide a process to allow for individuals to request access to see their corresponding personal information and energy data, and to request the correction of real or perceived inaccuracies. Personal information individuals should also be informed about parties with whom their associated personal information and energy data has been shared.

	Principle
	Disclosure and Limiting Use
	Personal information should not be disclosed to any other parties except those identified in the notice and only for the purposes originally specified or with the explicit informed consent of the service recipient.

	Principle
	Security and Safeguards
	Smart Grid energy data and personal information, in all forms, should be protected from loss, theft, unauthorized access, disclosure, copying, use, or modification.

	Principle
	Accuracy and Quality
	Processes should be implemented by all businesses participating within the Smart Grid to ensure as much as possible that energy data and personal information are accurate, complete, and relevant for the purposes identified in the notice [see §5.4.2-2], and that it remains accurate throughout the life of the energy data and personal information while within the control of the organization.

	Principle
	Openness, Monitoring, and Challenging Compliance
	Privacy policies should be made available to service recipients. These service recipients should be given the ability to review and a process by which to challenge an organization’s compliance with the applicable privacy protection legal requirements, along with the associated organizational privacy policies and the organizations’ actual privacy practices.

	Recommendation
	
	Conduct a PIA before making the decision to deploy and/or participate in the Smart Grid to identify risks to the personal information Smart Grid entities collect, process, store, and otherwise handle, along with determining appropriate risk mitigation activities. Smart Grid entities can refer to the methodology followed by the privacy subgroup, as described within this report, as a model for how to do their own PIAs. PIAs should be performed as follows: 

· Conduct an initial PIA to identify existing privacy risks and establish a baseline privacy posture measurement. 

· Conduct subsequent PIAs when major changes occur within the organization, systems, or applications; when new laws and regulations are put into effect that provide requirements for how Smart Grid data is used; and at any other time an event occurs that impacts how the Smart Grid entity does business, such as following an information security incident involving personal information. 

	Recommendation
	
	Develop and formally document privacy policies and practices that are drawn from the full set of OECD Privacy Principles and other sectors’ privacy policies, regulations and laws that may be applicable. In particular the privacy subgroup recommends the following practices based on the Principles …  


	Recommendation
	
	Develop a comprehensive set of privacy use cases that will help utilities and third-party Smart Grid providers to rigorously track data flows and the privacy implications of collecting and using data, and help the organization to address and mitigate the associated privacy risks within common technical design and business practices. 

	Recommendation
	
	Educate the public about the privacy risks within the Smart Grid and what they as consumers can do to mitigate them. 

	Recommendation
	
	Share information concerning solutions to common privacy-related problems with other Smart Grid market participants. 

	Recommendation
	
	Manufacturers and vendors of smart meters, smart appliances, and other types of smart devices, should collect only the energy and personal data necessary for the purposes of the smart device operations. The defaults for the collected data should be established to use and share the data only as necessary to allow the device to function as advertised. 


� Eight of the ten principles used in the text are repeated in this section.  They have been left out here to save space.
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