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RECOMMENDATION TO NAESB EXECUTIVE COMMITTEE

                                       For Quadrant: 
Retail Electric Quadrant

                                   Requesters:
Retail Electric Quadrant Data Privacy Task Force
                                       Request No.: 
R10012

                                       Request Title:
Third Party Access to Retail Customer Smart Grid data


1.  RECOMMENDED ACTION:
EFFECT OF EC VOTE TO ACCEPT RECOMMENDED ACTION:

	X
	Accept as requested
	X
	Change to Existing Practice

	
	Accept as modified below
	
	Status Quo

	
	Decline
	
	


2.  TYPE OF DEVELOPMENT/MAINTENANCE

	Per Request:
	Per Recommendation:

	X
	Initiation
	X
	Initiation

	
	Modification
	
	Modification

	
	Interpretation
	
	Interpretation

	
	Withdrawal
	
	Withdrawal

	
	
	
	

	X
	Principle
	X
	Principle

	X
	Definition
	X
	Definition

	X
	Business Practice Standard
	X
	Business Practice Standard

	
	Document
	
	Document

	
	Data Element
	
	Data Element

	
	Code Value
	
	Code Value

	
	X12 Implementation Guide
	
	X12 Implementation Guide

	
	Business Process Documentation
	
	Business Process Documentation


3.  RECOMMENDATION

SUMMARY:


The deployment of Smart Grid technologies and the standardization of energy usage information syntax and transport, enable new parties to gain access to Retail Customer usage data. By enabling third parties access to Retail Customer usage data innovative consumer products will be developed which will give Retail Customers more insight and control over their energy usage. Some states are considering or have allowed third parties to access Retail Customer energy usage data. The focus of these Model Business Practices is to set forth best practices on the release of Retail Customer information to Third Parties and to provide guidelines to regulators on privacy policies and practices for Third Party access to consumer information.
Recommended Standards:
THIRD PARTY ACCESS TO  RETAIL CUSTOMER SMART GRID DATA
Executive Summary

This document establishes Model Business Practices for Third Party access to Retail Customer Smart Grid data.  For Retail Customers to realize the benefits of the Smart Grid, Retail Customer related data (e.g. energy usage information, etc.) should be made available in a timely manner to Third Parties whom the Retail Customer authorizes. Once a Third Party has gained access to the Retail Customer’s data, the Third Party should have a responsibility to protect the Retail Customer’s privacy.
In a business environment where best practices are voluntary, Model Business Practices should be applied within the context of regulatory requirements and agreements. These Model Business Practices provide policy guidance to regulators on developing privacy policies and practices related to a Third Party’s access to Retail Customer’s energy usage information; however, any obligation to use these Model Business Practices would be established by Governing Documents and Applicable Regulatory Authority rules and regulations not these Model Business Practices.
Introduction

The North American Energy Standards Board (NAESB) is a voluntary non-profit organization comprised of members from all aspects of the natural gas and electric industries. Within NAESB, the Retail Electric Quadrant (REQ) and the Retail Gas Quadrant (RGQ) focus on issues impacting the retail sale of energy to Retail Customers. REQ / RGQ Model Business Practices are intended to provide guidance to Distribution Companies, Suppliers, and other Market Participants involved in providing competitive energy service to Retail Customers. The focus of these Model Business Practices is to provide policy guidelines to regulators for Third Party access to Retail Customer energy usage information. These Model Business Practices are voluntary and do not address policy issues that are the subject of state legislation or regulatory decisions. These Model Business Practices have been adopted with the realization that as the industry evolves, additional and amended Model Business Practices may be necessary. Any industry participant seeking additional or amended Model Business Practices (including principles, definitions, data elements, process descriptions, and technical implementation instructions) should submit a request to the NAESB office, detailing the change, so that the appropriate process may take place to amend the Model Business Practice.
Business Processes and Practices
REQ.22
Overview

REQ.22.1
Principles

REQ.22.1.1
A Resource Custodian should not release a Retail Customer’s Energy Usage Information to a Third Party without the Retail Customer’s authorization.
REQ.22.1.2
Third Parties, who are authorized by a Retail Customer to access their data, should protect the privacy and security of the Retail Customer’s data and only use the data for the purposes specified in the authorization.

REQ.22.1.3

REQ.22.2
Definitions

REQ.22.2.A
Business Definitions

RXQ.0.2.xx
Applicable Regulatory Authority: The state regulatory agency or other local governing body that provides oversight, policy guidance, and direction to any parties involved in the process of providing energy to Retail Customers through regulations and orders.
RXQ.0.2.xx
Entity: A person or organization with sufficient legal standing to enter into a contract or arrangement with another such person or organization (as such legal standing may be determined by those parties) for the purpose of conducting and/or coordinating energy transactions.
RXQ.0.2.xx
Governing Documents: Documents that determine the interactions among parties, including, but not limited to, applicable law, regulatory documents (e.g., tariffs, rules, regulations), contractual agreements, Distribution Company Operational Manuals, and other relevant models and operational procedures.
RXQ.0.2.xx
Retail Customer: Any Entity that takes gas and/or electric service for its own consumption.
REQ.22.2.B.
Technical Definitions

REQ.22.2.xt 
REQ.22.2.xt
Resource Custodian:  A Resource Custodian manages resource information on behalf of a Retail Customer and will share this information with Third Parties only in accordance with the wishes of the Retail Customer. A Resource Custodian typically has direct access to the pertinent information (e.g., by directly acquiring electricity usage data from a meter).  A Resource Custodian may be a Distribution Company.  

REQ.22.2.xt Third Party:  An Entity which provides some service to a Retail Customer based on information it does not have direct access to; instead, a Third Party relies on a Resource Custodian to provide it with a Retail Customer's information.

REQ.22.2.xt

REQ.22.2.xt
REQ.22.2.C
Acronyms

	Abbreviation / Acronym 
	Meaning

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


REQ.22.3
Model Business Practices
REQ.22.3.1
xxxx
REQ.22.4
Models

4.  SUPPORTING DOCUMENTATION
a.  Description of Request:

b.  Description of Recommendation:

c.  Business Purpose:

d.  Commentary/Rationale of Subcommittee(s)/Task Force(s):
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