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The following are the components of the process to be used by NAESB to certify, and maintain the certification of, Authorized Certification Authorities (ACAs):
	
1.  ACA Self-Certification
a. The NAESB Certification Program utilizes a self-certification format. An Officer or Principle of the company seeking certification must provide an affidavit under oath that the applicant meets the WEQ-12 requirements and certifies that his or her answers are accurate and truthful. The Statement under Oath is modeled on similar statements made under Sarbanes-Oxley.
b. The ACA must provide aA complete copy of an Unqualified Audit Report from the most recent SOC 3service audit engagement pursuant to Section 2 employing the current release of Trust Services Principles, Criteria and Illustrations by the AICPA, produced by a Qualified Auditing Firm, must accompany the affidavit submitted to NAESB.
c. NAESB does not warrant or guarantee that the Authorized Certificate Authority’s (ACA) services comply with the WEQ-12 standard, perform as intended, or comply with representations made by the ACA.
d. The ACA is not required to be a member of NAESB, but must possess a legal copy of relevant NAESB standards.
e. An ACA may display NAESB Certification Mark provided by NAESB on its web site or documentation for as long as the ACA remains certified.

2. Auditing
a. The ACA will report annually its compliance with the WEQ-12 standards to NAESB by submitting 1) a complete copy of the Unqualified Audit Report from the most recent SOC 3 engagement employing a version of the AICPA the then-current release of Trust Services Principles Principles, Criteria and Illustrations approved for use by the AICPA in the applicable audit periodby the AICPA,; or 2) an Service Unqualified Audit Report confirmidemonstratingng the ACA substantial compliance with the WEQ-12 requirements. The Either report will be provided to NAESB promptly upon conclusion of such auditthe ACA making the report available to other organizations.	Comment by Kirk J. Kubousek: OATI:  We propose removing this term as an ACA may receive an “Unqualified Exception” in a non-material requirement.  It is possible that all ACAs would receive unqualified exceptions and this provision would exclude them from being an ACA.  

The only question is how will NAESB make the determination on materiality. See OATI comment #9 on revocation.	Comment by Kirk J. Kubousek: OATI: Auditors will generally take issue with service audit engagements where they are asked to “confirm “, “ensure” or “verify” an activity.  Inclusion of this term may make this provision impossible in practice under certain audit engagements.	Comment by Kirk J. Kubousek: OATI: Audit reports do not immediately follow the end of the audit period. There is typically a time period where evidence is reviewed, findings are discussed, and report language is clarified.
b. The above audits must be performed by an independent, 3rd party auditing firm (“Qualified Auditing Firm”) that is both qualified and experienced knowledgeable onwith SOC 3 engagements employing the current release of  AICPA Trust Services Principles, Criteria and Illustrations by the AICPA.	Comment by Kirk J. Kubousek: OATI:  Prior to 2011 there was no SOC 3 engagement in name and requiring prior auditor experience may be too high a requirement. The SOC 3 is not a common engagement form and though there is interest, auditors have reported that engagements are not common due to the cost.	Comment by Kirk J. Kubousek: OATI:  Requiring prior auditor experience with a “current standard” that is infrequently audited, such as the PKI Trust Principles could exclude a majority of the auditing firms in the event  a new standard has recently been released. Depending on when an audit period begins, an ACA may be the first such organization to be audited by the auditor after a new version of the PKI Trust Principles has released. 
c. The ACA may incorporate the WEQ-12 requirements into the audit plan itits control environment and service  utilizes to perform related auditsaudit as part of its ongoing business to satisfy the requirements of 2.a.	Comment by Kirk J. Kubousek: OATI:  This provision was modified to add specifics (replace audit plan with control environment) that could result in unintended WEQ-012 compliance gaps or conflicts with 2.a.
d. No auditing of the ACA’s Subscribers is necessary.


3. Revocation
a. NAESB may revoke the certification of an ACA if:
i. The ACA fails to submit, in a timely manner, the results of its annual audits.
ii. The results of an annual audit indicate that the ACA is no longer in compliance with the WEQ-12 requirements.	Comment by Kirk J. Kubousek: OATI:  This requirement may place NAESB in the position of having to make a determination on whether the materiality of an audit deficiency (called an “exception”) equates with noncompliance with WEQ-012.
iii. After the occurrence of a security breech, the ACA fails to cure the breach within Y TIME... 

4. ACA Reports Notification Requirementsto NAESB
a. The ACA must issuenotify NAESB and affected subscribers, within X TIME of becoming aware of an such applicable security breachs.  , notification An applicable breach shall include to its subscribers and NAESB of security breaches which that compromise the integrity/trustworthiness of the “root certificate” and/or the certificate signing policies that are used to produce digital certificates. 
b. The ACA agrees will use commercially reasonable means to remedy such security breaches without additional charges to all affected subscribers within Y TIME of the security breach occurrence.
c. The content of these reports should be no less than that required by applicable state or federal regulation.
d. The ACA agrees to notify NAESB and its subscribers a minimum of 90 days in advance of any plans to cease performing the Certification Authority function or intent to withdraw from NAESB’s list of ACAs

5. NAESB Reports to WEQ Members
a. NAESB will maintain contact information for all ACAs on its web site.
b. NAESB will post on its web site, in a timely manner, notice of revocation of an ACA’s certification. The ACA will notify its Subscribers of any revocation as directed by the WEQ-012 specifications. 

6. ACA Reports to WEQ Subscribers – is this a requirement covered in WEQ-12?
a. The ACA shall comply with all requirements and obligations established by NAESB for registration information in the Energy Industry Registry (EIR).	Comment by KJK: OATI: WEQ-012-1.6.1 includes registration obligations on both NAESB and NERC which have to change given the new registry under NAESB.  It does not indicate the ACA has any responsibilities, but believe in practice the ACA will be required to supply/register key information to the EIR.

The information required to identify ACAs and ease integration for Qualified Relying Party systems/servers/clients required to accept ACA issued certificates may need to be revisited or discarded.








Open issues and new requirements for discussion at subsequent meetings:
· NERC CIP Standards - Consideration of consistency with NERC CIP standard.
· Indemnification Language – do we need this – ask NAESB GC.
· Do we need ACA prereqs?
· The Company has been performing the Certification Authority function commercially for a minimum of 5 years
· The Company has no plans to cease performing the Certification Authority function commercially or withdraw from NAESB’s list of authorized Certification Authorities within the next 12 months	Comment by Kirk J. Kubousek: OATI: This conflicts with 4.d. of the checklist.
· Provide information describing each security breaches that occurred within the past 3 years that compromised the integrity/trustworthiness of the Certification Company’s “root certificate” and/or the certificate signing policies that are used to produce digital certificates issued by the Company
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