Discussion Points for Potential Inclusion in CBC Work Paper, 7/11/2011
Introduction

This document describes proposed requirements for a Certification Authority Company (“Company”) to be included in, and remain on, NAESB’s list of authorized Certification Authorities. 

Requirements

· The Company has been performing the Certification Authority function commercially for a minimum of 5 years

· The Company MUST contract with an independent Auditing firm (“Qualified Auditing Firm”) that is both qualified and experienced with SOC 3 engagements employing the 2009 release of Trust Services Principles, Criteria and Illustrations by the AICPA.

· The Company MUST use a Qualified Auditing Firm to conduct annual SOC 3 audits employing the 2009 release of Trust Services Principles, Criteria and Illustrations by the AICPA, that result in an unqualified opinion. 
· The Company MUST issue notification to its subscribers and NAESB staff of security breaches within X TIME of becoming aware of such security breaches which compromises the integrity/trustworthiness of the “root certificate” and/or the certificate signing policies that are used to produce digital certificates. 

· The Company also agrees to remedy such security breach’s by reissuing valid certificates, free of charge, to all affected subscribers using a new “root certificate” within Y TIME of the security breach occurrence.
· The Company agrees to notify NAESB and its subscribers a minimum of 90 days in advance of any plans to cease performing the Certification Authority function or intent to withdraw from NAESB’s list of authorized Certification Authorities.
Reporting Requirements
· At the time of application and annually thereafter, the Certification Authority Company MUST submit an affidavit to NAESB signed by an authorized officer of the Company attesting to the following:
· The Company has been performing the Certification Authority function commercially for a minimum of 5 years

· The Company has no plans to cease performing the Certification Authority function commercially or withdraw from NAESB’s list of authorized Certification Authorities within the next 12 months
· Provide information describing each security breach that occurred within the past 3 years that compromised the integrity/trustworthiness of the Certification Company’s “root certificate” and/or the certificate signing policies that are used to produce digital certificates issued by the Company
· The Company agrees to engage a Qualified Auditing Firm to conduct an annual SOC 3 audit employing the 2009 release of Trust Services Principles, Criteria and Illustrations by the AICPA.

· The Certification Authority Company Officer attests to compliance with specific versions (list each version) of NAESB’s WEQ-012 standard. NAESB membership reserves the right  to require the Certification Authority Company to conduct a thorough compliance audit to the WEQ-012 standard (“WEQ-012 Compliance Audit”) and deliver the final audit report  to NAESB.
· The Company agrees to report to its subscribers and NAESB staff within X TIME of any security breach which compromises the integrity/trustworthiness of the “root certificate” and/or the certificate signing policies that are used to produce digital certificates. Furthermore, the Company also agrees to remedy such security breach’s by reissuing valid certificates to all affected subscribers using a new “root certificate” within Y TIME of the security breach occurrence.   
· A complete copy of the Unqualified Audit Report  from the most recent SOC 3 engagement employing the 2009 release of Trust Services Principles, Criteria and Illustrations by the AICPA, produced by a Qualified Auditing Firm MUST accompany the annual affidavit submitted to NAESB staff by the Officer of the Certification Authority Company. 
· In the event of a WEQ-012 Compliance Audit by a Qualified Auditing Firm the Certification Authority Company MUST provide to NAESB staff the final compliance report from such audit. 

