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Subscriber – User of the NAESB WEQ-012 Standards
Authorized Certification Authority (ACA)
Independent Third Party Auditor
NAESB
The subscriber employs an Authorized CA as noted in the WEQ012 standards
NAESB requires an affidavit certifying material compliance with the WEQ-012 specification signed under oath by a senior executive officer of the Authorized Certification Authority. 
The third party auditor is independent of the Subscriber and the Authorized Certification Authority and is employed by the ACA to review the ACAs compliance with the NAESB requirements.
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The following are the components of the process to be used by NAESB to certify, and maintain the certification of, Authorized Certification Authorities (ACAs):
	
1.  ACA Self-Certification
a. The NAESB Certification Program utilizes a self-certification format. An officer or principle of the company seeking certification certifies under oath that the applicant meets the WEQ-12 requirements and certifies that his or her answers are accurate and truthful. The Statement Under Oath is modeled on similar statements made under Sarbanes-Oxley.
b. NAESB does not warrant or guarantee that the Authorized Certificate Authority’s (ACA) services comply with the WEQ-12 standard, perform as intended, or comply with representations made by the ACA.
c. The ACA is not required to be a member of NAESB, but must possess a legal copy of relevant NAESB standards.
d. An ACA may display NAESB Certification Mark provided by NAESB on its web site or documentation for as long as the ACA remains certified.

2. Auditing
a. Within 3 months of certification as an ACA, the ACA shall utilize a qualified 3rd party auditor (see below) to conduct an audit of its compliance with the WEQ-012 requirements. The ACA may incorporate the WEQ-12 requirements into the audit plan it utilizes to perform related audits of its ongoing business.
b. Annually thereafter, the ACA shall utilize a qualified 3rd party (see below) to conduct an audit of its compliance with the WEQ-012 requirements. The ACA may incorporate the WEQ-12 requirements into the audit plan it utilizes to perform related annual audits of its ongoing business.
c. All Audits should be performed by auditors approved by the AICPA.
d. No auditing of the ACA’s Subscribers is necessary.

3. Revocation
a. NAESB may revoke the certification of an ACA if:
i. The ACA fails to submit, in a timely manner, the results of its annual audit.
ii. The results of an annual audit indicate that the ACA is no longer in compliance with the WEQ-12 requirements.
iii. In the opinion of the NAESB Managing Committee, the actions, or inactions, of ACA comprise a serious breach of the WEQ-12 requirements and the integrity of the WEQ security, as characterized by the WEQ-12 standards, has been comprised or may be compromised. 

4. ACA Reports to NAESB
a. The ACA will report annually its compliance with the WEQ-12 standards to NAESB, as evidenced by the relevant portion(s) of its annual audit report. The report will be provided to NAESB promptly upon conclusion of such audit.
b. The ACA will report all security breaches to NAESB. The content of these reports should be no less than that supplied by the ACA to its Subscribers or as required by applicable state or federal regulation.

5. NAESB Reports to WEQ Members
a. NAESB will maintain contact information for all ACAs on its web site.
b. NAESB will post on its web site, in a timely manner, notice of revocation of an ACA’s certification. The ACA will notify its Subscribers of any revocation as directed by the WEQ-012 specifications. 

6. ACA Reports to WEQ Subscribers – is this a requirement covered in WEQ-12?

7. Insurance requirements
a. Insurance requirements for the ACA should be addressed on an individual basis between the ACA and its Subscribers. A balanced risk/cost approach should be used.
b. The Authorized CA’s insurance will indemnify and hold harmless NAESB in the case that any claims are made.




Open issues and new requirements for discussion at subsequent meetings:
· NERC CIP Standards - Consideration of consistency with NERC CIP standard.
· Indemnification Language – do we need boiler plate for indemnification?
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