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                                        North American Energy Standards Board

801 Travis, Suite 1675, Houston, Texas 77002

Phone:  (713) 356-0060, Fax:  (713) 356-0067, E-mail: naesb@naesb.org

Home Page: www.naesb.org


via email

TO:
Posting on the NAESB DSM-EE Page (http://www.naesb.org/dsm-ee.asp)
FROM: 
Cory Galik Cummings, NAESB Counsel
RE:
Notes from Board Certification Program Committee conference call – July 11, 2011 
DATE:

July 21, 2011
Dear NAESB Board Certification Program Committee and Interested Parties,
A Board Certification Program Committee (CPC) conference call was held on July 11, 2011.  The following notes resulted from the meeting.
	Agenda Topic
	Results of Discussion

	Administrative:
	The meeting began at 9:00 am Central on Monday, July 11, 2011.  The roll was taken, quorum established and participants were welcomed.  Antitrust was given and the agenda was adopted.

	Attendees:
	Jim Buccigross, 8760, Inc.

Leigh Spangler, Latitude Technology 
Paul Sorenson, OATI

Michehl Gent, OATI

Christopher Burden, Williams Gas Pipeline

Jesse Hurley, Shift

Kevin Kirby, ISO New England
	Cory Galik Cummings, NAESB
Rae McQuade, NAESB
Ed Skiba, Midwest ISO
Valerie Crockett, TVA

Dick Brooks, ISO New England

Kathryn Burch, Spectra

Patrick Tronnier, OATI
Michelle Coon, OATI

	Agenda:
	· Administrative: Welcome to members and attendees, Role Taken and Quorum Established, Antitrust Guidelines, Introductions, Adoption of Agenda
· Review the revised June 6 work paper with edits and comments received for: (1) qualified 3rd party auditors, (2) requirements to be licensed as an ACA, (3) conditions under which the license can be revoked, (4) reports from the ACA to NAESB, (5) reports from NAESB to subscribers and to members and identification of any confidential treatments of reports, (6) insurance requirements as part of the license, (7) open issue item)
· Review boiler plate indemnity language when submitted
· Old/New Business

· Adjourn

	Discussion:
	· The committee began with a review of the June 6 work paper and comments received for : (1) qualified 3rd party auditors, (2) requirements to be licensed as an ACA, (3) conditions under which the license can be revoked, (4) reports from the ACA to NAESB, (5) reports from NAESB to subscribers and to members and identification of any confidential treatments of reports, (6) insurance requirements as part of the license, (7) open issue item).  
· Mr. Spangler reviewed his work paper, in particular the section on auditing.  The question arose regarding how approved auditors would be identified.  Mr. Kirby responded that the auditing firm could be identified as “approved” if the firm was qualified and experienced with SOC 3 audits as a pre-requisite.  The Certificate Authorities (CAs) should continue with the self-certification of the WEQ-012 standards.  The SOC 3 was beneficial because they are public reports, but it was designed to be a specific report and did not directly comport with the WEQ-012 requirements.  A separate engagement for a WEQ-012 specific audit would be required.  Ms. McQuade noted that, if self-certification were used for the WEQ-012 standards, the requirements would be compiled into a CA Requirements checklist, which the CAs would agree to follow.  Mr. Hurley was concerns with using an attestation, and preferred that the checklist be incorporated into the controls of an audit.  Mr. Buccigross responded that NAESB has a history of self-certification and very few, if any, regulated entities have done so without hiring a third party auditor to confirm their findings.  
· Mr. Spangler asked how NAESB defined qualified third party auditors.  Mr. Hurley suggested that AICPA designed a web trust standard specifically for CAs to determine compliance with PKI operating standards.  Firms that have a web trust license are skilled in assessing PKI operators. It was noted that web trust is separate from SOC.  Ms. McQuade asked if this approach would be cost-prohibitive and limited to only the big companies that could afford it.  Mr. Hurley responded that the cost for such an audit was a cost of doing business and ensuring that information assets were adequately protected.
· Mr. Brooks noted that if a CA is already performing the audits in accordance with WEQ-012, they are complying with the AICPA web trust.  Rather than have a CA follow the web trust and an additional audit for WEQ-012, take advantage of the overlap.  A web trust audit covers 95% of the WEQ-012 standards and an affidavit could cover the remaining 5%.  Mr. Spangler noted that while he understood optimizing efficiency, he did not think the remaining 5% should be addressed in a self-audit; the entire WEQ-012 list should be provided for in the self-audit and affidavit.
· Ms. McQuade stated that the purpose of this committee was to review the requirements for a CA via the work papers posted by ISO New England and Latitude Technology, to determine if there were any gaps.  NAESB currently has two requests to review the WEQ-012 standards and modify them, if necessary.  She suggested that the checklist for a CA be reviewed from the perspective of the two work papers, and then make any other changes after the WEQ-012 standards are modified.  There was general agreement for this proposition.

· Next, the group reviewed the CA reports to NAESB.  One requirement is a timely report of all security breaches to NAESB.  The committee discussed what would be considered “timely” in this situation.  This will be discussed further at the next committee meeting.

· Next, the committee discussed the appropriate notice given to a company once its CAs license has been revoked.  If there is a breach, what is a reasonable amount of time to give the CA to report and remedy the breach?  What is an appropriate remedy?  It was determined that more research was necessary before a decision was made on these questions.  Ms. McQuade noted that it was not the purpose of these standards to micromanage companies that have the requirements to protect information assets -- it is expected that companies will make appropriate decisions that protect their information assets.  NAESB’s role is not a regulatory one.  
· The committee discussed revocation of a CA.  Mr. Buccigross stated that a CA should meet the requirements listed and if they fail to do so for a set period of time, they should be removed.  These requirements should be kept simple.
· Finally, the committee discussed insurance requirements to hold NAESB harmless against any potential claims.  It was agreed that language would be included on the NAESB website related to this topic.  

	Adjourn:
	The meeting adjourned at 11:11 am Central.  Mr. Spangler noted that he would revise the work paper based on the discussions.  The next meeting is July 25.


Notes from Board Certification Program Committee – July 11, 2011
Page 3  of 3

