TO:	Certification Program Committee Members
FROM:	Rae McQuade, Cory Cummings
RE:	Draft Work Paper for ACA Requirements – Recirculated and Posted
DATE:	June 1, 2011
Dear Certification Program Committee,
On May 23, after our conference call, I circulated a draft paper for your review and edits.  The paper attached includes your edits and is now posted for the June 6 call.  If you have not had an opportunity to do so, please consider before our June 6 call:
1. Changes to the schematic to better understand the roles
2. Changes to the requirements to better reflect today’s discussion
3. Changes or additions to the items for upcoming meetings including consideration of new requirements
Thanks, Rae
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Subscriber – User of the NAESB WEQ-012 Standards
[bookmark: _GoBack]NAESB Certified Authorized Certificate Certification Authority (ACA)
Independent Third Party Auditor
NAESB
The subscriber employs an certified Authorized CA as noted in the WEQ012 standards
NAESB requires a license including an affidavit  certifying material compliance with the WEQ-012 specification signed under oath by a senior executive officer from of the certifier Authorized Certification Authority. that it meets the certifier requirements
The third party auditor is independent of the subscriber and the certified Authorized certificate Certification authority Authority and is employed by the ACA according to the certifier NAESB requirements.




The following are requirements to be met in order to be licensed by NAESB as an certified Authorized certificate Certification authorityAuthority:
1.  3rd party auditing or surety assessment[footnoteRef:1] [1:      In this usage, audit references an evaluation of an organization to ascertain the validity of the application of the WEQ-012 standards.  A surety assessment is the process of gathering information to make forward looking decisions.  It may be that we want to use only one term. In the NAESB surety assessments performed by Sandia National Laboratories, the assessments were performed to determine if our standards were adequate for the current market conditions, and recommendations were made for both current changes and changes to anticipate the future market conditions.  ] 

a. The certificate Authorized Certification Aauthority shall use qualified 3rd parties, (e.g. nNational aAudit firms, identified by NAESB for competence in assessing compliance with WEQ-012 controls) to conduct regular, possibly annual or some other timeframe to be specified, audits and surety assessments of WEQ-012 Certified Authorized CAs. No auditing or surety assessments of subscribers are necessary. [What’s the difference between an audit and a surety assessment?] 	Comment by Jesse D. Hurley: Audits are evaluations of absolute compliance with the plain specification of WEQ-012. Surety assessments grade performance with respect to industry best practice among Certification Authorities.
b. Certified Authorized CAs will maintain regularly scheduled audit certifications, such as SAS-70, conducted by industry recognized experts (e.g. nNational firms) employing appropriate AICPA methodologies, to validate a CAs compliance with WEQ-012. Subscribers have no such auditing requirement.	Comment by Jesse D. Hurley: Section a. and b. are substantially similar and should be merged.	Comment by Jesse D. Hurley: What’s the role of ACAs in supporting the continual update of WEQ-012 standards? Cyber Security is a very fluid field and should have regular updates to the standard. ACAs should demonstrate material and audited compliance with current and future standards as a condition to maintain ACA license.
2. Reports to NAESB
a. Audit results will be provided (within X timeframe) to NAESB. 
b. Security breach reports will be provided to NAESB.	Comment by Jesse D. Hurley: These breach notices should be timely. What good is a breach notice if it leaves customers (subscribers) or the critical infrastructure vulnerable? Witness RSA breach and subsequent discredit of SecureID as an example.
3. NAESB Reports to WEQ Members
a. NAESB and the ACA will make the audit results and the security breach reports available to WEQ members.
b. NAESB will make the contact information for certified Authorized CAs, available to WEQ members and to NERC as required by the WEQ-012 specification.
c. NAESB will notify WEQ members of revoked Authorized CA licensess. The Authorized CA will notify its subscribers of the revocation of its ACA status as directed by the WEQ-012 specification. 
d. The first 3 reports could be distributed be via NAESB web site, but revoked CA may require additional notification processes. Revocation is a critically serious matter and needs a highly visible and credible alerting mechanism.
e. ACA Reports to WEQ Subscribers – is this a requirement we should specify, or is this requirement to be addressed between the ACA and the subscriber?	Comment by Jesse D. Hurley: No wiggle room here, WEQ-012-1.19.8
4. Insurance requirements
a. A balanced risk/cost approach is to be used when defining insurance requirements of certified Authorized CAs, which are to be addressed on an individual basis between certified Authorized CA and subscriber.	Comment by Jesse D. Hurley: There should be a minimum insurance requirement here. The loss or compromise of customer data is a serious matter. It’s common to see certificates of the security level specified by WEQ-012 to be insured in excess of $1MM for gross negligence on the part of the issuing CA. 
b. The certified Authorized CA’s insurance should indemnify and hold harmless NAESB in the case that any claims are made.
5. Membership in NAESB or purchase of the NAESB relevant standards
a. The certified Authorized CA is not requires to be a member of NAESB but should have a legal copy of relevant NAESB standards.
b. Term – Is certification evergreen as long as the CA submits passing audit reports? What action/inaction is sufficient to revoke an Authorized CA’s certification?	Comment by Jesse D. Hurley: The ACA license should be kept for the lifetime of the ACA’s root key and certificates. This is done because relying parties and the public should be assured that the ACA is in full compliance for the life of its key pair.	Comment by Jesse D. Hurley: Material breaches of WEQ-012 standard and/or multiple instances of successful incursions by hackers in cybersecurity incidents within a given time window at the ACA should constitute grounds for revocation. 

Open issues and new requirements for discussion at subsequent meetings:
· NERC CIP Standards	Comment by Jesse D. Hurley: Note, EIR, upon which the ACA depends, is already held to this standard.
Consideration of consistency with NERC CIP standard.
· Audit Requirements
Consideration of the AICPA audit requirements
· Indemnification Language
Language will be provided as boiler plate for indemnification
· Security Surety
Consideration of security surety and informing customers of security breaches
· NAESB Identification/approval of Third Party Auditors	Comment by Jesse D. Hurley: FERC / DHS / FBI relationships including voluntary submission to a reporting requirement to FERC	Comment by Jesse D. Hurley: CPS, CP, subscriber agreement, security agreements, and relying party agreements must be furnished to NAESB to support transparency	Comment by Jesse D. Hurley: Data privacy laws change the context of protection of subscriber information, making failure to apply the appropriate security measures, e.g AES-256 encryption of customer data a felony in several states and subjecting treble damages in others.	Comment by Jesse D. Hurley: RAs MUST be kept to the same standards of ACA, so if they issue keys, they MUST use FIPS 140-2 Level 3 hardware, have appropriate number of roles, use multi-factor authentication, quorum keys, etc. ALSO, DO NOT confuse RA functions with CA functions. RAs must NOT issue certificates.	Comment by Jesse D. Hurley: ACAs should be permitted to deviate from WEQ-012 if directed by a federal body, or in an effort to enhance security, using a “meet or exceed WEQ-012” provision, so as to make it possible to deal with emerging threats without violating license.	Comment by Jesse D. Hurley: ACAs should not be permitted to cross-sign or cross-certify roots held in or controlled by any foreign country or entity.	Comment by Jesse D. Hurley: ACAs should use a blanket copyright license by paying NAESB on appropriate terms to distribute WEQ-012 to subscribers. This is particularly important as 18 CFR 38.2(a)(10) dictates uses.	Comment by Jesse D. Hurley: ACAs should specify and provide NAESB with detailed data backup plans, disaster recovery plans, business continuity practices and be required to maintain ACA operating facilities in multiple, redundant and geographically dispersed datacenters, said implementation of dispersed datacenter footprint verifiable by audit within 1 year of ACA licensure.	Comment by Jesse D. Hurley: ACAs should provide a minimum Service Level Agreement to NAESB and subscribers specifying downtime, measures to limit DoS/DDoS exposure, etc.	Comment by Jesse D. Hurley: Much of ACA information should be considered for impacts with respect to Personally Identifiable Information (PII) and Protected Critical Infrastructure Information (PCII) and be held to standards set by the Code of Federal Regulations specific to each. 
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