TO:	Certification Program Committee Members
FROM:	Rae McQuade, Cory Cummings
RE:	Draft Work Paper for ACA Requirements – Recirculated and Posted
DATE:	June 1, 2011
Dear Certification Program Committee,
On May 23, after our conference call, I circulated a draft paper for your review and edits.  The paper attached includes your edits and is now posted for the June 6 call.  If you have not had an opportunity to do so, please consider before our June 6 call:
1. Changes to the schematic to better understand the roles
2. Changes to the requirements to better reflect today’s discussion
3. Changes or additions to the items for upcoming meetings including consideration of new requirements
Thanks, Rae
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Subscriber – User of the NAESB WEQ-012 Standards
NAESB Certified Certificate Authority
Independent Third Party Auditor
NAESB
The subscriber employs a certified CA as noted in the WEQ012 standards
NAESB requires a license including an affidavit from the certifier that it meets the certifier requirements
The third party auditor is independent of the subscriber and the certified certificate authority and is employed by the CA according to the certifier requirements




The following are requirements to be met in order to be licensed by NAESB as certified certificate authority:
1.  3rd party auditing or surety assessment[footnoteRef:1] [1:      In this usage, audit references an evaluation of an organization to ascertain the validity of the application of the WEQ-012 standards.  A surety assessment is the process of gathering information to make forward looking decisions.  It may be that we want to use only one term. In the NAESB surety assessments performed by Sandia National Laboratories, the assessments were performed to determine if our standards were adequate for the current market conditions, and recommendations were made for both current changes and changes to anticipate the future market conditions.  ] 

a. The certificate authority shall use qualified 3rd parties, (e.g. National Audit firms) to conduct regular, possibly annual or some other timeframe to be specified, audits and surety assessments of WEQ-012 Certified CAs. No auditing or surety assessments of subscribers are necessary. [What’s the difference between an audit and a surety assessment?] 
b. Certified CAs will maintain regularly scheduled audit certifications, such as SAS-70, conducted by industry recognized experts (e.g. National firms) employing appropriate AICPA methodologies, to validate a CAs compliance with WEQ-012. Subscribers have no such auditing requirement.
2. Reports to NAESB
a. Audit results will be provided to NAESB.
b. Security breach reports will be provided to NAESB.
3. NAESB Reports to WEQ Members
a. NAESB will make the audit results and the security breach reports available to WEQ members.
b. NAESB will make the contact information for certified CAs, available to WEQ members.
c. NAESB will notify WEQ members of revoked CAs. 
d. The first 3 reports could be distributed be via NAESB web site, but revoked CA may require additional notification processes.
e. CA Reports to WEQ Subscribers – is this a requirement we should specify, or is this requirement to be addressed between the CA and the subscriber?
4. Insurance requirements
a. A balanced risk/cost approach is to be used when defining insurance requirements of certified CAs, which are to be addressed on an individual basis between certified CA and subscriber.
b. The certified CA’s insurance should indemnify and hold harmless NAESB in the case that any claims are made.
5. Membership in NAESB or purchase of the NAESB relevant standards
a. The certified CA is not requires to be a member of NAESB but should have a legal copy of relevant NAESB standards.
b. Term – Is certification evergreen as long as the CA submits passing audit reports? What action/inaction is sufficient to revoke a CA’s certification?

Open issues and new requirements for discussion at subsequent meetings:
· NERC CIP Standards
Consideration of consistency with NERC CIP standard.
· Audit Requirements
Consideration of the AICPA audit requirements
· Indemnification Language
Language will be provided as boiler plate for indemnification
· Security Surety
Consideration of security surety and informing customers of security breaches
· NAESB Identification/approval of Third Party Auditors
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