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                                        North American Energy Standards Board

801 Travis, Suite 1675, Houston, Texas 77002

Phone:  (713) 356-0060, Fax:  (713) 356-0067, E-mail: naesb@naesb.org

Home Page: www.naesb.org


via email

TO:
Posting on the NAESB DSM-EE Page (http://www.naesb.org/dsm-ee.asp)
FROM: 
Cory Galik Cummings, NAESB Counsel
RE:
Notes from Board Certification Program Committee conference call – June 6, 2011 
DATE:

June 6, 2011
Dear NAESB Board Certification Program Committee and Interested Parties,
A Board Certification Program Committee (CPC) conference call was held on June 6, 2011.  The following notes resulted from the meeting.
	Agenda Topic
	Results of Discussion

	Administrative:
	The meeting began at 9:00 am Central on Monday, June 6, 2011.  The roll was taken, quorum established and participants were welcomed.  Antitrust was given and the agenda was adopted.

	Attendees:
	Leigh Spangler, Latitude Technology 
Paul Sorenson, OATI

Michehl Gent, OATI

Greg Lander, Capacity Center

Christopher Burden, Williams Gas Pipeline
Jesse Hurley, Shift

Kevin Kirby, ISO New England
	Cory Galik Cummings, NAESB
Rae McQuade, NAESB
Kirk Kubousek, OATI

Ed Skiba, Midwest ISO
Valerie Crockett, TVA

Dick Brooks, ISO New England

Kathryn Burch, Spectra

Sue Barry, El Paso

Ann Delenela, ERCOT

	Agenda:
	· Administrative: Welcome to members and attendees, Role Taken and Quorum Established, Antitrust Guidelines, Introductions, Adoption of Agenda
· Review the initial checklist for Authorized Certificate Authorities (ACA)
· Discuss appropriate audit requirements of an ACA
· Review indemnity language
· Adjourn

	Discussion:
	· The committee began with a review of the preamble work paper as revised by Mr. Hurley.  
· The committee first reviewed the redlined schematic.  All committee members agreed on the redlines in the schematic.
· Next, the committee reviewed requirements to be met in order to be licensed by NAESB as an ACA.  The committee discussed the difference between an audit and a surety assessment.  Mr. Hurley’s comment noted that audits are evaluations of absolute compliance with the plain specifications of WEQ-012; surety assessments grade performance with respect to industry best practice among ACAs.  The committee agreed that surety assessments were not appropriate for these requirements and all references were removed.

· The next issue discussed was the timing of the audits.  Given the time it takes for an audit to be complete, the committee agreed that an ACA would self-certify itself, followed by an audit by a third party auditor within three months, followed by yearly audits to ensure continued compliance with the WEQ-012 standards.  Mr. Kubousek noted that it would be helpful if an ACA could receive the checklist to be incorporated into the controls which would appear in the audit reports.  The committee agreed.
· Next, the committee discussed whether or not it was NAESB’s role to determine a company’s auditing process, should a company determine to incorporate the NAESB WEQ-012 and checklist as part of their internal process controls.  There was concern that vagueness in specification could lead to inaccurate audit reports.   Some participants noted this was important to ensure the auditors apply the WEQ-012 standards accurately.  Others responded that it was not the role of this committee to dictate the way in which an auditor evaluated a company.  Ms. McQuade suggested that the WEQ-012 standards and the check list be referenced in the company’s audit controls checklist to resolve this issue.  
· Next, the committee reviewed the Reports to NAESB and NAESB Reports to WEQ Members sections of the work paper.  A question arose as to the purpose of NAESB receiving the audit reports and how they would be utilized.  Mr. Gent noted that most industry representatives would not be willing to have the full documentation of their SAS-70 reports available without their consent.  He also noted that an overly burdensome reporting requirement to NAESB would result in no companies willing to become ACAs.  After further discussion, it was determined that NAESB would receive the grade that the company received from the audit as it related to WEQ-012 standards and the checklist, and whether they passed or failed again specific to the WEQ-012 standards and checklist, but not the full report.  An overall requirement for reporting to NAESB should be that NAESB takes some action as a result of the report – either in verifying the license requirements for the ACA or determining if revocation of the license should be started.
· Next, the committee discussed three areas that could lead to potential new roles for NAESB: 1) security management, 2) revocation of an ACA’s certification, and 3) certification of third party auditors.  

· Security Management: A question arose as to whether or not NAESB would be responsible for revoking an ACA’s certification based on security breaches.  If so, NAESB would have to determine a certain number of security breaches that could occur before the license for an ACA was revoked.  This would require NAESB to maintain a list of security breaches.  Another question arose as to how NAESB would require ACAs to report that information and how that information would be maintained.  Several participants agreed that the Managing Committee would have to address whether or not NAESB should take on that role, which could diverge from NAESB’s role as a standards developer.  It was noted that NAESB should stay as true to its charter as possible.
· Revocation of an ACA’s certification:  All ACAs are to follow a set of requirements to become an ACA.  Once they no longer follow those requirements, they would be removed from the list of approved ACAs. As such, a successful audit is defined by adherence to the requirements noted in the WEQ-012 standards and in the checklist.
· Certification by qualified third party auditors: It was agreed that any auditor approved by AICPA would be acceptable by NAESB to perform a third party audit of an ACA. PCI DSS was also noted as a possible organization for qualified 3rd party auditors.
· While the industry has important security issues, many are not directed for NAESB action.  The role of this committee is to determine NAESB’s requirements for certification of certificate authorities for PKI and WEQ-012.

	Adjourn:
	The meeting adjourned at 10:52 am Central.  The next meeting is scheduled for July 11 (June 21 was cancelled.)
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