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                                        North American Energy Standards Board

801 Travis, Suite 1675, Houston, Texas 77002

Phone:  (713) 356-0060, Fax:  (713) 356-0067, E-mail: naesb@naesb.org

Home Page: www.naesb.org


via email

TO:
Posting on the NAESB DSM-EE Page (http://www.naesb.org/dsm-ee.asp)
FROM: 
Cory Galik Cummings, NAESB Counsel
RE:
Notes from Board Certification Program Committee conference call – May 23, 2011 
DATE:

May 23, 2011
Dear NAESB Board Certification Program Committee and Interested Parties,
A Board Certification Program Committee (CPC) conference call was held on May 23, 2011.  The following notes resulted from the meeting.
	Agenda Topic
	Results of Discussion

	Administrative:
	The meeting began at 9:00 am Central on Monday, May 23, 2011.  The roll was taken and participants were welcomed.  Antitrust was given and the agenda was adopted.

	Attendees:
	Leigh Spangler, Latitude Technology 
Paul Sorenson, OATI
Michehl Gent, OATI

Greg Lander, Capacity Center
Jim Buccigross, 8760, Inc.

Dave Darnell, Systrends

Christopher Burden, Williams Gas Pipeline


	Cory Galik Cummings, NAESB
Rae McQuade, NAESB
Kirk Kubousek, OATI

Patrick Tronnier, OATI

Michael Desselle, SPP
Dick Brooks, ISO New England

Kathryn Burch, Spectra Energy

Ed Skiba, Midwest ISO

	Agenda:
	· Administrative: Welcome to members and attendees, Role Taken and Quorum Established, Antitrust Guidelines, Introductions, Adoption of Agenda
· Review of the comments provided for committee consideration for Authorized Certificate Authorities (ACA)
· Drafting of ACA Requirements
· Adjourn

	Discussion:
	· The committee began with a review of the comments submitted by Capacity Center.  The comments were determined to be appropriate for review of existing PKI standards and will be reviewed when the WEQ determines to update the WEQ-012 standards.

· Mr. Brooks reviewed his comments, which contained 5 main points: 1) Third party auditing or surety assessment; 2) quarterly reports to NAESB; 3) maintenance of an audit certificate; 4) insurance requirements; and 5) membership in NAESB or purchase of the NAESB relevant standards.  

· In reference to item (2), Capacity Center noted in their comments that a grace period would be necessary for a company to find a new ACA, should their ACA’s license be revoked.  Mr. Hurley agreed and added that ACAs would need a security surety, so that any security breach of customer data will be reported in a timely manner to those customers.  This language should be included in the licensing agreement between the ACA and NAESB.
· In discussion on comment (4), Mr. Hurley noted that an ACA should be bound to indemnify NAESB in case of a lawsuit.  NAESB should be listed as a primary insured.  Mr. Hurley volunteered to contribute the appropriate language for this issue.
· Next, the comments from ISO New England, Midwest ISO and PJM were reviewed.  The comments addressed the scope of work for this committee.  The purpose of the committee is not to create or enhance the WEQ-012 standards, but to identify NAESB’s role in managing the certification process.  To do this, the committee will create the ACA checklist.  The work group reviewed the Draft Revised Checklist last posted for the November 2, 2007 meeting.  That checklist was created for use by the ACA to ensure a company was complying with the WEQ-012 standards.  This committee will create the checklist of requirements to become an ACA.  Should the WEQ-012 standards be modified, this Draft Revised Checklist would change.

· Mr. Hurley noted that third party auditors should understand the technical details of the WEQ-012 standards.  The committee discussed the three entities that would be involved: 1) the subscriber to the ACA; 2) the ACA; and 3) the ACA auditor.  Mr. Brooks stated that there should be a litmus test to ensure an ACA auditor has been properly vetted.  Mr. Lander asked if the same company could serve more than one role in the process.  The committee agreed that it would not be appropriate for a company to do so.
· Next, the committee discussed whether or not SAS 70 audits could be used by the independent third party auditor when auditing the ACA.  After discussion, it was agreed that it could not.  SAS 70 capability is a necessary, but not a sufficient, condition to be an ACA auditor.  Mr. Hurley stated that Payment Card Industry Data Security Standard (PCI DSS) could be utilized.  PCI DSS has a field of operators that are qualified in the niche this committee is examining.  Mr. Brooks noted that his comments did not specify the SAS 70 audits, but rather stated that the appropriate American Institute of Certified Public Accountants (AICPA) methodology should be utilized because those methodologies are changing.  Mr. Kubousek added that previously, type 1 and type 2 reports were tied to SAS 70, but those reports were being severed from the standards.  The focus is now on the brand of the report, rather than the brand of the audit.  Mr. Hurley suggested the audit discussion be tabled until the meeting.  During that time, he will work with OATI to review the different audit requirements from the AICPA.
· It was clarified that the subscriber to the ACA will not be subject to the reports and audits.  There will be a minimum set of standards for the ACA auditor.  The ACA and the auditor will be two separate entities.

· Ms. McQuade volunteered to use Mr. Brooks’ work paper as the basis for the initial ACA checklist.  

· Mr. Hurley suggested that the ACA be required to follow the NERC CIP standards. Mr. Brooks expressed concern with this requirement because there was no need to have PKI infrastructure within those standards.  It was agreed that discussion on whether or not the ACA would be required to follow the CIP standards would continue at the next meeting.

	Adjourn:
	The meeting adjourned at 10:08 am Central.
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