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North American Energy Standards Board

801 Travis, Suite 1675, Houston, Texas 77002

Phone:  (713) 356-0060, Fax:  (713) 356-0067, E-mail: naesb@naesb.org


Home Page: www.naesb.org

via posting

TO:
NAESB Board Critical Infrastructure Committee Members and posting for Interested Industry Parties

FROM: 

Jonathan Booe, NAESB Counsel

RE:

Meeting Notes for the NAESB Board Critical Infrastructure Committee

DATE:

November 16, 2010

Dear Critical Infrastructure Committee Members,

A Critical Infrastructure Committee conference call was held on November 16, 2010. The meeting was called to order at 1:00 pm C. Mr. Hurley presided over the meeting and Mr. Booe served as counsel for the meeting.  The notes below serve as a record for the meeting.

	Notes for the November 16, 2010 NAESB Board Critical Infrastructure Meeting

	Administrative:
	Mr. Hurley welcomed the participants to conference call and thanked them for attending.  Mr. Booe provided the antitrust guidance.  Mr. Hurley reviewed the draft agenda and Ms. Barry made a motion to adopt the agenda as drafted.  Ms. Crockett seconded the motion and the motion passed without opposition.

	Update on Recent Administration Meetings and Evaluation of New Cyber Security Standards
	Mr. Hurley noted that there is not much activity around the draft Cyber Security Bill and the there may be issues with the Bill in the near future as the removal of the controversial “don’t ask, don’t tell” policy may be added as a rider.  Ms. Burch stated that she understood that part of the Bill extends jurisdiction to facilities that supply electricity to military installations and questioned whether the jurisdiction extension would apply to facilities that supply natural gas.  Mr. Hurley responded that the issue is still being debated and that it is not made clear in the Bill.

Mr. Hurley noted that the new cyber security standards are considered purely advisory and that there has been some questioning of the consensus process used in standards development process.  He also noted that Sandia National Laboratory is providing a surety assessment of a portion of the standards.  Ms. McQuade asked if Sandia National Laboratory has ever proposed Department of Homeland Security (“DHS”) involvement in review of any of our standards.  Mr. Burden responded that there has not been mention of DHS involvement to his knowledge.  Mr. Hurley stated that it would likely be the Transportation Security Administration (“TSA”) that would be involved rather than the DHS.

	Data Privacy Issues
	Ms. McQuade stated that data privacy issues, such as the method data is made available by third parties, is coming to the forefront of the smart grid effort.  She noted that the process by which customers agree to make their usage data available for use by third parties is topic of debate and could be problematic if proper procedures are not put into place.  Mr. Norton noted that a city in Ohio rejected American Recovery and Reinvestment Act (“ARRA”) funding from the Department of Energy (“DoE”) due to citizen protest over outside access to customer energy usage information.  Ms. McQuade stated that resolving the issue may only be a matter of education.  Mr. Hurley stated that there needs to be a clear definition of who is responsible when there is malfeasance concerning customer data whether it is the utility, the meter manufacturer, the state or a third party.  Ms. McQuade stated that there are clearly jurisdictional issues to be resolved.

	FERC Technical Conference on Initial Smart Grid Standards
	Ms. McQuade stated that the FERC held a technical conference on Sunday at NARUC to review the initial 5 sets of IEC standards that were submitted to FERC by NIST as part of the NIST smart grid effort.  She noted that the outcome of the FERC action on the standards could potentially affect NAESB and should be monitored closely.  Mr. Hurley stated that he would like to give a presentation on why wholesale adoption of the standards could be bad from a CIM perspective.  Ms. McQuade recommended that Mr. Hurley give the presentation to the CIC prior to doing so publicly.

	Other Business/Next Meeting and Action Items:
	Mr. Burden asked if Mr. Hurly could give the CIC an expected date for the release of the Cyber Security Bill.  Mr. Hurley stated that there are number of moving parts and that it would be difficult to pinpoint an expected release date.  The participants agreed to cancel the last meeting of the year scheduled for December 6, 2010 and Ms. McQuade undertook to contact the co-chairs of the CIC to schedule meetings through 2011.  The two items to be discussed at that meeting are:
1) a status update on the Cyber Security Bill
2) a review of Mr. Hurley’s presentation/report on the IEC standards submitted to FERC

3) a update on data privacy activities

	Adjourn:
	Ms. Crockett moved to adjourn the meeting at 1:45 pm Central and Ms. Burch seconded the motion.  The motion passed without opposition.

	Work Papers Provided for the Meeting:
	Meeting Related Documents:
· September 30, 2010 meeting notes: http://www.naesb.org/pdf4/bd_cic_093010notes.doc 

· CIP-010-1: http://www.naesb.org/pdf4/bd_cic_051310w1.pdf 

· CIP-011-1: http://www.naesb.org/pdf4/bd_cic_051310w2.pdf 

· FERC announcement of smart grid RM docket:  http://www.naesb.org/pdf4/ferc100710.doc 

· DoE Data Access and Privacy Issues Relate to Smart Grid Technologies: http://www.naesb.org/pdf4/bd_cic_111610w1.pdf 
· ISSGC Collaborative Report:  http://www.naesb.org/misc/issgc_collaborative_report.pdf   
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