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North American Energy Standards Board

801 Travis, Suite 1675, Houston, Texas 77002

Phone:  (713) 356-0060, Fax:  (713) 356-0067, E-mail: naesb@naesb.org
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via posting

TO:
NAESB Board Critical Infrastructure Committee Members and posting for Interested Industry Parties

FROM: 

Jonathan Booe, Deputy Director, NAESB
RE:

Meeting Notes for the NAESB Board Critical Infrastructure Committee

DATE:

November 28, 2011
Dear Critical Infrastructure Committee Members,

A Critical Infrastructure Committee conference call was held on November 3, 2011. The meeting was called to order at 1:00 pm C. Mr. Hurley presided over the meeting and Mr. Booe served as counsel for the meeting.  The notes below serve as a record for the meeting.

	Notes from the November 3, 2011 NAESB Board Critical Infrastructure Committee Conference Call

	Administrative:
	Mr. Hurley welcomed the participants to conference call and thanked them for attending.  Mr. Booe provided the antitrust guidance and called the roll.  Mr. Hurley reviewed the draft agenda and it was adopted by consensus.

	Review Recent Board, Legislative and Industry Action
	Mr. Hurley noted that the NAESB Board of Directors has taken action since the last meeting in response to the recent threat to the SSL (Secure Socket Layer) protocols by adding an item to the WEQ, WGQ and Retail Annual Plans to determine if changes to standards are needed to support adequate session encryption.  He recommended that the Committee consider a review of the entire set of NAESB standards and the possible development of a comprehensive security policy standard.
Mr. Hurley provided an update of the recent cyber security related legislative activities. Currently, the bill under development is supported by both Democrats and Republicans and proposes a structure which gives the Department of Homeland Security (DHS) the authority to direct the FERC to develop regulation in support of DHS policy.  However, a report developed by Representative Thornberry, which warns about concurrent jurisdictional issues and the enforcement of unfunded mandates, is developing traction with Republican party members.  Mr. Hurley noted that it is unlikely that the bill will be put on the floor before the end of 2011.  
Mr. Kirby stated that he supports NAESB’s proactive position regarding cyber security issues as the industry awaits government action and asked if there is anything else the organization should be doing to get in front of the pending legislation.  Mr. Hurley stated that he believes the organization is on the right track planning for 2012.  Mr. Buccigross noted that gas quadrants have also been proactive by including cyber security related items on their 2012 annual plans.  Mr. Spangler asked if the 2012 elections will act as a distraction and delay adoption of cyber security legislation. Mr. Hurley responded that resolving the issue has bi-partisan support and should not be delayed as a result of the elections.  Mr. Gee noted that the deployment of smart meters and the implementation of the smart grid have added a level of complexity that has not been addressed.  Mr. Hurley concurred and noted that the current smart grid related cyber security guidelines are not mandatory.  He also stated that the impact of the cyber security legislation will likely affect the states by marginalizing their ability to regulate under the auspice of national security.  Mr. Williams asked how DHS is combating information sharing issues given that reports about many attacks require a security clearance.  Mr. Hurley responded that information sharing is one of the governments priority issues and that the ability to disclose security breaches in real time or through an automated system is under discussion. 

	Other Business
	Mr. Hurley requested that the next meeting be scheduled for only one hour rather than two.

	Adjourn:
	Mr. Kirby moved to adjourn the meeting at 1:53 pm Central and the meeting was adjourned by consensus.

	Work Papers Provided for the Meeting:
	Meeting Related Documents:
· September 8, 2011 meeting notes: http://www.naesb.org/pdf4/bd_cic_090811notes.doc 
· XML Breach Articles:  http://www.naesb.org/pdf4/bd_cic_110311w1.doc 

	CRITICAL INFRASTRUCTURE COMMITTEE MEMBERS

	Name
	Organization 
	Attendance

	William Gallagher
	Vermont Public Power Supply Authority
	

	Brett Perlman
	Vector Consultants
	

	J. Cade Burks
	ista
	

	Chuck Feagans
	Tennessee Valley Authority
	

	Chris Kotting
	Public Utilities Commission of Ohio
	

	Christopher Freitas
	US Department of Energy
	

	Dave Darnell
	Systrends USA
	

	Diane Barney
	New York State Department of Public Service Staff
	

	Bruce Ellsworth
	New York State Reliability Council
	

	Jesse D. Hurley
	Shift Research, LLC
	Phone

	Jim Buccigross
	8760, Inc.
	Phone

	Leigh Spangler
	Leigh Spangler
	Phone

	Michael Desselle
	Southwest Power Pool
	

	Michehl Gent
	Open Access Technology International, Inc
	

	Joelle Ogg
	Brunenkant & Cross, LP
	Phone

	Ralph Cleveland
	AGL Resources, Inc.
	

	Rick Smead
	Navigant Consulting, Inc.
	

	Bob Gee
	Gee Strategies Group
	Phone

	Susanna B. Barry
	Tennessee Gas Pipeline Company
	Phone

	Thomas Pearce
	Public Utilities Commission of Ohio
	

	Valerie Crockett
	Tennessee Valley Authority
	

	Kevin Kirby
	ISO New England
	Phone

	Bill Boswell
	NAESB General Counsel
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	Other Attendees

	Attendee
	Organization

	Jeff Bloodworth
	Manitoba Hydro

	Jonathan Booe
	NAESB

	Kathryn Burch
	Spectra Energy

	Pete Connor
	

	Dale Davis
	Williams Gas Pipeline

	Mary Doss
	ANR Pipeline

	Doug Field
	Southern Star Central Gas Pipeline

	Richard Ishikawa
	Southern California Gas Company

	Bill Griffith
	El Paso Natural Gas

	Marie Knox
	Midwest ISO

	Dennie Miles
	Southern Star Central Gas Pipeline

	Dean Roberts
	Southern Star Central Gas Pipeline

	Krystina Schaefer
	PUCO

	Mike Schisler
	Kinder Morgan

	Ed Skiba
	Midwest ISO

	Leonard Tillman
	Balch & Bingham

	Craig Williams
	WECC
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