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North American Energy Standards Board

801 Travis, Suite 1675, Houston, Texas 77002

Phone:  (713) 356-0060, Fax:  (713) 356-0067, E-mail: naesb@naesb.org


Home Page: www.naesb.org

via posting

TO:
NAESB Board Critical Infrastructure Committee Members and posting for Interested Industry Parties

FROM: 

Jonathan Booe, Deputy Director, NAESB
RE:

Meeting Notes for the NAESB Board Critical Infrastructure Committee

DATE:

August 2, 2011
Dear Critical Infrastructure Committee Members,

A Critical Infrastructure Committee conference call was held on July 28, 2011. The meeting was called to order at 1:00 pm C. Mr. Hurley presided over the meeting and Mr. Booe served as counsel for the meeting.  The notes below serve as a record for the meeting.

	Notes from the July 28, 2011 NAESB Board Critical Infrastructure Committee Meeting

	Administrative:
	Mr. Hurley welcomed the participants to conference call and thanked them for attending.  Mr. Booe provided the antitrust guidance and called the roll.  Mr. Hurley reviewed the draft agenda and Mr. Gracey made a motion to adopt the agenda as drafted.  Mr. Kirby seconded the motion and the motion passed without opposition.

	Review Recent Legislative Action
	Mr. Hurley provided an update of the recent cyber security related legislative activities. He stated that current draft of the bill, which is being circulated around the House floor, has had input from the Commerce Committee, the House Committee on Homeland Security and Senator Reid’s internal staff but has not had much scrutiny from other areas of the legislature.  He stated that the bill is expected to become higher priority, given the recent Lulzsec and Anonymous activities.  He also noted that the bill is going to dovetail with the GRID Act, which give the Department of Homeland Security (DHS) authority to conduct audits of operations of all critical assets.  Ms. Barry asked what the bills current status is.  Mr. Hurley stated that the bill is still working through the committees he noted earlier.

	GRID Act Status
	Mr. Hurley provided an update of the current status of the GRID Act.  Mr. Hurley stated that the Act gives FERC 120 days to review the NERC CIP standards and make a determination on their adequacy.  If they are deemed inadequate NERC will be given 180 days to modify the standards, after which, FERC is given authority to issue an emergency rulemaking regarding the standards.  He also noted that the Act gives FERC to conduct and EMP study. Mr. Gent stated that he understands the Act gives the FERC power over distributions centers that are deemed critical to the bulk power system despite their current regulatory agency structure.  Mr. Gee noted that Act could preempt many of the current jurisdictional constraints.  The participants discussed how certain facilities are related to reliability and national security and how difficult it will be to parse out the facilities deemed critical.  Mr. Hurley stated that the Act is adopted the definition of Critical Infrastructure used in the Patriot Act, which basically includes any entity attached to the grid.   

	Discussion of Stuxnet Article
	Mr. Hurley reviewed the Stuxnet article and noted that the related malware as become more accessible and more effective at infecting systems, including those that do not have an outward facing public network.  Ms. McQuade asked how standards development in the area could cascade to NAESB. Mr. Hurley responded that there are vulnerabilities in corporate or business systems that can affect or be integrated into operations systems and affect reliability.  Mr. Cleary asked if Stuxnet has evolved beyond the Siemens and step seven applications. Mr. Hurley responded affirmatively and stated that anything that is schema based may be vulnerable.  Ms. McQuade asked if any of the recent cyber security breaches have affected the natural gas SCADA systems.  Mr. Gee and Ms. Barry responded that they are not aware of any such attacks.
Mr. Hurley stated there is very little authentication included in the NAESB standards other than the OASIS standards and that is important to ensure that companies are building security into their systems.  He recommended that NAESB be proactive in conducting security reviews of the standards rather than leaving the task to other departments such as the DHS.  Ms. Barry asked if the Committee should recommend the development of a multi-quadrant subcommittee to conduct such a review.  Mr. Hurley stated that it would be a good recommendation to the Board of Directors.  Mr. Kirby asked why NAESB should review our standards and make modifications or develop new standards if parallel efforts may be underway by NERC, DHS or the DoE.  Mr. Hurley stated that under the FTAA that governmental agencies are required to use voluntary industry standards when possible.  Mr. Kirby suggested that NAESB focus on supporting NERC and developing complementary standards.  Ms. McQuade supported Mr. Kirby’s recommendation.  The participants discussed the importance of maintaining liaisons with NERC and the DHS and keeping all four quadrants involved in any critical infrastructure activity.

	Other Business
	Mr. Hurley and Ms. McQuade noted that NAESB will host a webinar serious dedicated to critical infrastructure issues as a benefit to our members.  The educational seminars will be led by Mr. Hurley and will provide insight into the nature of the emerging threats and the state of the art solutions that can be implemented to address the challenges facing the industry.  Ms. McQuade thanked Mr. Hurley as he has agreed to give the webinars free of charge and noted that at lease three weeks notice will be given to encourage participation.

	Adjourn:
	Mr. Kirby moved to adjourn the meeting at 2:27 pm Central and Mr. Gee seconded the motion.  The motion passed without opposition.

	Work Papers Provided for the Meeting:
	Meeting Related Documents:
· April 15, 2011 meeting notes: http://www.naesb.org/pdf4/bd_cic_041511notes.doc 

· GRID Act: http://www.utcinsight.org/content/senate-committee-approves-grid-cyber-security-act-unanimously 

· How Digital Detectives Deciphered Stuxnet: http://www.wired.com/threatlevel/2011/07/how-digital-detectives-deciphered-stuxnet/all/1 

	CRITICAL INFRASTRUCTURE COMMITTEE MEMBERS

	Name
	Organization 
	Attendance

	William Gallagher
	Vermont Public Power Supply Authority
	

	Brett Perlman
	Vector Consultants
	

	J. Cade Burks
	ista
	

	Chuck Feagans
	Tennessee Valley Authority
	Phone

	Chris Kotting
	Public Utilities Commission of Ohio
	

	Christopher Freitas
	US Department of Energy
	

	Dave Darnell
	Systrends USA
	

	Diane Barney
	New York State Department of Public Service Staff
	

	Bruce Ellsworth
	New York State Reliability Council
	

	Jesse D. Hurley
	Shift Research, LLC
	Phone

	Jim Buccigross
	8760, Inc.
	Phone

	Leigh Spangler
	Leigh Spangler
	Phone

	Michael Desselle
	Southwest Power Pool
	

	Michehl Gent
	Open Access Technology International, Inc
	Phone

	Joelle Ogg
	Brunenkant & Cross, LP
	Phone

	Ralph Cleveland
	AGL Resources, Inc.
	

	Rick Smead
	Navigant Consulting, Inc.
	

	Bob Gee
	Gee Strategies Group
	Phone

	Susanna B. Barry
	Tennessee Gas Pipeline Company
	Phone

	Thomas Pearce
	Public Utilities Commission of Ohio
	

	Valerie Crockett
	Tennessee Valley Authority
	Phone

	Kevin Kirby
	ISO New England
	Phone

	Bill Boswell
	NAESB General Counsel
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	Other Attendees

	Attendee
	Organization

	Jonathan Booe
	NAESB

	Kathryn Burch
	Spectra Energy

	Christopher Burden
	Williams Gas Pipeline

	John Ciza
	Southern Company

	Jianmei Chai
	Consumers Energy Company

	Ed Davis
	Entergy

	Anne Delanola
	ERCOT

	Richard Ishikawa
	Southern California Edison

	Kirk Kubousek
	OATI

	Annunciata Marino
	Pennsylvania Public Utility Commission

	Kevin Money
	Iroquois 

	Candy Morakinyo
	We Energies

	Joe Morgan
	National Fuel Gas 

	Ed Skiba
	Midwest ISO

	Patrick Tronnier
	OATI

	Craig Williams
	WECC
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