[image: image1.png]0

I

0




North American Energy Standards Board

801 Travis, Suite 1675, Houston, Texas 77002

Phone:  (713) 356-0060, Fax:  (713) 356-0067, E-mail: naesb@naesb.org


Home Page: www.naesb.org

via posting

TO:
NAESB Board Critical Infrastructure Committee Members and posting for Interested Industry Parties

FROM: 

Cory Galik Cummings, NAESB Counsel

RE:

Meeting Notes for the NAESB Board Critical Infrastructure Committee

DATE:

June 10, 2010

Dear Critical Infrastructure Committee Members,

A Critical Infrastructure Committee meeting was held on May 13, 2010. The meeting was called to order at 1:00 pm C. Mr. Hurley presided over the meeting and Ms. Cummings served as counsel for the meeting.  The notes below serve as a record for the meeting.

	Notes for the May 13, 2010 NAESB Board Critical Infrastructure Meeting

	Administrative:
	Mr. Hurley welcomed the participants to conference call and thanked them for attending.  Ms. Cummings provided the antitrust guidance.  The draft agenda was reviewed.  Mr. Buccigross made a motion to adopt the agenda as modified.  Ms. Ogg seconded the motion and the motion passed without opposition.

	Review of the NERC CIP Standards
	 Mr. Hurley noted that the NERC CIP standards were currently available in draft form.  There was discussion regarding whether or not NIST would provide its NISTIR specifications to NERC to go through the standards development process in order to be incorporated into the NERC CIPC standards.  It was noted that NERC reliability standards development procedures require all work products to go through this process.  Ms. McQuade also noted that NERC’s standards development process would allow NERC to modify the NISTIR specifications if NERC members determine it is necessary to do so.  Mr. Marshall will ask NERC for its position on this issue. [After the meeting, Mr. Marshall noted that NERC had not been approached by NIST regarding this issue.]

	Sate of the Industry Briefing by Jesse Hurley
	Mr. Hurley presented his State of the Industry slide show to participants.  He noted that the telecom industry has a unique interest in critical infrastructure.  Speaking with Verizon, AT&T and U.S. Telecom, Mr. Hurley noted that  the telecom industry understands there is a disjointed process between telecom representatives and the utility sector.  He further noted that a partnership with NAESB to develop a joint statement in federal space would not meet much opposition.  He asked if NAESB was doing enough to make membership aware of potential new efforts of federal regulators.  Ms. McQuade stated that NAESB would keep in touch with regulators on this issue, particularly NARUC.  She noted that NAESB and NARUC have a close working relationship.  Membership is being made aware of changes to the industry.  If there will be an impact on NAESB’s standards, the NAESB office will work to ensure that membership is informed.  She added that if the effect of pending legislation or regulations is not specific to NAESB standards, then typically trade associations represent their membership. Mr. Hurley noted that the FCC views telecom security standards development as their responsibility.  Ms. McQuade responded that the market is in a transformative period and the telecom industry will play a bigger role in this area.  Ms. Ogg noted that those participants producing the current work products related to smart grid would benefit from education on this topic.  Ms. McQuade suggested a brief presentation at the board meeting on how working with the telecom industry may change and the potential impact of these changes.  She also suggested establishing liaisons with both the Utilities Telecom Association and US Telecom.  
In reviewing the slide on Solutions, Ms. McQuade asked if NERC had made arrangements to discuss this issue.  Mr. Hurley stated that there are facilities that allow for confidential disclosure but discussion between regulators is not currently taking place.  During the discussion, it was noted that there was a North American Transmission Forum, which consists of most transmission owners and operators in North America and they have a cyber security group.  They share information amongst themselves, which may include information of a sensitive nature, but do not necessarily communicate with the telecom industry.  
Mr. Hurley asked the group to consider what would happen if an energy marketer takes an action that resulted in major industrial users of power being forced offline.  Mr. Gent noted that there are many circuit breakers in the industry to avoid such a disruption or to minimize its reach.  Mr. Hurley responded that that type of information does not have a clearinghouse or best practices guide.  Mr. Gent noted that the NERC CIP drafting team has this as one of its tasks.  Mr. Hurley responded that there was a question on whether or not NERC has the authority on this issue at the retail level.  In looking at this issue at the retail level, Ms. McQuade noted that it may be helpful for NERC to discuss these issues with NARUC, which has probably already happened.  [in discussions after the meeting, it was noted that NERC communications with NARUC and much of this work is coordinated.]  It was noted that the North American Transmission Forum and the Institute of Nuclear Power Operators were both addressing these issues, but their work remains confidential.   It was suggested that Mike Asante be invited to the next Board Critical Infrastructure meeting to discuss this issue.
It was noted that the Interstate Natural Gas Association of America had formed a control system cyber security working group to develop industry specific guidelines for control systems based on TSA guidelines.  There were questions among participants regarding the public availability of this information.

	Other Business/Next Meeting and Action Items:
	There were five action items discussed at the meeting:
1) Mr. Marshall and Mr. Gent will talk to NIST about whether or not the NISTIR specifications will be provided to NERC to be incorporated into the NERC CIPC standards.
2) Mr. Hurley and Ms. McQuade will talk with Robert Mayer and Jeff Goldthorpe regarding the establishment of telecom liaisons.  

3) Mr. Gent and Ms. McQuade will talk with NARUC about the Retail CIP efforts.

4) Mr. Hurley will ask Mike Asante to be on the next Board Critical Infrastructure conference call.

5) Mr. Buccigross, Mr. Hurley and Ms. Barry will research the requirement of publicly available information and restricted information.

	Adjourn:
	Mr. Buccigross moved to adjourn the meeting at 2:30 pm Central.

	Work Papers Provided for the Meeting:
	Meeting Related Documents:
CIP-010-1: http://www.naesb.org/pdf4/bd_cic_051310w1.pdf 
CIP-011-1: http://www.naesb.org/pdf4/bd_cic_051310w2.pdf 
NERC Announcement on Informal Comment Period for CIP-010-1 and CIP-011-1: http://www.naesb.org/pdf4/bd_cic_051310w3.pdf 
National Broadband Plan on Critical Infrastructure Protection and Cyber security: http://www.naesb.org/pdf4/bd_cic_051310w5.pdf 
FCC Notice of Inquiry on the Effects of Broadband Communications Networks: http://www.naesb.org/pdf4/bd_cic_051310w6.doc 
Federal Register: Implementing the National Broadband Plan by Empowering Consumers and the Smart Grid: http://www.naesb.org/pdf4/bd_cic_051310w7.pdf
Federal Register: Cyber Security Certification Program: http://www.naesb.org/pdf4/bd_cic_051310w8.pdf
Federal Register: Effects on Broadband Communications Networks of Damage to or Failure of Network Equipment of Severe Overload:  http://www.naesb.org/pdf4/bd_cic_051310w9.pdf
Federal Register: Implementing the National Broadband Plan by Studying the Communications Requirements of Electric Utilities to Inform Federal Smart Grid Policy:  http://www.naesb.org/pdf4/bd_cic_051310w10.pdf
State of the Industry Power Point Presentation: http://www.naesb.org/pdf4/bd_cic_051310w11.ppt
Smart Grid Summit – Draft Agenda as of 051010: http://www.naesb.org/pdf4/bd_cic_051310w12.pdf
Scientific American Article: Securing the Smart Grid: http://www.scientificamerican.com/article.cfm?id=securing-the-smart-grid 


	CRITICAL INFRASTRUCTURE COMMITTEE MEMBERS

	Name
	Organization 
	Attendance

	Jim Buccigross
	8760, Inc.
	Phone

	Ralph Cleveland
	AGL Resources, Inc.
	

	Joelle Ogg
	Brunenkant & Cross, LP
	Phone

	Chris Eisenbrey
	Edison Electric Institute
	

	Bob Gee
	Gee Strategies Group
	

	J. Cade Burks
	ista
	

	Leigh Spangler
	Latitude Technologies
	Phone

	Paul McCurley
	NRECA
	

	Bill Boswell
	NAESB General Counsel
	

	Rick Smead
	Navigant Consulting, Inc.
	

	Diane Barney
	New York State Department of Public Service Staff
	

	Bruce Ellsworth
	New York State Reliability Council
	

	Michehl Gent
	Open Access Technology International, Inc
	Phone

	Chris Kotting
	Public Utilities Commission of Ohio
	

	Thomas Pearce
	Public Utilities Commission of Ohio
	

	Jesse D. Hurley
	Shift Research, LLC
	Phone

	Michael Desselle
	Southwest Power Pool
	

	Dave Darnell
	Systrends USA
	

	Susanna B. Barry
	Tennessee Gas Pipeline Company
	Phone

	Chuck Feagans
	Tennessee Valley Authority
	Phone

	Valerie Crockett
	Tennessee Valley Authority
	

	Christopher Freitas
	US Department of Energy
	

	Brett Perlman
	Vector Consultants
	

	William Gallagher
	Vermont Public Power Supply Authority
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	Other Attendees

	Attendee
	Organization

	Jason Marshall
	Midwest ISO

	Cory Galik Cummings
	NAESB

	Rae McQuade
	NAESB

	Kathryn Burch
	Spectra Energy Transmission

	Christopher Burden 
	Williams Gas Pipeline

	Jeremy Zins
	Williston Basin Interstate Pipeline Company

	Debbie McKeever
	Oncor

	Larry Kershaw
	Boardwalk Pipeline Partners
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