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North American Energy Standards Board

801 Travis, Suite 1675, Houston, Texas 77002

Phone:  (713) 356-0060, Fax:  (713) 356-0067, E-mail: naesb@naesb.org


Home Page: www.naesb.org

via posting

TO:
NAESB Board Critical Infrastructure Committee Members and posting for Interested Industry Parties

FROM: 

Jonathan Booe, NAESB Counsel

RE:

Meeting Notes for the NAESB Board Critical Infrastructure Committee

DATE:

March 22, 2010

Dear Critical Infrastructure Committee Members,

A Critical Infrastructure Committee meeting was held on March 22, 2010. The meeting was called to order at 2:00 pm C.  Mr. Burks and Mr. Hurley presided over the meeting and Mr. Booe served as counsel for the meeting.  The notes below serve as a record for the meeting.

	Notes for the March 22, 2010 NAESB Board Critical Infrastructure Meeting

	Administrative:
	Ms. McQuade welcomed the participants to conference call and thanked them for attending.  She noted that the Critical Infrastructure Committee is a named Board Committee and that only named participants may vote, although any interested party is welcome to participate.  Ms. McQuade reviewed the roster of Committee Members and Mr. Booe provided the antitrust guidance.  Mr. Burks reviewed the draft agenda.  Mr. Hurley proposed that the agenda be modified to include a review of an executive summary from a whitepaper he drafted with Dr. Adams of the Department of Homeland Security (“DHS”).  Mr. Burks suggested the review of the executive summary be included in the agenda as item 4c.  Mr. Hurley made a motion to adopt the agenda as modified.  Mr. Templeton seconded the motion and the motion passed without opposition.

	Discussion and Adoption of the Scope & Mission of the Committee:
	Mr. Burks reviewed the proposed scope and mission of the Committee:

The NAESB Board Critical Infrastructure Committee is created to formulate positions and identify actions and assignments that should be taken regarding cyber security and other critical infrastructure issues that affect NAESB and NAESB standards development, for Board consideration.  

Mr. Gallagher asked if the scope and mission proposed by Mr. Burks accurately describes the Board’s intent for the Committee when it was formed.  Ms. McQuade confirmed that the Board’s intent is captured by the proposed language and noted that the scope was drafted intentionally broad.  Mr. McCurley confirmed that the Committee would not be responsible for drafting standards but would serve in an advisory capacity to the NAESB Board of Directors regarding critical infrastructure security issues.  Mr. Hurley noted that there is currently a bill in congress that proposes the creation of a new public/private critical infrastructure protection group.  Mr. Gent asked if the protection group would address design based threats.  Mr. Burke suggested that the participants focus on the proposed language before addressing other issues.  Mr. Templeton moved to adopt the language proposed by Mr. Burks as the scope and mission of the Critical Infrastructure Committee.  Mr. Hurley seconded the motion and the motion passed without opposition. 

	Discussion and Adoption of the Scope & Mission of the Committee
	National Energy Sector Cyber Organization:  Ms. McQuade noted that a funding opportunity has been announced for the creation of the National Energy Sector Cyber Organization.  She stated that the Organization has not yet been formed but NAESB should stay abreast of developments as there could be some overlap between the Organization’s activities and the NAESB PKI standards and NERC CIP standards.  Mr. Hurley stated that private industry has an interest in staying active in the cyber security field as implementation of government mandated standards can be costly.  Mr. Gent stated that he would contact NERC to determine if they had any insight or information regarding the creation of the new Organization.  Ms. McQuade stated that she would contact Annabelle Lee with NIST to determine if the NIST Cyber-Security Work Group is monitoring the formation of the Organization.  Mr. Hurley stated that he would also contact Hank Kenchington at the Department of Energy for additional information.  Mr. Gallagher stated that he has not heard anything about the funding opportunity from APPA or NRECA.  He also noted the apparent shift from NERC to other standards organizations under the current Administration.  Ms. Ogg suggested that NAESB be proactive in the cyber security initiative because it can be difficult to get involved in projects once groups have been formed and activities are underway.  Mr. Hurley noted the severity of the consequences to the country if an attack on the U.S. electric grid is attempted and reemphasized the need to make cyber-security protection a top priority.  Mr. Burks supported the participants’ comments and recommended that everyone address their action items prior to the next meeting. 

Mr. Hurley’s White Paper:  Next, Mr. Hurley reviewed the executive summary of a white paper he developed with Dr. Adam of the Department of Homeland Security.  He noted that the proposal in the white paper discusses the need for accurate, real-time information concerning attacks and other reliability concerns to be communicated across the electric grid.  He stated that the white paper requests funding for a research product and that he would be happy to share the proposal with the participants on the conference call.  Ms. McQuade stated that the project would have to be done in coordination with NERC as there are obviously reliability implications.  Mr. Gallagher asked if there are cyber security standards for the natural gas industry.  Ms. Van Pelt stated that the standards might be mandated by the Department of Transportation.  Mr. Hurley confirmed Ms. Van Pelt’s statement and undertook to discuss the activities of the Committee with the Jeff Weeks at the Department of Transportation.  Mr. Burks stated the Committee needs to develop a recommendation to be given to the Board of Directors concerning the white paper.  Ms. McQuade suggested that the Managing Committee review the whitepaper before any Board action is taken and noted that it is positive to let others know that NAESB is involved in cyber security.  Mr. Hurley stated it is important for the Administration to see that the industry is moving quickly on the issue.

Smart Grid Cyber Security Report:  Ms. McQuade reviewed the NIST Smart Grid Cyber Security Report.  Mr. Hurley stated that Report is inconsistent and a bit ambiguous, in that it is very specific in some areas and very broad in others.  He also noted that if the FERC mandates cyber security standards it could be very expensive for the industry to implement.  Mr. Gent supported Mr. Hurley’s statement and asked about NERC’s involvement in the development of the report.  Mr. McCurley stated that he is chairing the NERC Smart Grid Task Force and that Aaron Bennett, the NERC staff representative, has been monitoring the NIST activities.  Ms. McQuade asked Mr. McCurley if the NERC Task Force has been coordinating with NIST Cyber Security Work Group.  Mr. McCurley responded that the Task Force has focused on developing a report regarding reliability concerns of smart grid applications and has not provided any direct review or analysis of the NIST Report to the Work Group.  Mr. Hurley stated that NIST is leading the development of standards that will have a direct impact on NERC standards and overlap is inevitable.  He also questioned whether the FERC is aware of the lack of coordination.  Mr. McCurley stated that the NERC CIP standards group is aware of the NIST activities but he does not know how involved they are in the development of the Report.  He and Mr. Rodriquez undertook to contact Mark Lauby with NERC for more information.

	Other Business/Next Meeting and Action Items:
	Ms. McQuade reviewed the action items from the meeting:

1. Mr. Gent to contact NERC to gain information on the development of the National Energy Sector Cyber Organization

2. Ms. McQuade to contact Annabelle Lee of NIST to gain information on the development of the National Energy Sector Cyber Organization

3. Mr. Hurley to contact Hank Ketchington of the DoE to gain information on the development of the National Energy Sector Cyber Organization

4. Mr. Hurley to contact Jeff Weeks of the DoE to discuss the activities of the Committee and the existence of cyber security standards related to the natural gas industry 

5. Managing Committee to review executive summary of Mr. Hurley’s white paper

6. Mr. McCurley and Mr. Rodriquez to contact Mark Lauby with NERC to gain information concerning NERC’s involvement in the NIST Smart Grid Cyber Security Report.

Mr. Burks reviewed the schedule of conference calls for the Critical Infrastructure Committee and the participants agreed to meet at 2 month intervals.  The next meeting is scheduled for May 13, 2010.

Ms. Van Pelt asked if the Committee will address physical infrastructure as well as cyber infrastructure security issues.  Ms. McQuade stated that the Committee will address but that the focus will be on cyber security.  Ms. Van Pelt stated that it would be helpful if the participants could limit the use of acronyms as the new participants come up to speed on the topics.  Ms. McQuade directed her to the documents posted that provided context for the discussion, including the descriptions of the acronyms used.

	Adjourn:
	Mr. Templeton moved to adjourn and Mr. Hurley seconded the motion.  The motion passed without opposition and the meeting was adjourned at 3:16 pm Central.

	Work Papers Provided for the Meeting:
	Meeting Related Documents:

NIST Draft Smart Grid Cyber Security Strategy Press Release:  http://www.nist.gov/public_affairs/releases/smartgrid_020310.html
Smart Grid Cyber Security Strategy and Requirements Draft Report: http://csrc.nist.gov/publications/drafts/nistir-7628/draft-nistir-7628_2nd-public-draft.pdf
Notice of Intent to Issue Funding Opportunity Announcement No. DE-FOA-0000245:  http://www.security-innovation.org/pdfs/NoticeofIntent-01-2010.pdf
Roadmap to Secure Control Systems in the Energy Sector: http://www.oe.energy.gov/DocumentsandMedia/roadmap.pdf
U.S. Department of Energy Control System Security Program:  http://www.oe.energy.gov/controlsecurity.htm
Article: U.S. Fails in Simulated Cyber attack: http://www.darkreading.com/security/cybercrime/showArticle.jhtml?articleID=222900775&cid=nl_DR_DAILY_2010-02-18_h
Article: Mock cyber attack shows U.S. unpreparedness: http://www.net-security.org/secworld.php?id=8878


	CRITICAL INFRASTRUCTURE COMMITTEE MEMBERS

	Name
	Organization 
	Attendance

	Jim Buccigross
	8760, Inc.
	Phone

	Ralph Cleveland
	AGL Resources, Inc.
	

	Joelle Ogg
	Brunenkant & Cross, LP
	Phone

	Chris Eisenbrey
	Edison Electric Institute
	

	Bob Gee
	Gee Strategies Group
	Phone

	J. Cade Burks
	ista
	Phone

	Leigh Spangler
	Latitude Technologies
	

	Paul McCurley
	NRECA
	Phone

	Bill Boswell
	NAESB General Counsel
	

	Rick Smead
	Navigant Consulting, Inc.
	

	Diane Barney
	New York State Department of Public Service Staff
	

	Bruce Ellsworth
	New York State Reliability Council
	

	Michehl Gent
	Open Access Technology International, Inc
	Phone

	Chris Kotting
	Public Utilities Commission of Ohio
	

	Thomas Pearce
	Public Utilities Commission of Ohio
	Phone

	Jesse D. Hurley
	Shift Research, LLC
	Phone

	Michael Desselle
	Southwest Power Pool
	

	Dave Darnell
	Systrends USA
	

	Susanna B. Barry
	Tennessee Gas Pipeline Company
	

	Chuck Feagans
	Tennessee Valley Authority
	Phone

	Valerie Crockett
	Tennessee Valley Authority
	Phone

	Christopher Freitas
	US Department of Energy
	

	Brett Perlman
	Vector Consultants
	

	William Gallagher
	Vermont Public Power Supply Authority
	Phone
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	Other Attendees

	Attendee
	Organization

	Jim Templeton
	Comprehensive Energy Services

	Jeanne Kurzynowski
	Consumers Energy

	Phyllis Withers
	Duke Energy

	Bill Griffith
	El Paso

	Mike Stender
	El Paso

	Keith Sappenfield
	Encana Oil & Gas

	Ed Davis
	Entergy Services

	Rob Martinko
	FirstEnergy

	Tom Gwilliam
	Iroquois Gas Transmission System

	Jason Marshall
	Midwest ISO

	Ed Skiba
	Midwest ISO

	Jonathan Booe
	NAESB

	Rae McQuade
	NAESB

	Andy Rodriquez
	NERC

	Kim Van Pelt
	Panhandle Eastern Pipe Line

	Richard Ishikawa
	Southern California Gas Company

	Steve Ritter
	Southern Union

	Kathryn Burch
	Spectra Energy Transmission

	Kathy York
	Tennessee Valley Authority

	Christopher Burden 
	Williams Gas Pipeline

	Dale Davis
	Williams Gas Pipeline

	Jeremy Zins
	Williston Basin Interstate Pipeline Company
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