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North American Energy Standards Board

801 Travis, Suite 1675, Houston, Texas 77002

Phone:  (713) 356-0060, Fax:  (713) 356-0067, E-mail: naesb@naesb.org


Home Page: www.naesb.org

via posting

TO:
NAESB Board Critical Infrastructure Committee Members and posting for Interested Industry Parties

FROM: 

Jonathan Booe, Deputy Director, NAESB
RE:

Meeting Notes for the NAESB Board Critical Infrastructure Committee

DATE:

February 17, 2011
Dear Critical Infrastructure Committee Members,

A Critical Infrastructure Committee conference call was held on February 17, 2011. The meeting was called to order at 1:00 pm C. Mr. Hurley presided over the meeting and Mr. Booe served as counsel for the meeting.  The notes below serve as a record for the meeting.

	Notes for the February 17, 2011 NAESB Board Critical Infrastructure Committee Meeting

	Administrative:
	Mr. Hurley welcomed the participants to conference call and thanked them for attending.  Mr. Booe provided the antitrust guidance.  Mr. Hurley reviewed the draft agenda and Mr. Feagans made a motion to adopt the agenda as drafted.  Ms. Barry seconded the motion and the motion passed without opposition.

	Update on Recent Administration Meetings on Cyber Security and Critical Infrastructure and the GAO Report
	Mr. Hurley stated that a new bill was recently introduced in the House of Representatives that address’ cyber security in several different areas and that he will develop a work paper for the next Critical Infrastructure Committee (“CIC”) conference call that identifies which NAESB standards may be impacted by the pending legislation.  At the request of Ms. Barry, Mr. Hurley clarified that he was referencing Bill S.21.  Ms. Barry noted that NAESB’s scope is limited to the development of standards and that the Committee should not recommend action that exceeds the organizations scope.  Mr. Hurley supported Ms. Barry’s statement and reiterated that the CIC is only given authority to provide information to the NAESB Board of Directors.
Next, Mr. Hurley briefly reviewed the results of the recent Government Accountability Office (“GAO”) report on the cyber security guidelines developed as part of the smart grid effort by the National Institute of Standards and Technology (“NIST”).  He noted that the GAO report was rather harsh on the NIST cyber security guidelines and noted that NIST did not address important elements essential to securing smart grid systems that it had planned to include such as the risk of attacks that use both cyber and physical means.  Mr. Hurley stated that the NIST guidelines may lack a necessary level of sophistication and recommended that CIC review NAESB standards in tandem with other NAESB subcommittees and task forces to ensure that there are not cyber security impacts.  He stated that he would investigate a process for review.

	NAESB Staff Review of Data Privacy Task Force Meeting and FERC Technical Conference
	Mr. Booe stated that the newly formed REQ Data Privacy Task Force held their kickoff meeting in conjunction with the winter NARUC meetings on February 16, 2011.  He stated that the Task Force is chaired by Robin Lunt, the Assistant General Counsel of NARUC and Christine Wright, the smart grid lead for the Public Utility Commission of Texas.  The Task Force is currently reviewing the many reports published by various state and federal agencies to determine if there are any consensus positions that may serve as the basis for NAESB Model Business Practices.  The co-chairs have set an early April deadline for completion of a draft recommendation and have scheduled weekly meetings to meet this deadline.  Mr. Booe encouraged the CIC members to participate in the Task Force and to contact him should they have any questions.
Next, Mr. Booe reviewed the results of the January 31, 2011 technical conference on the five IEC standards submitted by NIST to FERC.  Mr. Booe stated that the purpose of the technical conference was to gain information regarding the consensus process instituted by NIST and determine if sufficient consensus around the proposed standards had been reached so that FERC may initiate the rulemaking process.  Mr. Booe noted that all thirteen panelists responded negatively to the Chairman’s questions concerning consensus and the NIST process and that several panelists cited NAESB as an organization with a true consensus process.  Ms. Barry asked if the negative responses were a surprise to NIST.  Mr. Booe responded that he was surprised by the responses of some of the panelists such as GE, Cisco and Xanthus Consulting.  Mr. Booe stated that the FERC has opened a comment period on the technical conference and that NAESB will likely submit comments before the March 2, 2011 deadline.  

	Other Business/Next Meeting and Action Items:
	Mr. Hurley noted that Industrial Control Systems Cyber Emergency Response Team (“ICS-CERT”) conducted a study called Operation Night Dragon which focused specifically on the energy sector produced some interesting results.  Mr. Burden and Ms. Barry asked if Jesse could make the report available the CIC members as El Paso is in the process of reviewing the report.  Mr. Hurley stated that he would send a link to the report through the CIC email exploder.  Mr. Booe reviewed the action items from the meeting:
1) Mr. Hurley will develop a report that identifies which NAESB standards may be impacted by the pending cyber security legislation 
2) Mr. Hurley will disseminate the Operation Night Dragon report via the CIC email exploder


	Adjourn:
	Ms. Barry moved to adjourn the meeting at 1:40 pm Central and Mr. Burden seconded the motion.  The motion passed without opposition.

	Work Papers Provided for the Meeting:
	Meeting Related Documents:
· November 16, 2010 meeting notes: http://www.naesb.org/pdf4/bd_cic_111610notes.doc  

· GAO Report

· Summary:  http://www.gao.gov/highlights/d11117high.pdf
· Report:  http://www.gao.gov/new.items/d11117.pdf
· Web Site Page:  http://www.gao.gov/products/GAO-11-117
· Data Privacy Task Force Agenda:  http://www.naesb.org/data_privacy.asp 

· FERC announcement of smart grid RM docket:  http://www.naesb.org/pdf4/ferc100710.doc 
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	8760, Inc.
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	AGL Resources, Inc.
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	Brunenkant & Cross, LP
	

	Chris Eisenbrey
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	Bob Gee
	Gee Strategies Group
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	Latitude Technologies
	

	Paul McCurley
	NRECA
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	NAESB General Counsel
	

	Rick Smead
	Navigant Consulting, Inc.
	

	Diane Barney
	New York State Department of Public Service Staff
	

	Bruce Ellsworth
	New York State Reliability Council
	

	Michehl Gent
	Open Access Technology International, Inc
	

	Chris Kotting
	Public Utilities Commission of Ohio
	

	Thomas Pearce
	Public Utilities Commission of Ohio
	

	Jesse D. Hurley
	Shift Research, LLC
	Phone

	Michael Desselle
	Southwest Power Pool
	

	Dave Darnell
	Systrends USA
	

	Susanna B. Barry
	Tennessee Gas Pipeline Company
	Phone

	Chuck Feagans
	Tennessee Valley Authority
	Phone

	Valerie Crockett
	Tennessee Valley Authority
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	US Department of Energy
	

	Brett Perlman
	Vector Consultants
	

	William Gallagher
	Vermont Public Power Supply Authority
	

	Notes for the February 17, 2011 NAESB Board Critical Infrastructure Meeting

	Other Attendees

	Attendee
	Organization

	
	

	Jonathan Booe
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	NRG Energy
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	Progress Energy
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	El Paso Natural Gas

	Judy Koski
	Tucson Electric Power
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	Spectra Energy

	Kevin Money
	Iroquois Gas
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