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North American Energy Standards Board

801 Travis, Suite 1675, Houston, Texas 77002

Phone:  (713) 356-0060, Fax:  (713) 356-0067, E-mail: naesb@naesb.org


Home Page: www.naesb.org

October 13, 2011
TO:
NAESB Board Members and Interested Industry Participants

FROM:
Cory Galik Cummings, Staff Attorney
RE:
NAESB Board Update Session Meeting Notes – October 7, 2011
Dear NAESB Board Members,

A Board Update meeting was held on October 7, 2011.  Below are notes from that meeting:

	Topic
	Discussion

	Administration and Welcome
	· The meeting was called to order at 9:30 am Central.  Ms. McQuade welcomed the participants.  Ms. Cummings provided the antitrust guidance.  Ms. Crockett moved to adopt the agenda as drafted and Mr. Field seconded the motion.  The motion passed without opposition.  

	Update Session
	· Mr. Hurley provided the update.  He noted that, at a recent conference in Argentina, hackers demonstrated how to decrypt encrypted cookies on websites to grant access to restricted user accounts.  This vulnerability resides in versions 1.0 and earlier of transport layer security (TLS) or secure sockets layer (SSL) 3.  This is of concern to NAESB because SSL is used for many services in the electric and gas industries.  
· It was noted that the NAESB PKI subcommittee was in the process of reviewing the public key infrastructure PKI standards to address security concerns.  He suggested that a similar effort be made for the wholesale gas quadrant and the retail quadrants.  
· Mr. Hurley reviewed the recommendation of the House Republican Cybersecurity Task Force and noted the areas in the report that may impact NAESB.  One area he noted was the Voluntary Incentives on page seven of the report.  Ms. McQuade noted Item 10, threats change and adapt readily, on page six.  Rapid threats require rapid standards development.  Mr. Kirby noted that the PKI subcommittee could create standards that were not proscriptive, to allow the standards to apply in a greater number of situations and would not be dependent on current technology.  
· Mr. Kirby suggested that, if the government wants an overarching policy, NAESB could develop standards for all four quadrants.  Ms. McQuade suggested that a joint quadrant meeting be held to discuss the best course of action for NAESB.  She noted the list of standards that might be impacted by this effort was emailed out to the NAESB Board and Executive Committees.

	Adjournment
	· The meeting adjourned at 10:17 am Central by consensus. 


Attendance

	Name
	Organization

	Sue Barry
	Tennessee Gas Pipeline Company 

	Dick Brooks
	ISO New England

	Kathryn Burch
	Spectra Energy

	Pete Connor
	AGA

	Valerie Crockett
	TVA

	Cory Galik Cummings
	NAESB

	Dale Davis
	Williams Gas Pipeline

	Ed Davis
	Entergy

	Megan Doss
	Spectra Energy

	Bruce Ellsworth
	New York State Reliability Council

	Doug Field
	Southern Star

	Mike Gent
	Summit Power Group, Inc.

	Tom Gwilliam
	Iroquois Gas Transmission System

	Ronnie Hensley
	Southern Star Central Gas Pipeline

	Rachel Hogge
	Dominion Transmission

	Jesse Hurley
	Shift Research

	Kevin Kirby
	ISO New England

	Paul McCurley
	NRECA

	Rae McQuade 
	NAESB

	Scott Mix
	NERC

	Bill Phillips
	Midwest ISO

	Ed Skiba
	Midwest ISO

	Paul Sorenson
	OATI

	Ron Tomlinson
	Dominion Transmission

	Kim Van Pelt
	Panhandle Eastern Pipe Line

	Kim Wall
	PPLSolutions, LLC
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