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North American Energy Standards Board

Certification Program


Check List for NAESB 
Wholesale Electric Quadrant (WEQ)

Public Key Infrastructure (PKI)
Authorized Certification Authorities
WEQ 012 

(WEQPKI-001-000?)

This check list is used to certify entities as being compliant with the NAESB WEQ PKI Standards, WEQ 012, and to be recognized by all industry participants as an Authorized Certification Authority (CA).  Authorized CAs must comply with all provisions in the WEQ 012 Standards for the issuance of digital certificates to qualified End Entities and their Subscribers and for all other obligations of providing compliant Authorized CA Services. 
Name of Company:


Address, City, State and Postal Code:

Phone:

Fax:


Web Site:


Name and Version of the Service, Software Product or Software Solution (“Service”) Being Certified:

WEQ 012 Requirements:

1.1
Overview
__
Applicant certifies that all minimum criteria established in WEQ 012 are met including identity proofing and certificate issuance criteria.
1.2
Identification

Applicant certifies that the following classes of certificates are supported and that all requirements associated with a given class of certificates are met:

__
Class 2 – SSL Authentication Certificates
1.2.1
Certification Class Identification
__
All certificates issued comply with X.509 v3 format standards

Class 2 Certificates (check one)
__
Certificates are uniquely identified by certification path to the following Root CA:
__
Certificates are uniquely identified by one or more of the following ASN.1 object identifiers:

1.3.1
Certification Authorities

__
Applicant complies with all Terms and Conditions of the NAESB Certification Program for the WEQ Public Key Infrastructure.

1.3.2
Registration Authorities (check one)
__
Applicant performs all duties required of the Registration Authority as defined in their Certificate Policy and/or Certification Practice Statement.
__
Applicant has delegated one or more duties required of the Registration Authority as defined in their Certificate Policy and/or Certification Practice Statement to a third party.

1.4.1
CA Obligations
__
Applicant complies with all WEQ 012 Standards in the conduct of all activities required for the provision of CA services including the certificate application process, Subscriber identity-proofing, certificate issuance and certificate revocation.
__
Applicant maintains a Customer Service Center on a continuous basis.

1.4.2
RA Obligations
__
If applicable, Applicant assures that all third parties delegated any responsibilities as Registration Authority(ies) comply with all WEQ 012 Standards. 
1.4.3
End Entity/Subscriber Obligations
__
Applicant has included provisions for End Entity and/or Subscriber acknowledgement of the End Entity Obligations set forth in WEQ 012.1.4.3, A-D, as a prerequisite for issuance of certificates in the name of that End Entity.
__
Applicant includes the End Entity Code as published in the Industry Registry in all certificates issued in compliance with WEQ 012 Standards.

1.4.5
Repository Obligations

Class 2 Certificates

__
Applicant maintains an open repository as required at the following location (URL):

__
Applicant maintains a Certificate Revocation List (CRL) as required at the following location(s) (URL):

1.5
Fees
__
Applicant certifies that no fees are imposed for the revocation of certificates, use of a Subscriber’s own certificate, or access to the CAs CRL(s).

1.6
Publication and Repository
__
Applicant’s repository identified above complies with all information and publication timing requirements of WEQ 012.
1.7
Confidentiality

__
Applicant complies with all confidentiality requirements of WEQ 012.

1.9
Initial Registration


Class 2 Certificates (check all that apply)


Applicant supports application and issuance of Class 2 certificates to the following types of Subscribers:

__
Individual

__
Role

__
Device

__
Application

1.9.1
Types of Names
__
Applicant complies with the requirements for use of the Organization and Organizational Unit fields within the Subject field in all certificates issued under the WEQ PKI.

1.9.2
Uniqueness of Names
__
Applicant complies with the requirements for name uniqueness in all certificates issued under the WEQ PKI.
1.9.3
Possession of Private Key
__
Applicant’s certificate application and issuance procedures insure that the End Entity/Subscriber possesses the private key corresponding to the public key submitted in the application process and that these keys form a functioning key pair.
1.9.4
Authentication of Organization Identity

__
Applicant’s certificate application and issuance procedures insure that the identity of the End Entity has been verified and the End Entity’s Entity Code has been registered in the Industry Registry.

1.9.5
Authentication of Individual Identity

__
Applicant’s certificate application and issuance procedures comply with all Applicant/Subscriber identity-proofing requirements under the WEQ PKI.

1.10
Routine Rekey

__
Applicant provides for Subscriber application for a new certificate (renewal request) and complies with the certificate validity periods.

1.11
Certificate Application

__
Applicant’s certificate application procedure(s) comply with all requirements specified under the WEQ PKI.

1.12
Certificate Issuance

__
Applicant’s certificate issuance procedure(s) comply with all requirements specified under the WEQ PKI.

1.13
Certificate Acceptance

__
Applicant’s certificate issuance procedure(s) provide for Applicant/Subscriber’s acknowledgement of acceptance of the certificate and their adherence to the WEQ PKI Standards. 
1.14
Certificate Suspension and Revocation

__
Applicant’s certificate revocation procedures comply with the requirements under the WEQ PKI.

1.15
CRL Issuance Frequency and Validity Period

__
Applicant’s certificate revocation procedures meet or exceed the requirements for publication of up-to-date CRLs and CRL validity period.

1.16
CRL Checking Requirements

__
Applicant’s CRL publication procedures comply with the requirements for continuous availability and access using the HTTP protocol at a minimum.

1.17
Special Requirements for Key Compromise

__
Applicant’s Certificate Practices Statement (CPS) complies with the requirements for notification of any compromise or suspected compromise of any of its private keys used to sign certificates issued under the WEQ PKI.

1.18
Security Audit Procedures
__
Applicant certifies that all CA activities and events are logged, reviewed and archived as required by WEQ 012-1.18.1-3, at a minimum, and in accordance with the Applicant’s CPS.

1.19
Records Archival

__
Applicant certifies that all required information related to activities performed in providing Authorized CA services are archived and retained as required by WEQ 012-1.19.1-8, at a minimum, and in accordance with the Applicant’s CPS.

1.20
Physical, Procedural and Personnel Security

__
Applicant certifies that physical security controls are implemented to restrict access to hardware and software used in connection with providing Authorized CA services and limits access to such hardware and software to only those personnel performing in a trusted role.  All such controls shall be implemented in accordance with the Applicant’s CPS.

1.21
Physical Controls

__
Applicant certifies that all required physical controls are in place as required by WEQ 012-1.21.1-4, at a minimum, and in accordance with the Applicant’s CPS.

1.22
Procedural Controls

__
Applicant certifies that all required procedural controls and identification of personnel acting in trusted roles are implemented as required by WEQ 012-1.22.1-3, at a minimum, and in accordance with the Applicant’s CPS.

1.23.1
CA Key Pair Generation

__
Authorized CA keys are generated and remain in a FIPS 140-2 Level 3 compliant hardware device.

1.23.2
Public Key Delivery to Certificate Issuer

__
Applicant’s certificate issuance procedure implements the required secure transfer of an applicant’s public key to the certificate issuer as stipulated in the Authorized CAs CPS.

1.23.3
Key Sizes

__
Authorized CA certificates are a minimum of 2048 bits.


CA Certificate Key Length:______________________________________________

__
non-CA (Subscriber) certificates are a minimum of 1024 bits.


Non-CA Certificate Key Length:_________________________________________

1.23.4
Public Key Protection

__
Applicant complies with all requirements for the protection of the Authorized CAs private key(s).

1.23.5
Usage Periods for Public and Private Keys


Class 2 Certificates

__
Individual and Role Subscriber certificate validity period does not exceed 2 years.

Individual/Role Certificate Validity Period:___________________________

__
Device and Application Subscriber certificate validity period does not exceed 3 years.


Device/Application Certificate Validity Period:_______________________

1.24
Computer Security Controls

__
Applicant certifies that all computer security controls are in place as required. 

1.25
Network Security Controls

__
Applicant certifies that all network security controls are in place as required. 

1.26
Certificate Profile

__
Applicant certifies that all certificates issued in accordance with the WEQ PKI standards comply with the certificate profile requirements as specified by WEQ 012-1.26 and 1.26.1-5.
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