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RECOMMENDATION - WGQ/REQ/RGQ EXECUTIVE COMMITTEES

                                       For Quadrant: 
WGQ/REQ/RGQ

                                       Requesters:
WGQ EDM, REQ/RGQ IR/TEIS Subcommittees

                                       Request No.: 
WGQ Annual Plan Item 3; REQ/RGQ AP Item 9 



1.  RECOMMENDED ACTION:
EFFECT OF EC VOTE TO ACCEPT RECOMMENDED ACTION:

  X  Accept as requested


      Change to Existing Practice

      Accept as modified below


      Status Quo

      Decline

2.  TYPE OF DEVELOPMENT/MAINTENANCE

Per Request:




Per Recommendation:
  X  Initiation




  X  Initiation 

      Modification




      Modification

      Interpretation



      Interpretation

      Withdrawal




      Withdrawal

      Principle 




      Principle 

      Definition 




  X  Definition 

      Business Practice Standard 


  X  Business Practice Standard 

  X  Document 




  X  Document 

      Data Element 



  X   Data Element

      Code Value 




      Code Value 

      X12 Implementation Guide


      X12 Implementation Guide

      Business Process Documentation

      Business Process Documentation

3.  RECOMMENDATION 
SUMMARY:
The NAESB WGQ Electronic Delivery Mechanism (EDM) subcommittee and the REQ/RGQ Technical Electronic Implementation subcommittee (TEIS) were tasked with reviewing the Sandia National Laboratory’s security assesment of the NAESB Internet Electronic Transport (Internet ET) standards manual and their accompanying WGQ/REQ/RGQ Quadrant Electronic Delivery Mechanism (QEDM) standards manuals per WGQ Annual Plan item number 3 and REQ/RGQ Annual Plan item number 9.
The WGQ EDM and REQ/RGQ TEIS subcommittees created a response document that contains more details and can be found, in its final draft, as an attachment to the December 07, 2007 WGQ EDM and RGQ/REQ TEIS meeting.

The following are the subcommittees’ recommendations for new standards and changes to existing standards manuals in response to  Sandia National Laboratory’s findings.  To indicate the changes, underlined text denotes additions to, strike-through text denotes deletion from, existing standards manual language.
STANDARDS LANGUAGE:
NAESB INTERNET ET MANUAL, VERSION 1.8, Page 13:
Security

NAESB Internet ET establishes several security measures as standards to ensure a minimum level of confidence in conducting business over the Internet, and to provide uniformity in the implementation of security.  Four security concepts, often referred to by the acronym PAIN, are vital to protecting Internet ET packages:

· Data Privacy

· Authentication

· Data Integrity

· Non-repudiation

Data Privacy and Encryption

Privacy is the assurance to an entity that no one can read a particular piece of data except the receiver(s) explicitly intended.  Data privacy is accomplished by encrypting payload files.  Internet ET allows encryption using:

	OpenPGP, defined by (IETF RFC 2440) with modifications described in this specification
	OR
	PGP 2.6 (minimum) or higher (strongly encouraged), with RSA keys can be used on a mutually agreed basis


NAESB INTERNET ET MANUAL, VERSION 1.8, Page 13

If trading partners mutually agree to use signed Receipts, then the application would additionally attach a digital signature to the Receipt.

NAESB INTERNET ET MANUAL, VERSION 1.8, Page 14:

Non-Repudiation

Non-repudiation is the assurance to an entity that a party cannot deny having engaged in the transaction, or having sent the electronic message.  It is like a Notary seal.  The Sender of a file may optionally will include in the Internet ET package a digital signature that is created using their Private Key.  The Receiver knows the Sender is legitimate by decoding the digital signature using the Sender’s Public Key.

NAESB INTERNET ET MANUAL, VERSION 1.8, Page 15:

Definitions:

10.2.1 
‘Internet ET Testing’.  Testing electronic packages between trading partners includes testing of: A) Connectivity; B) Encryption/Decryption; and C) Digital signatures where appropriate (4.2.20).

10.1.9
Trading Partners should mutually select and agree to either the current, or the immediately previous, published use a version of the NAESB Internet ET standards as a basis under which to operate, unless specified otherwise by an applicable regulatory authority. government agencies.  Trading Partners should also mutually agree to adopt later versions of the NAESB Internet ET standards, as needed, unless specified otherwise by government agencies (4.1.39).

NAESB INTERNET ET MANUAL, VERSION 1.8, Page 16:

10.2.14
‘Error Notification’.  Error Notification is a package sent from the Receiver of the original data to the Sender when errors are trapped after the Internet ET Receipt is sent, for example, when.  This is normally used for decryption errors are detected after the Internet ET Receipt has been sent.

10.3.15
Trading partners should implement all security features (privacy, secure authentication, integrity, and non‑repudiation) using a file‑based approach using via a commercially-available implementation of:

· An OpenPGP product as defined by IETF RFC 2440, or 

· On a mutually agreed basis, PGP version 2.6 or greater using the RSA algorithm to generate keys

(4.3.15)

NAESB INTERNET ET MANUAL, VERSION 1.8, Page 17:

10.2.24
‘Exchange Failure’.  An exchange failure is when a sending party’s NAESB Internet ET server has had three or more protocol failures within a 30 minute period. and no more than two hours.  

NAESB INTERNET ET MANUAL, VERSION 1.8, Page 18:

10.3.13
Three protocol failures within a 30-minute timeframe is an exchange failure.

NAESB INTERNET ET MANUAL, VERSION 1.8, Page 19:

10.3.17
Encryption keys should be self‑certified.  The exchange of Public keys should be completed electronically such as via email.  The exchange of Private keys, if applicable, should be done in a secure manner such as via postal or courier mail.  Key policies, including key exchange policies should be communicated to trading partners.

NAESB INTERNET ET MANUAL, VERSION 1.8, Page 20:

10.3.x26
The Internet ET manual should be reviewed and updated for technology changes by the WGQ EDM and REQ/RGQ TEIS subcommittees, prior to the publication of the WGQ Standards manual and the REQ/RGQ Standards manual respectively. This review should be accomplished in sufficient time for review by the respective Executive Committees prior to publication. 

10.3.x27
A decryption response should be sent no later than 60 minutes from the initial payload receipt, or within a timeframe as specified in each quadrant’s QEDM standards.

10.3.x28
The information contained in the Technical Exchange Worksheet and Trading Partner Agreement as well as trading partner digital signature and encryption keys should be secured and considered ‘company proprietary’ or ‘company confidential’ information.

NAESB INTERNET ET MANUAL, VERSION 1.8, Page 22:

Electronic Transport Life Cycle

The life cycle of an Electronic Package using Internet ET is described below:

	Sender
	
	Receiver

	· Collects payload data to be sent

· Encrypts payload

· Prepares digital signature if necessary
	
	

	· Uses browser to create Electronic Package multi-part HTTP Request with header data elements and payload.

· Uses HTTP POST to send the electronic package to the Receiver
	(
	

	
	
	· Receives the HTTP Request on their Web/HTTP Server

· Validates Sender information from HTTP Request Header data elements and payload

· **Decrypts payload file 

· Prepares Receipt

· Checks digital signatures if necessary


NAESB INTERNET ET MANUAL, VERSION 1.8, Page 23:

anatomy of an Internet ET Package

An Internet ET package consists of the following sections:

· Envelope header.  This section contains the envelope information needed to communicate who the Sender and Receiver are, as well as other envelope information.

· Payload.  This section contains the payload file.  Internet ET allows for only one payload file per package.

· Digital Signatures.  If used, the The package should contain a section that is the digital signature.

NAESB INTERNET ET MANUAL, VERSION 1.8, Page 23:
If trading partners agree to implement signed receipts, then the The sending party must include the ‘receipt-security-selection’ data element in the posted data.  The receiving party must digitally sign the ‘gisb-acknowledgement-receipt’ and encapsulate the ‘gisb-acknowledgement-receipt’ and digital signature body parts within a MIME envelope with a ‘content-type’ of ‘application/pgp-signature’.

NAESB INTERNET ET MANUAL, VERSION 1.8, Page 24:
Data Dictionary for Internet ET

	Business Name
	Definition
	Format
	Usage*
	Condition

	receipt-security-selection
	used to request signed receipts
	signed-receipt-protocol=required,pgp-signature;signed-receipt-micalg=required,md5
	in Request;

MA
	used in file transmittal and in posting error notifications


NAESB INTERNET ET MANUAL, VERSION 1.8, Page 25:

	transaction-set
	name of the document type being sent
	8 character code; refer to NAESB REQ and WGQ Implementation Guides, Related Standards Tab, Hypertext Transfer Protocol (HTTP) section,  HTTP transaction-set Code Values table.
	in Request;

MA
	used in file transmittal


NAESB INTERNET ET MANUAL, VERSION 1.8, Page 28:

Abuse of Refnum and Refnum-orig

There is potential for abuse/error when using the functionality of these mutually-agreed data elements.  Parties should monitor for the re-use of numbers used with both refnum and refnum-orig for the receipt and delivery functions.

Example of Abuse by re-using Renum in “First resend”

	Package Send
	refnum
	refnum-orig

	First send
	123467890123456
	123467890123456

	First resend
	123467890123456
	123467890123456


Example of Abuse by Sending Bogus Renum-orig in “First resend”

	Package Send
	refnum
	refnum-orig

	First send
	123467890123456
	123467890123456

	First resend
	223467890123457
	010101010101010


Example of Abuse by re-use Refnum and Renum-orig in “New package”

	Package Send
	refnum
	refnum-orig

	First send
	123467890123456
	123467890123456

	First resend
	223467890123457
	123467890123456

	New package
	123467890123456
	123467890123456


NAESB INTERNET ET MANUAL, VERSION 1.8, Page 30:

Server Response

The Server will send a ‘gisb-acknowledgement-receipt’ in the HTTP Response to the Client before dropping the Client’s connection.  If the transacting parties agree to use signed receipts, the The Server applies a digital signature to the ‘gisb-acknowledgement-receipt’ and encapsulates the entire package in a MIME envelope of ‘content-type: application/pgp-signature’.

Required Data Elements, Listed in the Required Order:

1. from

2. to

3. version

4. receipt-disposition-to

5. receipt-report-type

6. input-format

7. input-data

8. receipt-security-selection

Mutually Agreed Upon Data Elements

9. transaction-set

10. receipt-security-selection

11. refnum

12. refnum-orig

NAESB INTERNET ET MANUAL, VERSION 1.8, Page 35:

RECEIVING Internet ET Packages

General Flow

The following is an example of the steps necessary to receive an Internet ET package:

13. Parse multi-part form

14. Validate HTTP Request data elements

15. If HTTP Request data elements in error, return appropriate Internet ET standard error code in the HTTP Response data elements

16. Save data

17. Create ‘gisb-acknowledgement-receipt’ 

18. If using signed Sign receipts, produce a digital signature over the ‘gisb-acknowledgement-receipt’ created in step 5.

NAESB INTERNET ET MANUAL, VERSION 1.8, Page 37:

If signed Receipts are used, the The ‘gisb-acknowledgement-receipt’ including the ‘multipart/report’ envelope, is digitally signed, producing an ‘application/pgp-encrypted’ body part.  Both the ‘multipart/report’ ‘gisb-acknowledgement-receipt’ and the ‘application/pgp-signature’ body parts are placed in a ‘multipart/signed’ envelope and the entire package is returned to the Sender.

NAESB INTERNET ET MANUAL, VERSION 1.8, Page 41:

Additionally, trading partners are permitted to use digitally-signed error notifications, if both parties mutually agree to do so.
NAESB INTERNET ET MANUAL, VERSION 1.8, Page 42 (last 2 bullet items):

· The first body part contains human readable content in HTML.  The second body part contains machine readable content in plain text.  Additionally, consenting trading partners can mutually agree to digitally sign error notifications.
· If digital signatures are used, the The multipart/report containing the Error Notification is used to create a digital signature body part, identified by a ‘content-type’ of application/pgp-signature.  Both the multipart/report Error Notification and application/pgp-encrypted digital signature body parts are combined in a multipart/signed envelope.

NAESB INTERNET ET MANUAL, VERSION 1.8, Page 45:

Understanding OpenPGP and PGP

Pretty Good Privacy (PGP) is the name of the chosen security application.  OpenPGP is the Internet Engineering Task Force (IETF) standard version of PGP that excludes all patented algorithms, allowing free commercial use of the standard.  Both OpenPGP and PGP use a Public Key/Private Key pair to secure and sign files for transfer.  The Private Key must be known only to the company that generated it.  The Public Key counterpart is shared with trading partners.

Each company must generate its Public Key and Private Key pair.  The RSA key generation algorithm should be chosen for versions of PGP that offer alternatives.  Implementers of OpenPGP should choose DSA and El Gamal when creating their key pair.  The Public Keys should be distributed electronically to the company’s trading partners.  Private keys are not typically exchanged with trading partners.  In the event that a Private Key needs to be exchanged, the exchange should occur in a secure manner such as postal or courier mail.
You should never divulge your Private Key to another party must use the utmost care in protecting your Private Key.  If an un-trusted party has your Private Key, your security is compromised.  It is recommended that a key size of 1024 be chosen when generating the key pair.  This provides a significantly secure transaction.

When a company wishes to send transactions to its trading partner, it will use the partner’s Public Key to encrypt the file.  Encryption provides data privacy.  Only the Private Key counterpart can decrypt this file.

When the sending party encrypts the file, it also uses its own Private Key to ‘sign’ the transaction.  The receiving party can use the Sender’s Public Key to verify the signature.  The digital signature provides non-repudiation.

NAESB INTERNET ET MANUAL, VERSION 1.8, Page 46:

Encryption and digital signatures are created using OpenPGP, or on a mutually agreed basis, PGP version 2.6 or greater.  Regardless of encrypting in a manual or automated fashion, it is essential that the correct Public Key of the trading partner be used to encrypt and just as essential that the correct Sender’s own Private Key be used to digitally sign the file.

Digital signatures may also be applied, on a mutually-agreed-upon basis, to the HTTP Response by the Receiver of the package.
Decryption / Digital Signature Verification

After a package is received and processed by the Receiving Program, it is ready to be decrypted and have its digital signature verified.  Given the correct userID for a trading partner, OpenPGP/PGP uses the appropriate key pair to encrypt, sign and decrypt.  Upon request for signature verification, the OpenPGP/PGP will return a human-readable descriptive text such as DUNS number or company name.

When digital signatures are applied, on a mutually-agreed-upon basis, the The digitally signed HTTP Response received by the Sender of the transaction may should be verified to ensure non-repudiation of receipt of the transaction.

NAESB INTERNET ET MANUAL, VERSION 1.8, Page 51:

Internet ET Standard Error Codes and Messages

	Validation Code
	Description
	Data Element
	Data Element Required or Mutually Agreed

	EEDM100
	Missing ‘from’ Common Code Identifier code
	From
	required

	EEDM101
	Missing ‘to’ Common Code Identifier
	To
	required

	EEDM102
	Missing input format
	input-format
	required

	EEDM103
	Missing data file
	input-data
	required

	EEDM104
	Missing transaction set
	transaction-set
	mutually agreed

	EEDM105
	Invalid ‘from’ Common Code Identifier
	From
	required

	EEDM106
	Invalid ‘to’ Common Code Identifier
	To
	required

	EEDM107
	Invalid input format
	input-format
	required

	EEDM108
	Invalid transaction set
	transaction-set
	mutually agreed

	EEDM109
	No parameters supplied
	Parameter string
	required

	EEDM110
	Invalid ‘version’
	Version
	required

	EEDM111
	Missing ‘version’
	Version
	required

	EEDM112
	‘receipt-security-selection’ not mutually agreed
	receipt-security-selection
	mutually agreed

	EEDM113
	Invalid ‘receipt-security-selection’
	receipt-security-selection
	mutually agreedrequired

	EEDM114
	Missing ‘receipt-disposition-to’
	receipt-disposition-to
	required

	EEDM115
	Invalid ‘receipt-disposition-to’
	receipt-disposition-to
	required

	EEDM116
	Missing ‘receipt-report-type’
	receipt-report-type
	required

	EEDM117
	Invalid ‘receipt-report-type’
	receipt-report-type
	required

	EEDM118
	Missing ‘receipt-security-selection’
	receipt-security-selection
	mutually agreedrequired

	EEDM119
	Mutually agreed element, refnum, not present
	Refnum
	mutually agreed

	EEDM120
	Mutually agreed element refnum-orig not present
	refnum-orig
	mutually agreed

	EEDM121
	Duplicate refnum received 
	Refnum
	mutually agreed

	EEDM601
	Public key invalid
	file itself
	required - security

	EEDM602
	File not encrypted
	file itself
	required - security

	EEDM603
	Encrypted file truncated
	file itself
	required - security

	EEDM604
	Encrypted file not signed or signature not matched
	file itself
	required - security

	EEDM699
	Decryption Error
	
	required for general decryption errors not specifically identified by OpenPGP or PGP messages or exit codes

	EEDM701
	Sending party not associated with Receiving party
	
	required

	EEDM702
	Package file format not recognized by Receiving party
	
	required when the file format is not recognized by the receiver (e.g. not expecting 855 or not expecting Flat-File or XML)

	EEDM703
	Data set exchange not established for Trading Partner
	
	required if the translator does not handle this exception

	EEDM999
	System error
	
	required for general system errors to indicate severe errors in processing at the receiving site

	WEDM100
	Transaction set sent not mutually agreed
	transaction-set
	mutually agreed

	WEDM102
	‘receipt-security-selection’ not mutually agreed
	receipt-security-selection
	mutually agreed

	WEDM103
	Missing ‘receipt-security-selection’
	receipt-security-selection
	mutually agreedrequired


NAESB INTERNET ET MANUAL, VERSION 1.8, Page 55:
Appendix b – FREQUENTLY ASKED QUESTIONS


Q10:What does NAESB say about my organization's security?...............................................57



NAESB INTERNET ET MANUAL, VERSION 1.8, Page 57:
Q10: What does NAESB say about my organization’s security? 
A: NAESB Internet ET participants are encouraged to maintain their system security in such a manner that reduces the risk of unauthorized/malicious activity.  However, NAESB does not dictate overall security requirements for individual companies.  For further information on general security guidelines please reference the SANS (www.SANS.com) or NIST (www.NIST.com) websites.  

NAESB REQ/RGQ QEDM, VERSION 1.0, Page 64
RXQ.5.1.6 Trading Partners should mutually agree to select and use a either the current, or the immediately previous version of the NAESB RXQ model business practices under which to operate, unless specified otherwise by the Applicable Regulatory Authority.

NAESB WGQ TRADING PARTNER AGREEMENT, VERSION 1.8, Exhibit Section, Page 2:
EXHIBIT ___

ELECTRONIC DATA INTERCHANGE TRADING PARTNER AGREEMENT

DATED ___________________

TO BE EFFECTIVE ____________________ (date)

3.
Communication Specifics: 


Company Name:  ________________________________________________________


EDI Contact Phone Number:  ______________________________________________


Provider Name:  _________________________________________________________


Receipt Computer URL (include host name or IP address, any non standard port, 
directory and program name as necessary):  __________________________________


Basic Authentication Userid:  __(to be sent separately)___________________________


Basic Authentication Password:  __(to be sent separately)________________________

HTTP to/from Tag:  ______________________________________________________


Is the “transaction set” supported in the HTTP envelope (Yes/No)?  ________________


Company Name:  ________________________________________________________


EDI Contact Phone Number:  ______________________________________________


Provider Name:  _________________________________________________________

Receipt Computer URL (include host name or IP address, any non standard port, 
directory and program name as necessary):  __________________________________


Basic Authentication Userid:  (to be sent separately)______________________________


Basic Authentication Password:  (to be sent separately)___________________________


HTTP to/from Tag:  ______________________________________________________


Is the “transaction set” supported in the HTTP envelope (Yes/No)?  ________________

NAESB WGQ QEDM, VERSION 1.8, Page 28:
4.1.39 
Trading Partners should mutually select and utilize a agree to use either the current, or the immediately previous, published version of the NAESB WGQ QEDM standards as a basis under which to operate, unless specified otherwise by an applicable regulatory authority.  government agencies.  Trading Partners should also mutually agree to adopt later versions of the NAESB WGQ EDM standards, as needed, again unless specified otherwise by government agencies.
NAESB WGQ QEDM MANUAL, VERSION 1.8, Page 87:

Appendix B - Minimum Technical Characteristics and Guidelines for the Developer and User of the Customer Activities Web Site
Browser Characteristics (includes defined NAESB WGQ current versions): 

Features as supported by the latest Generally Available (GA) versions of both Netscape®
 and Internet Explorer®3 within 9 months of such GA version becoming available, including ‑

Frames & Nested Frames

Tables & Nested Tables

HTML

Cookies

JavaScript

SSL 128‑bit RSA Encryption

Style Sheets

Plug‑ins (GA versions within 9 months of such GA versions becoming available)

JAVA® 

ActiveX® 4 (Plug‑in for Netscape®)

Adobe Acrobat Reader® 5  

Systems Incorporated

Independent Computer Architecture (ICA®) 6  ‑ Protocol used for remote control access to an application

Operating Systems:

Operating systems on a client workstation should be multithreaded, and pre-emptive and should be the latest, stable version and service pack available as allowed in NAESB WGQ QEDM Appendices B and C.  
NAESB WGQ QEDM, VERSION 1.8, Page 92:
Appendix D - Minimum Technical Characteristics for EDM Communications
The following ports may be used by EDM developers and should be made available in user environments.

Allowable TCP Ports (not UDP ports)

HTTP HTTPS 80, 443, 5713, 6112, 6304, 6874, 7403

ICA®  1494

RMI(Java®  ) 1099-1100

Java®  Telnet 31415

TCP Optional 8001-8020**
SMTP 25

Allowable UDP Ports (not TCP ports)

Secure ICA® 1604

Trading partners may mutually agree to use ports other than those specified above.  Only ports necessary to transaction-related traffic should be opened, and they should be protected by network and system security controls. All other ports should be closed.  There are other technologies available that would require additional ports to be opened, such as FTP and Telnet. If and when NAESB WGQ approves such technologies, this list will be modified accordingly. The client-side firewall implementation and client browser settings should permit the downloading and installation of NAESB WGQ approved plug-ins and modules. Please refer to the NAESB WGQ defined Minimum Technical Characteristics for Accessing Customer Activities Web Sites for the listing of NAESB WGQ approved plug-ins and modules.

**The reservation of 20 optional ports was to provide room for implementations such as DCE, IIOP, and load balancing implementations. TSPs should endeavor to minimize the usage of these ports.
BUSINESS PROCESS DOCUMENTATION (for addition, modification or deletion of business process documentation language)

4.  SUPPORTING DOCUMENTATION
a.  Description of Request:

WGQ 2007 Annual Plan item number 3 - Develop or amend WGQ technical standards, as appropriate, to address to the DoE Sandia National Laboratories 2006 surety assessment findings and recommendations; 

REQ/RGQ 2007 Annual Plan item number 9 - Address issues raised in the Department of Energy’s Sandia National Laboratories on NAESB technical standards and respond to the surety assessment findings and recommendations.

b. Description of Recommendation:

WGQ EDM Subcommittee/REQ/RGQ TEIS Subcommittee: 

See the WGQ EDM - REQ/RGQ TEIS meeting minutes, and attachments for the supporting documentation, discussion, and voting records for the following dates:

01/24/2007
02/16/2007
03/20/2007
03/30/2007
04/16/2007
04/20/2007

05/04/2007

05/17/2007

05/23/2007

07/16/2007

11/13/2007

12/07/2007

Proposed Motion: In response to WGQ Annual Plan item 3 and RXQ Annual Plan item 9 the WGQ EDM and RXQ IR/TEIS subcommittees submit the following recommendation to the respective Executive Committees for their consideration.
Vote:


	Vote
	
	
	
	
	
	

	
	
	
	
	
	
	

	WGQ
	
	
	
	Balanced
	Balanced
	Balanced

	
	For
	Against
	Total
	For
	Against
	Total

	End Users
	0
	0
	0
	0.00
	0.00
	0

	LDCs
	0
	0
	0
	0.00
	0.00
	0

	Pipelines
	0
	0
	0
	0.00
	0.00
	0

	Producers
	0
	0
	0
	0.00
	0.00
	0

	Services
	0
	0
	0
	0.00
	0.00
	0

	
	0
	0
	0
	0.00
	0.00
	0

	
	
	
	
	
	
	


�	Netscape® is a registered trademark of Netscape Communications Corp.


3	Internet® Explorer is a registered trademark of Microsoft Corporation.


4	ActiveX® is a registered trademark of Microsoft Corporation.


5	Adobe®, Acrobat®, and Reader® are registered trademarks of Adobe.


6	ICA® is a registered trademark of Citrix Systems Inc.


   ICA® is a registered trademark of Citrix Systems Inc.


   JAVA® is a registered trademark of Sun Microsystems, Inc.
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