Notes on Sandia National Laboratories Assessment Report of NAESB WEQ PKI Standard

6.1.1 Recommendation that NAESB PKI Standard follow the FBCA policy.  After review of the FBCA Policy, WEQ Standard could be amended or the Certification Program be developed such that a CA compliant with FBCA is automatically granted Authorized CA status.  WEQ should not adopt requirements for cross-certification as this introduces many of the cost and participation concerns that were raised in original e-MARC Certificate Policy and its requirement for single Industry Root CA.

6.1.2 Recommendation to make PKI Standard a full Certificate Policy.  WEQ intentionally diverged from attempting to adopt a full Certificate Policy based on its experience in developing the failed e-MARC Certificate Policy.  The Electric Industry was not in favor of mandating compliance with the full e-MARC Policy nor implementing the costly Certification and Accreditation program that e-MARC would have required of Authorized CAs.  NAESB has opted for a self-certification mechanism and registration of trusted Authorized CAs in lieu of a mor formalized Certificate Policy.

6.1.3 Recommendation to address Authorized CA cross-certification.  NAESB intentionally avoided to issue of a formal cross-certification or single mandated Industry Root CA based on our past experience attempting to adopt the e-MARC Certificate Policy.  It was felt the simpler approach to define that set of trusted Authorized CAs through a self-certification program and Industry Registry was as far as the WEQ could go in establishing the first instance of a PKI.

6.1.4 Access to CA signing key.  WEQ did not intend to allow any access to an Authorized CAs private keys.  The misstatement cited has been corrected.
6.1.5 Certification Authority rescission notice.  The rescission notice timing was intended to apply only to termination of a CAs services, and not related to CA private key compromise.  Wording was added to both the Certification section in the introductory portion of the text, and in Section 1.16 of the Standard to require certificate revocation within 24 hours of suspected compromise.
6.1.6 Network security controls. A requirement that equipment used for CA key operations must be separate and only used for such operations was added under Section 1.20 Physical Controls and also restated in Section 1.23 Computer Security Controls.  Specific network security controls were left to the Authorized CAs documentation in their CPS to avoid being overly prescriptive at this point in development of the Standard.
6.1.7 References to Key Sizes and Cryptographic Algorithms.  WEQ recognizes the risk of stating a specific key sizes or encryption algorithms, but felt there was a need to state a minimum requirement with respect to key sizes in particular.  As this Standard is not an over-arching Certificate Policy, amendments to the Standard to reflect current technologies should not be overly burdensome.  The reference to 3DES was removed.

6.1.8 NAESB User PKI Declarations.  The WEQ has removed the End-Entity and Relying Party Declaration documents and has replaced these with sections detailing the obligations required of End-Entities and Relying Parties.  Relying Parties are identified as being obligated to all End-Entity obligations in addition to specific requirements related to authentication of a Subscriber under the Standard.  It is felt that these new provisions significantly enhance the original intent of the Declaratory documents.

6.1.9 Key Pair Generation.  WEQ felt that citing specific example requirements afforded by the FIPS 140-2 Level 3 requirement were informative to prospective Authorized CAs.

6.1.10 Unaffiliated Entities.  The specific access that may or may not be granted to Unaffiliated Entities, or Affiliated Entities for that fact, relate to access control provisions that will be addressed on an application-by-application basis.  For example, OASIS would allow full read-only access to standard information by any Unaffiliated Entities.  Electronic Tagging, however, would not permit any access to this data by an Unaffiliated Entity unless duly authorized by an Affiliated Entity and only for that entity’s specific tag information.  These application-by-application access control requirements are to be spelled out in companion NAESB Standards for electronic application security requirements.
6.1.11 Certificate Classes.  The draft standard has been limited to a single certificate class.  X.509 V3 format was identified as a requirement under Section 1.25.  An additional statement to that effect was added to Section 1.1.

6.1.12 Certificate Protection. The intent of the WEQ was for end-entities to recognize and establish a program to protect the security of Subscriber private keys.  This has been clarified.

6.1.13 CRL Issuance Frequency.  WEQ’s selection of 12 and 24 hour periods for CRL publication and validity represented a compromise.  Availability of the CRL, however, can be assured even with scheduled maintanence outages through redundant publication points.  WEQ feels the CRL should be available 24x7x365.
6.1.14 Certificate Application Steps.  WEQ does not feel that dictating the order of the application process significantly enhances operation of an Authorized CA.

6.1.15 Tamper-Evident Hardware.  This correction has been incorporated.

6.1.16 Obsolete RFC References.  These corrections have been incorporated.

6.1.17 Use of the term End-Entity.  WEQ uses the term End Entity to refer to a Subscriber’s or Relying Party’s organization.
6.1.18 Customer Service Center.  WEQ does not feel that 24x7x365 availability for a customer service representative is unreasonable.

6.1.19 Reasonable Practices. WEQ will review the FBCA requirements for possible inclusion in an amended standard.

6.1.20 Consistent Naming Convention. This correction has been incorporated.

6.1.21 Missing Requirement Level Key Words. This correction has been incorporated into the Summary.

6.2.1 – 6.2.3 Missing, Extraneous, Inconsistent Definitions.  Pertinent definitions have been added and/or revised to improve the clarity in the document.
