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Section 1 - Functional Description

1.1 Introduction

1.1.1 Purpose

This document describes the functional requirements and detailed technical specifications for the implementation of an electronic Transaction Information System (TIS), also referred to as Electronic Tagging or just e-Tag. These requirements and specifications provide a basis for tools designed to facilitate identification and communication of interchange transaction information (e-Tags) between parties in accordance with NERC Reliability Standards and NAESB Business Practice Standards.

1.1.2 Background

In 1995, a notable problem occurred involving several market and operational participants.  Specifically, there were several purchases of Consolidated Edison generation that were resold through several non-physical market turns.  When it became necessary to change the physical world due to a constraint, it was difficult to determine exactly how schedules should be unwound, as the physical participants had no way to understand how the marketplace aggregated and disaggregated their purchases prior to physical delivery.  The actual transactions represented looked like this:
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However, with the operational entities unsure of what market turns had occurred, their views were somewhat different.  The NYPP Security Coordinator knew only of the items on the left, and the PJM Security Coordinator only knew of those on the right:
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Because of this disconnect, the need to track deals from source to sink was born.  Reliability Authority was deemed impossible unless a full complete source to sink path could be known.  

Tagging became the vehicle through which this information was documented and communicated.  Early implementations of Tagging were accomplished via facsimile machine.  This basic communication method was later replaced with E-Mail using Simple Mail Transport Protocol (SMTP).

As transaction volume increased and needs to manage congestion through TLR grew, the need to automate the exchange of data more efficiently became apparent.  In November 1998, the NERC Operating Committee adopted a resolution to use the Constrained Path Method (CPM) as the basis for determining Interchange Transaction curtailment priorities as part of the NERC Transmission Loading Relief (TLR) Procedure.  One of the essential steps in meeting the goals of this resolution was the development of a system that would enable the electronic dissemination of Tags in accordance with then current NERC Operating Policy 3 and Appendix 3A.  From this need, Electronic Tagging (e-Tag) was developed.

Electronic Tagging was implemented in September of 1999.  Through it, the dissemination of Tags, collection of approval of those Tags, and forwarding of those Tags to the NERC Interchange Distribution Calculator (IDC) was accomplished.  However, over time, the industry has demanded additional functionality to address the various continuing inefficiencies in the marketplace and operations. 

1.1.3 References

Data related to the TISWG and this work can be found at

http://www.nerc.com/~oc/tiswg.html
Data related to the JISWG and this work can be found at

 http://www.na.com/~filez/tag/E-tag/E-Tag.htm

The most recent copy of the E-Tag 1.7 XML Schema can be found at

http://reg.tsin.com/Tagging/e-tag/
For detailed information regarding NAESB Standards, please see

http://www.naesb.org/

For detailed information regarding NERC Standards, please see

https://standards.nerc.net/
The Hypertext Transport Protocol version 1.1 is described by W3C RFC 2616 and can be obtained at

http://www.w3.org/Protocols/HTTP/1.1/rfc2616.txt.gz
The XML Schema Protocol is defined by the W3C and can be downloaded from

http://www.w3.org/2000/10/XMLSchema
The Simple Method exchange Protocol (SMXP) is defined by the OASIS Standards Collaborative and can be found on the TISWG site:

http://reg.tsin.com/Tagging/e-tag/
The Electronic Tagging 1.7 XML files, Schema, and Schema Documentation was developed using TIBCO/Extensibility’s Turbo XML Suite.  For information on obtaining this product, please visit http://www.extensibility.com
1.1.4 Change Log

Previous version of the e-Tag functional specification did not contain a specific, on-going change log.  The following attempts capture changes in versions beyond 1.7095.

	Version
	Change
	spare

	1.7096
	Accepted all changes in 1.7095 posted document
	

	
	Replaced NERC policy references with NERC/NAESB Standards references
	

	
	Incorporated Functional Model language
	

	
	Added Change Log
	

	
	Updated other references and URLs
	

	
	Market Re-dispatch (MRD) language and function removed 
	

	1.7.097
	Removed Passive Approval by Reliability Entities
	

	
	Extend tag creation to 48 hours into the past
	

	
	Extend tag adjustment to 48 hours into the past for DYNAMIC tags
	

	
	Remove 24 hour limit on Reliability Adjustments
	

	
	Remove Counter Party Reports
	

	
	Remove references to MRD
	

	
	Add Optional Approval Rights for any PSE cited in the transmission allocation
	

	
	Replaced various state diagrams with descriptive wording 
	


1.2 Definitions

	Term
	Definition

	{Source BA, Sink BA, PSE} Code
	Entity Code defined in the Registry

	Active Approval
	An approval or denial that occurred through an entity’s deliberate indication of their intent.

	Approval Entity
	Entities identified on the transaction path of an e-Tag that have been authorized with approval rights by NERC/NAESB standards.

	Approval Rights
	The rights that an entity has to approve, deny, curtail, or otherwise modify a Tag. 

	Approval State
	The State communicating an Approval Entity’s willingness to implement a particular request.

	Approval State Type
	A description of the manner in which an Approval Entity’s State was set.

	Approved
	Approval State indicating that an entity is willing to implement a request.

	Arranged Interchange
	The state where the Interchange Authority has received the Interchange information (initial or revised).

	Asynchronous
	A two-part communication, involving a request message followed by a separate response message.

	Author Rights
	The rights a request author has to submit, view, receive updates regarding, request changes to, and withdraw a request.

	Base Profile
	The profile associated with the new Tag, as originally requested.

	CommFail
	A delivery state indicating that communications were unable to be established between the sender of a message and the recipient.

	Maximum Reservation Capacity
	The commitment of transmission resources to support a particular transaction; typically the same as actual flow.

	Balancing Authority (BA)
	A function associated with an electrical system bounded by interconnection (tie line) metering and telemetry.

	Balancing Authority Area (BAA)
	The collection of generation, transmission, and loads within the metered boundaries of the Balancing Authority.  The Balancing Authority maintains load resource balance within this area.

	Correction
	A change to a  Tag’s composition prior to the expiration of the approval window, as defined in NERC/NAESB standards.

	DC Tie Operator
	An entity that operates a DC transmission facility; specifically, one that provides a connection between two different interconnections .

	DEAD
	Request State of a request that will not be implemented (due to either withdrawal or denial)

	Delivered
	Delivery State indicating that a particular request was distributed to and received by a party.

	Delivery State
	A value used to provide information about a party’s receipt of a particular request.

	Denied
	Approval State indicating that a party is unwilling to implement a particular request

	Exception Profile
	A profile containing time specific changes to original profile values 

	Exchange
	Amount of energy exchanged between two parties; encompasses both physical interchange and title transfers.

	Financial Path
	Path defining the financially responsible parties of a transaction, detailing ownership of energy across physical movement of energy as well as purely financial.

	Source Balancing Authority (Source BA)
	The Balancing Authority metered area in which generation is located.

	Generation Providing Entity (GPE)
	Merchant selling energy from owned, affiliated, or contractually bound generation. 

	Implement
	Allow energy to be scheduled as described.

	IMPLEMENTED
	Request State indicating the request should be implemented

	Interchange Distribution Calculator (IDC)
	NERC tool used to determine curtailments during TLR.

	Interchange Transaction
	A business exchange between two parties that result in the physical flow of energy from one point to another; a strict definition would indicate that exchange must be from one Balancing Authority to another, but for the purposes of this document, any such flow utilizing Point-to-Point service shall be considered an Interchange Transaction.

	Invalid
	Delivery state indicating that a party received a request distribution, but felt it was not syntactically or semantically correct

	Sink Balancing Authority (Sink BA)
	The Balancing Authority metered area in which load is located

	Load Serving Entity (LSE)
	Marketer purchasing energy with the intent to deliver to and serve an affiliated or contractually bound load.

	Market Level
	Tag Author’s desired energy profile for the transaction; level of market-desired flow.

	Market Entity
	PSE, GPE, or LSE

	Registry
	Data set provided by NERC describing entity information, such as name, acronym, phone numbers, service URLs, etc… of registered participants.

	Passive Approval
	An approval or denial that occurred through the expiration of a request’s evaluation window without an active approval; set automatically by the Authority when the expiration occurs.  Passive approval is only applicable to non-reliability entities such as GPE, LSE, and PSE (whose transmission rights are cited).  Passive denial is applicable only to reliability entities such as BA, SE, and TSP.

	Physical Path
	The source to sink route (via intermediate transmission paths) between generation and load.

	Profile
	A time/level matrix that defines an energy flow or other related information.

	Purchasing-Selling Entity (PSE)
	Any entity eligible to apply for an order requiring a Transmitting utility to provide Transmission Services under Section 211 of the Federal Power Act.

	Reliability Level
	Profile at which a transaction may flow, based on reliability considerations; limit of energy flow.

	Reliability Entity
	BA, SE, or TSP

	Request
	An electronic notation of a particular desired action with regard to a new or existing interchange transaction.  An approved and implemented request results in either the creation of a Tag or the modification of an existing Tag.

	Request State
	Value used to indicate whether or not a request will be implemented (IMPLEMENTED) or not (DEAD).

	Reliability Authority Service (RAS)
	Service used to collect transaction information for analysis, particularly with regard to system security.

	Reliability Coordinator (RC)
	An entity that provides the reliability assessment and emergency operations coordination for a specific portion of an interconnection.

	Security Key
	A security token, used to authenticate an entity involved in the e-Tag messaging system

	Service
	One of four types of computer systems used in the e-Tag messaging system (Tag Agent, Authority, Approval, Reliability Authority)

	Sink
	Final point of withdrawal for a transaction; location of the actual load.

	Source
	Initial point of injection for a transaction; location for the actual generation facility.

	Study
	Approval State used to indicate an approval entity is further examining a particular request.

	Synchronous
	Message type in which the requesting message is responded to within the same connection.

	e-Tag
	Document describing a physical interchange transaction and its associated participants.  A Tag is the result of one or more requests.[this and the corresponding definition of request needs reconsideration]

	Tag Agent Service (Agent)
	Software component used to generate and submit new e-Tags, Corrections, and Profile Changes to an Authority and to receive State information for these requests.

	Tag Approval Service (Approval)
	Software component used to indicate individual approval entity responses when requested by Authority Service, as well as submit Profile Changes.

	Tag Author
	Entity that creates and submits an e-Tag; the caller of the Request NewTag method.

	Tag Authority Service (Authority)
	Software component that receives Agent and Approval Requests and Responses and forwards them to the appropriate Approval Services. Also maintains master copy of Tag, its State, and responds to queries regarding the Tags in its possession.[rewrite]

	Tag Code
	7 Character code used as part of the Tag ID to identify a transaction.  

	Tag ID
	Identifier of the Tag represented by combining Source BA code, PSE code, a Tag Code, and Sink BA code.

	Test Tag
	A Tag used for diagnostic purposes; does not represent actual transacted business.

	Title Transfer
	An exchange of energy ownership; may or may not be associated with a physical movement of energy.

	Transaction Information System (TIS)
	Transaction Information System – currently implemented as e-Tagging.

	Transmission Allocation
	Set by the Tag Author, it is a description of how a reservation or contract is being used in a particular e-Tag.  The Transmission Allocation allows the author to specify the duration and megawatt level of the capacity used from a transmission reservation to support the e-Tag transaction.  



	Transmission Customer (TC)
	A PSE specified as owner (rights holder) in a Transmission Allocation in the e-Tag.  The PSE may or may not be the energy title holder.

	Transmission Service Provider (TSP)
	A registered entity that administers the transmission tariff and

provides Transmission Service to Transmission Customers under applicable transmission service agreements.


	Universal Coordinated Time (UTC)
	Time standard used by the e-Tagging System for communication purposes; also referred to as Greenwich Mean Time (GMT).

	Valid
	Passed syntax checks by a Tag Service  (i.e. not invalid)

	Viewing Rights
	The rights of an entity to view transaction details.


1.3 Tagging Terminology

In order to facilitate clear communications between industry participants, the following terms have been defined to describe Tag information.

Request -  New e-Tags and changes to existing e-Tags are all initiated with a request.  There are six types of requests:

New Tag – a request to implement a new Interchange Transaction as a physical energy flow

Curtail – a request to limit an energy flow through the limiting of an associated Interchange Transaction

Reload – a request to release a limit previously requested through a Curtail request

Adjust – a request that modifies energy flow and/or transmission capacity of an Interchange Transaction in order that such a change may be implemented and resources committed

Cancel – a request that reduces energy flow and transmission capacity of an Interchange Transaction to zero for the life of the transaction prior to its start so that such a transaction is not started

Extend – a request that includes energy flow and/or transmission capacity for unscheduled hours of an Interchange Transaction, in order that such a change may be implemented and resources committed

There are several terms used to describe a request.  These descriptors are as follows:

Submission time – the time at which a Tag Author submits a request to the Tag Authority for processing as determined by the Tag Authority.  Requests are categorized by submission time in two ways:

On Time – the request was received within the timing guidelines specified in NERC/NAESB Interchange Standards’ timing tables

Late – the request was received after the timing deadlines specified in NERC/NAESB Interchange Standards’ timing tables

Request State – the overall status of the request, based on the processing of the request.  Requests are categorized by request state in three ways:

Pending - a request that has been made, but not yet resolved through the approval process

Implemented - a request where either all entities with approval rights on the e-Tag have submitted their approvals, or the market assessment period has expired and all reliability entities (BA, TSP, SE) have approved the e-Tag and no market entities (GPE, LSE, or PSE whose transmission rights are cited) have denied the e-Tag.  

Dead - a request that has been denied by one or more parties (whether passively or actively) or withdrawn/cancelled by the initiator.

Individual Delivery States – indicates the successful or unsuccessful transfer of a request to an entity.  There are four categories of Delivery State:

Queued – the request is scheduled for delivery

Invalid – the request was perceived as invalid by the receiving entity and rejected

Comm Fail – the request was undeliverable due to communication problems 

Delivered – the request was successfully delivered

Individual Approval States – indicates the intent of an entity to implement a request.  There are five categories of Approval State:

NA – no state is applicable, as the request has not yet been successfully delivered to the entity or the entity does not have approval rights

Pending – no indication has been made to show whether the implementation of the request is supported or not by the Approval Entity

Approved - an indication of supporting the implementation of the Request

Denied - an indication of opposing the implementation of the Request


Study - a indication that the Approval Entity was uncertain whether or not to support or oppose the Request

Individual Approval State Types – indicates how an entity’s state was assigned.  There are three categories of Approval State Type: 

Active – The Approval State was actively selected by an Approval Entity

Passive – The Approval State was passively selected due to a time elapse or other non-interactive manner

Overridden – The Approval State was actively selected by the Sink Balancing Authority via its Tag Authority Service acting on the behalf of an Approval Entity that was unable to act on their own.
1.4 System Concepts

The functional requirements address the following basic information and data exchange needs:

· Initial creation of an e-Tag representing the transaction,

· Dissemination of the e-Tag to all parties directly involved in the transaction,

· Collection of approval states from all parties with approval rights,

· Forwarding of the e-Tag to appropriate entities and tools, and

· Modifications to the e-Tag throughout its lifetime.
In addressing each of these needs, consideration must be given to 1) which parties to a transaction have responsibility for the data at each step in the exchange, 2) insuring data integrity without duplicate data entry or potential for replication errors, 3) minimizing the number of data transfers between parties, and 4) providing mechanisms to recognize and overcome system failures.

This document approaches the functional requirements for electronic Tagging by defining four services: the Tag Agent Service, the Tag Authority Service, the Tag Approval Service, and the Reliability Authority Service.

The functionality that must be supported by each of these services and the entity responsible for providing for these services are defined. There are no restrictions with regard to who may provide these services (i.e., the responsible entity or any one of a number of third-party service providers) nor any restrictions on which services (or all) that a third-party service provider could offer. Under no circumstances shall a provider of any of these services require any other service provider to implement additional features or functionality beyond these specifications as a condition to properly performing the obligations associated with that service.
1.4.1 System Architecture

1.4.1.1 Tag Agent Service

The Tag Agent Service provides  the ability for  initial creation of an electronic Tag and the transfer of that information to the appropriate Tag Authority Service. Purchasing-Selling Entities (PSEs) and all  other Tag Authors are responsible for providing this service directly or by arranging with a third party to provide this service as their agent. Tags created by the Tag Agent Service are forwarded to the Tag Authority Service associated with the Sink Balancing Authority (Sink BA). The Tag Agent Service provides a mechanism for the Tag Author to view the approval State of  its transactions via an unsolicited notification mechanism. The Tag Agent Service also provides facilities for the Tag Author to make Corrections to Tags prior to implementation, as well as request a Profile Changes to any of their Tags following implementation.  These corrections and modifications are also sent and processed via the Tag Authority. 

The Tag Agent Service can be referred to throughout this document as Agent.
1.4.1.2 Tag Authority Service

The Tag Authority Service  is the focal point for all interactions with a e-Tag and maintains the single authoritative “copy of record” for each e-Tag received. Every Sink Balancing Authority is responsible for providing this service directly or by arranging with a third party to provide this service as its agent. The Tag Authority Service forwards all valid received e-Tag requests to the Tag Approval Service associated with each entity identified in the transaction as having “approval” or “viewing” rights over that request, and collects approvals/denials issued by these Tag Approval Services. Based on time and/or the messages received from the Tag Approval Services, the Tag Authority arbitrates and sends the final disposition of the request to the originating Agent and all Tag Approval Services associated with the transaction, and to that BA’s designated forwarding location (e.g., RAS or BA’s Reliability Coordinator). The Tag Authority Service also provides the capability for both Agent and Tag Approval Services to interrogate the current approval State of any transaction request on demand.

The Tag Authority Service can be referred to throughout this document as Authority.

1.4.1.3 Tag Approval Service

The Tag Approval Service receives e-Tag requests submitted by Agents via the appropriate Authority.  The Tag Approval Services also provides a means for an entity to receive notification of transaction in which they are involved, as well as send an approve or deny response to an Authority’s presentation of a valid request (if they have approval rights over the request).  Finally, the Tag Approval Services allows entities to curtail or otherwise modify the profile of an existing Tag (if they have rights to do so).  Balancing Authorities, Transmission Service Providers, and Purchasing-Selling Entities are responsible for providing this service directly or for arranging with a third party to provide this service as their agent.

The Tag Approval Service can be referred to throughout this document as Approval.

1.4.1.4 Reliability Authority Service

Reliability Authority Services receive IMPLEMENTED requests from Authorities.  These Tags inform the Reliability Authority Service of the expected flows a transaction will create, and are used by Reliability Coordinators to mitigate constraints should the need arise.

The Reliability Authority Service can be referred to throughout this document as RAS.
1.4.2 Tag Identification

All Tags shall be uniquely identified by a Tag ID. Electronic communications between Agent, Authority, and Approvals shall require the association of an additional Security Key or Keys to control all interactions related to a given transaction. The following subsections describe the requirements for the creation of the Tag ID and Security Key.

1.4.2.1 Tag IDs

Every transaction shall be identified by a unique Tag ID based on key attributes of the transaction as specified in the Data Model:

· Source Balancing Authority Code 

· PSE Code (Tag Author PSE)

· Unique transaction identifier

· Sink Balancing Authority Code
The “Source Balancing Authority” shall be defined as the host Balancing Authority in which the generation is located.  The “Sink Balancing Authority” shall be defined as the host Balancing Authority in which the load is located  “Tag Author PSE” shall be defined as the PSE who is creating and submitting the e-Tag to the Tag Authority.

Since this Tag ID and the contents of the e-Tag contain potentially commercially sensitive information, all components of the Tagging Information System shall treat such information as confidential. 

All components of the Tagging Information System shall reject any attempt to submit as new a Tag ID that is identical to an existing transaction’s Tag ID for a period of one (1) year from the stop date and time associated with the existing Tag. Agents shall be required to ensure that each Tag ID is unique for a period of not less than one (1) year from the stop date and time associated with the last transaction that was assigned that Tag ID.

1.4.2.2 Security Keys

The electronic exchange of e-Tag information shall require the assignment of unique “Security Keys” to be associated with the transaction. Security Keys control communication between the Agent, Authority, Approval, and RASs.

The Security Key is a unique 12 character alphanumeric (0–9, A–Z, a–z; case sensitive) security token.

The Agent generates a unique Security Key to associate with the e-Tag at the time of submission. All subsequent messages exchanged between the Agent and the Authority in regard to the Tag shall refer to both the Tag ID and Security Key assigned by the e-Tag Author’s Agent.

The Authority shall also generate unique Security Keys to be associated with the e-Tag on the initial transmission of the Tag to each of the appropriate Approvals. All subsequent messages exchanged between the Authority and a given Approval in regard to the e-Tag shall refer to both the Tag ID and Security Key assigned by the Sink Balancing Authority’s Tag Authority.

In certain situations, Security Keys can exist independent of Tag IDs (such as the Get Tags and Get e-Tag IDs requests).  Those situations will be described in detail in the appropriate sections of this document.

The Security Key must either be random or have the appearance of randomness. Although schemes may be used to generate a key, these schemes must not be obvious to the interested observer (for example, APR05991240X is obviously a date and time, but a ciphered version of this, KYZ71434450H, might not be). The Security Key must be considered a security mechanism, and as such, must not be easily deducible by parties lacking first-hand knowledge of the specific Security Key generation mechanism employed by the system. 

It should be noted that each Authority is assigned by NERC a unique Security Key for interaction with the IDC. This key is only to be used for communication with the IDC, and must be kept confidential. This key secures communications from the IDC to each Authority as well. NERC will notify each registered Authority with that Authority's unique Security Key to be used in all messages between the IDC and Authority.

1.4.3 Test Tags

Test Tags are Tags used for the purpose of troubleshooting a system or component of the system. All services (Tag Agent, Authority, and Approval) shall accept and process Test Tags and in an identical fashion to all other Tags, with the following exceptions:

· Viewing applications MUST indicate to the user that the Tag is a Test Tag.

· Test Tags do not require an approving party to evaluate the Tag within the Assessment Time as defined in NERC/NAESB Standards.

· Test Tags must not be treated as actual Tags (the information contained within a Test Tag must not be used to make any business decisions).

· The Authority shall not initiate the forwarding of these test Tags to the RAS at any time.

In addition, the following rules must be observed with regard to test Tags:

· Test Tags must ONLY be used for troubleshooting purposes. System Development, Training, and Demonstration, as well as any other non-troubleshooting related need must NOT utilize the Test Tag feature.

· A particular PSE (as listed in the Registry) may only issue a total of ten (10) Test Tags per clock hour. Any Test Tag submissions exceeding this number may be rejected at the option of the service being sent the Test Tag.

· Test Tags may be rejected at the option of the service provider if they are sent during the last twenty minutes of a clock hour (i.e., xx:40 – yy:00).

Test Tags must not reflect authorship that does not match the listed service affiliation in the Registry.  If a Test Tag is sent from an external system to another system, and the Tag Author is a registered user of the receiving system, the receiving system may reject the Tag.  For example, if PSE XXX is registered to use vendor X, and a message comes in from vendor Y claiming to be authored by PSE XXX, vendor X may reject the message.

1.4.4 Communications

All E-Tag 1.7 messages are sent using the SMXP (Simple Method Exchange Protocol).  This protocol is based upon a remote procedure call paradigm.  This means that instead of sending messages explicitly, procedures on remote machines are invoked, passing any needed data as input parameters to the function or method.  When the function is complete, it returns the result of its processing.  

1.4.4.1 Method Types

E-Tag 1.7 uses various types of methods for various purposes.  The methods can be broken up into the following categories.

1.4.4.1.1 Requests

A request method is any method that initiates an action associated with a transaction.  Such actions include e-Tag submission and adjustment.

1.4.4.1.2 Request Distributions

Request Distributions are the methods used to send requests to  all entities impacted by the e-Tag.  Request distributions may be informational, or may indicate a requirement for approval.

1.4.4.1.3 Actions

Actions are those methods that directly set a value.  These methods include request approval, denial, and withdrawal.

1.4.4.1.4 Information Distributions

Informational distributions are the methods used to send information related to the State of a particular request or set of transactions. These are sent to entities to alert them of particular requests implementation or withdrawal, as well as specific entities approvals and denial of a request.  

1.4.4.1.5 Queries

Query methods are used to search and recover data from a Authority or similar service.  Most query methods use parameters that allow the server to filter unneeded data and return the smallest reply message possible.  Which parameters may be specified depends upon which query method is called.  Many queries are asynchronous methods, meaning the results of the query will return via a callback.  Others are synchronous, meaning the response contains the results of the query.

1.4.4.1.6 Callbacks

Callbacks are methods that are used to return results from asynchronous queries.  Each callback will be associated with a previously called query that was used to create the result set.

1.4.4.2 Message Size Limitations

In order to ensure reliable operation of the E-Tag systems, the following limitations of message size are to be observed:

· Any RequestNewTag or RequestProfileChange specifying a duration greater than 33 days in length may not have a Content-Length greater than 512000 characters.  Agent systems should not issue such requests, and Authorities should reject such requests if they are received.

These factors should be designed to be configurable.  In the future, both duration and content length may be different values.  This is intended to be a temporary limit, and is expected to be removed with the implementation of e-Tag 1.7.1.

1.4.5 State of Requests

E-Tag works on a fundamental principle of requests.  New Tags are requests to implement a profile and adjustments, extensions, curtailments, and reloads are all requests to modify a profile.  In addition to the Request State itself, there are two additional States that each request contains: Delivery State, and Request Approval State.

1.4.5.1 Delivery States

Delivery States specify the completion of a request delivery to its approver.  There are four specific states:

	QUEUED
	The request is scheduled for delivery, but has not yet been successfully delivered

	DELIVERED
	The request was successfully delivered to the party associated with the State

	INVALID
	The request was not successfully delivered to the party associated with the State; the recipient claims there is a syntax or rules violation that prevents it’s successful processing of the request.

	COMMFAIL
	The request was not successfully delivered to the party associated with the State; the recipient was either not available for response or responded in an unexpected manner.


1.4.5.2 Approval States

Approval States specify the disposition of a particular request set by its approver.  There are five specific states:

	NA
	Special state indicating that the entity does not have approval rights over the request or has not yet been delivered.

	PENDING
	The message has been distributed and awaits processing by the Approver.

	APPROVED
	The approver, either actively or passively, has agreed to implement the request.

	DENIED
	The approver, either actively or passively, has decided not to implement the request.

	STUDY
	The approver has actively decided to defer their decision to approve or deny until a later time within their approval window, but wishes to communicate their acknowledgement of the request back to the sender.


1.4.5.2.1 Approval State Types

Approval State Types specify how the Approval State was derived.  There are four specific approval state types:

	NA
	Not Applicable – The current state is neither active nor passive

	ACTIVE
	The provider has specifically indicated their willingness or unwillingness to implement a particular request

	PASSIVE
	The provider was unable to state their intentions within a reasonable amount of time and the system has made an automated decision on their behalf

	OVERRIDE
	The state was manually overridden by the entity providing the Authority.


1.4.5.2.2 Approval Time Stamps

Approval Time Stamps are recorded in situations where a change in approval state occurs.  The Approval Time Stamp shall be noted and distributed subject to the following conditions:

· For a non-approver (viewer) entity, the ApprovalTimeStamp is never distributed.

· For an approver entity whose Approval Status is NA or PENDING, the ApprovalTimeStamp is not distributed.

· For an approver entity whose Approval Status is APPROVED, DENIED, or STUDY, the ApprovalTimeStamp is distributed, and its value is the time at which the authority service received the SetState message that set that Approval Status value (or at the time the state was overridden).

1.4.5.3 Request States

Request States specify the disposition of a particular request.  There are three specific states:

	PENDING
	The request has not yet been moved to a final state.

	IMPLEMENTED
	The request has been approved by all parties (either actively or passively) and should be implemented.

	DEAD
	The request has been denied by at least one party (either actively or passively) and should not be implemented.


1.4.6 Financial and Physical Paths

Paths define the flow of both energy flow and fiduciary responsibility.  Financial path components are referred to as market segments, while physical path components are called physical segments.

A Physical Segment may be one of three types:

· Generation that is supplying energy for delivery,

· Transmission that is wheeling the energy from one point to another, and

· Load that is consuming the delivered energy.

Market Segments are financial responsibilities for the receipt and/or delivery of the energy.  A Market Segment typically contains Physical Segments (illustrating holding of title across physical movement of energy), but may contain no such Physical Segments (illustrating a non-physical title-holder).  Physical Segments must be contained within Market Segments. 

A tag may have only one Generation segment and one Load Segment.  When ordered, these segments must be indicated as the first and last physical segments in the path, respectively. 

For a detailed discussion of Paths and how they function, please see Section 6.2.2, Market Segments, and Section 6.2.3, Physical Segments.
1.4.7 Profile Descriptions

Profile Sets define the level at which transactions should run, as well as the factors that set those levels.  For detailed discussions on how profiles function please see section Error! Reference source not found.. 

In general, a profile will have three levels

· The energy flow (default is zero)

· The maximum level at which the energy may reliably flow (default is infinite) 

· The transmission capacity committed to the transaction by the Tag Author as a Transmission Allocation (default is zero; specified on Transmission Segments only)

Tag Authors can modify the energy profile  up or down without exceeding the Transmission Allocation. Should a curtailment occur for reliability reasons, then the reliability limit must be adjusted to become the new maximum level.  The tag Author can modify the energy profile on the e-Tag up or down even while under curtailment, but the reliability limit will always be the maximum level. The lowest of the reliability limits or the market level will indicate the actual flow on the e-Tag. .

The following diagrams illustrate the relationship between these levels:
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STEP 1 

–

New Tag Submission


In Step 1, the Tag has been submitted, but has not yet run.  The yellow overlay indicates points in the future.  
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STEP 2 

–

Curtailment


In Step 2, the Tag has been running and is curtailed.
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STEP 3 

–

Curtailment Continues


In Step 3, the Curtailment continues and is reissued twice.
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STEP 4 

–

Tag Author Sets Reload Level


In Step 4, the Tag Author elects to limit their transaction to a maximum reload of 70MW until HE 18.
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STEP 5 

–

TLR 

Released, Tag Partially Reloaded


In step 5, the Tag is Reloaded by the RC/BA to the 70MW level as specified.
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STEP 6 

–

Tag Fully Reloaded


In Step 6, the Tag is reloaded by the RC/BA to its previous 100MW level as specified.
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STEP 7 

–

Transaction Complete


In Step 7, the Tag has completed.

1.4.8 Transmission Allocation

Transmission Allocation describes the manner in which a Tag Author specifies which transmission reservations will be used to support the capacity committed in a Transmission Service Provider’s associated profile.  The Transmission Allocation allows the author to specify the duration and megawatt level  of the capacity used from a transmission reservation to support the e-Tag transaction.  

In the example below, an entity is supplying a total of 100 MW of transmission capacity over four hours by using three different reservations in combination:
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For more detail on this topic, please see Section 6.2.4, Transmission Allocations.  

1.4.9 Timing Requirements 

To enforce request submission and evaluation timing requirements, the Authority shall maintain system time to an accuracy of one (1) second traceable to the National Institute of Standards and Technology (NIST). Approval and Agents are encouraged to keep their time synchronized in this manner as well. 

All times communicated through an e-Tag shall be noted in Universal Coordinated Time (UTC). User interfaces and local systems may reflect local time , however, any system using time zones other than UTC must properly convert those times into UTC prior to communicating with other systems.

NERC/NAESB Standards provide details on the manner in which timing requirements should be implemented.    

1.4.9.1 Approval of Reliability Changes

All profile changes that impact Reliability Limits (i.e., curtailments and reloads) must be actively approved in order to be implemented.  Profile changes will not be implemented if either actively or passively denied.

1.4.10 Tag Auditing

Each service shall be responsible for keeping audit information describing its interactions with other services. These requirements are described below.

1.4.10.1 Message Rejection Log

Any service that rejects a message as containing a Fault or an Error must log the type of rejection, the date/time of the rejection, the sending entity (if identifiable), and the Tag ID (if identifiable). This information must be kept available by written request for a minimum of ninety (90) days after the rejection.

1.4.10.2 Historical Tag Archive

Every service shall keep available for retrieval every e-Tag and associated messages received by the service until ninety (90) days past the e-Tag’s stop date/time . Authorities must have this information available to Approval and Agent systems through standard E-Tag querying mechanisms throughout the ninety-day period, as well as through written request by other parties who may require data but not be participants listed on the e-Tag (i.e., NERC). Tag Agent and Approvals must have these e-Tags available by written request.

1.4.10.3 Statistics

Every service shall maintain statistical information as defined below. This information must be logged as it occurs, NOT after the fact. In this manner, services may accurately reflect data before it is modified through overrides or updates. This information must be available by written request for a minimum of ninety (90) days in the form or reports.  These reports must be written based on the requests processed in one week (00:00 UTC Sunday to 23:59:59 UTC Saturday) This information must be available to parties who may require data but not be participants to any specific Tag (i.e., NERC).

· Number of LATE Requests, by requester

· Number of return values of INVALID, by entity

· Number of return values of COMMFAIL, by entity

· Number of returned Faults, by entity.

· Number of request Approval State Type of PASSIVE, by approver

1.4.10.4 Authority Off-Line Archive

All Authorities shall archive all message dialogues (all received and issued messages and their associated responses) associated with a particular e-Tag. These message logs need not be available for online query, however, upon written request from NERC, Authority operators must be able to supply written reports within a reasonable amount of time (within one working week) listing message traffic for a particular entity or transaction. This information shall be kept from the implementation of the 1.7 Specification forward until such time this requirement is removed.

1.5 Training Requirements

1.5.1 User Guides

Anyone developing e-Tag software must provide a User Guide which shall describes, at a minimum, the following information:

· The target user (Author, Approver, or Reliability Coordinator)

· e-Tag principles (to be based on the NERC/NAESB Standards and this specification)

· Software implementation of those principles (to be based on the developer’s user interface)

· How those implementations are to be utilized

· How problems and errors can be resolved

1.5.2 User Education

Anyone developing e-Tag software must develop education programs for the use of their software.  Education programs must cover the following topics:

· Who the target user is (Author, Approver, or Reliability Coordinator)

· e-Tag principles (to be based on the NERC/NAESB Standards and this specification)

· Software implementation of those principles (to be based on the developer’s user interface)

· How those implementations are to be utilized

· How problems and errors can be resolved

Education programs may be developed for self-study, online education, or other means.   Education Workshops may be offered by the developer; however, the cost of such workshops may be borne by the software customer.

1.6 Functional Concepts

1.6.1 Initiating a Request

Requests are initiated in order to create or modify Tags.  

1.6.1.1 Submitting a New Tag Request

Submitting a New Tag Request is the process in which a Tag Author presents a completed e-Tag to the e-Tag system for processing.  The Tag Author uses its Agent to write the e-Tag and then communicate that e-Tag as a request to the Authority.  The Authority then processes the transaction and manages the state of the new e-Tag request.  A New Tag Request must specify a proper Base Profile, as described in section 6.2.4.2.1. 

1.6.1.2 Submitting a Correction Request

The Tag Author makes Tag Corrections when a portion of the e-Tag data must be changed A correction to an e-Tag can only occur prior to that e-Tag being implemented .. During the New Tag Request approval process, in which parties evaluate the transaction for ability to implement, the Tag Author may notice or be informed of a needed change in the Tag.  That change may be written and submitted using the Agent.

The correction resets the Request State for entities affected by the correction, distributes the correction, and requires entities affected to re-evaluate the Request using the corrected data.  Unaffected entities need not re-approve the Tag.  Affected entities are defined as follows:

	Market Segments
	Associated PSE

	Physical Segments (Generators or Loads)
	Associated Market Segment’s PSE, Associated BA

	Physical Segment Transmission Segments and Associated Transmission Information 
	Associated Market Segment’s PSE (if GPE or LSE), Transmission Service Provider, any associated Scheduling Entities


NERC/NAESB Standards provide additional details on the manner in which corrections should be made.  
1.6.1.3 Submitting a Profile Change Request

Profile Changes can be requested by several different parties and for three primary reasons:

· To implement market-based modifications to the Transmission Allocation profile. 

· To implement market-based desires to modify or extend energy flow 

· To implement reliability-based desires to modify energy flow (i.e., curtailments and reloads)

When any of the above possible Profile Changes are needed, the party wishing to implement the Profile Change will use their appropriate e-Tag service to write and send the change request to the Authority.  The Authority then processes the transaction and manages the state of the request.  When an Approval or RAS requests a profile change, the Approver or Reliability Coordinator must submit a modified profile at the source or sink; the Authority will then calculate the approximate losses for all other profiles, if applicable.  When a profile change is requested, the Tag Author must provide  the correct energy profiles necessary to reflect appropriate losses.

When a Tag Author requests a profile change, they must provide all appropriate profiles necessary to reflect appropriate losses.

NERC/NAESB Standards describe the approval rights and responsibilities of the various entities involved in the approval process. 

1.6.2 Request Distribution

1.6.2.1 Distributing a New Tag Request

When an agent submits a new e-Tag request to an Authority, the Authority distributes copies of that e-Tag to the transaction’s participants.  Transaction participants and the rights associated with each participant are defined in NERC/NAESB Standards. 

The Authority provides a copy of the new Tag to each participant, along with a description of their role in the transaction.  Each receiving Approval then processes the request and solicits approval of the request from its using participant.

1.6.2.2 Distributing a Correction Request

Corrections are distributed to all entities that received the original e-Tag.  Entities specifically impacted by the correction are asked to re-evaluate the e-Tag based on the corrected information.   Impacts of corrections are defined in the following table. 

	Correction Type
	Impacted Entity

	Any allowable correction to a Physical Generation Segment
	Source BA, Generation Providing Entity

	Any allowable correction to a Physical Transmission Segment or Transmission Allocation
	Transmission Service Provider, Scheduling Entities (Intermediate BAs), Transmission Customer

	Any allowable correction to a Physical Load Segment
	Sink BA, Load Serving Entity

	Any allowable correction to a Market Segment
	Purchasing-Selling Entity


Approval Rights over the transaction remain as established in NERC/NAESB Standards.   Entities impacted by corrections that are required to approve the transaction must be alerted to the correction.

NERC/NAESB Standards contain additional information regarding the processing of corrections.   

1.6.2.3 Distributing a Profile Change Request

Profile Change Requests are distributed to all entities that received the original e-Tag. Depending on the type of change requested, the parties required to approve the request may vary.  NERC/NAESB Standards describe the entities required to evaluate the modification and the criteria they should use in their evaluation.  

Erroneous Current Level Warning

It is possible that in certain situations, the information supplied regarding Current Level in a DistributeProfileChangeRequest may be incorrect.  Specifically, if there are multiple Requests to change the profile being evaluated at the same time, it may be possible that one or more of the specified current levels in those requests may be dependent upon the Resolution of another Request and subject to change.

It was the opinion of the TISWG that the likelihood of this problem was relatively minimal.  In order for this situation to occur, there must be a request to set a Market Level or Reliability Limit, followed immediately by a request to raise the other level (Reliability or Market).  Alternately, if Requests are approved out of order, other confusions may exist.

Currently, the DistributeResolution method will supply the proper current level as each request is approved.  This type of implementation will ensure that at any point in time, the e-Tag system will always have an accurate reflection of the Current Profile of the tag.

However, the TISWG  recognized the need to provide measures for dealing with this problem, and offered the following suggestions to vendors and users:

· To the extent possible, Requests should be processed in the order in which they were MADE (not necessarily received)

· Vendors are encouraged to develop GUIs that provide users with warnings of pending Requests that may conflict

1.6.3 Request Actions

1.6.3.1 Approving and Denying Requests

Approval entities will use a variety of methods, consistent with NERC/NAESB Standards, to determine whether an e-Tag Request should be approved or denied. This is true for both New Tag Requests and for any subsequent Profile Change Requests.  Approval entities must actively approve or deny all requests within a specified request evaluation period.

NERC/NAESB Standards provide details on the timing requirements under which requests should be made and evaluated.

When an approval entity decides to approve or deny a Request, the entity utilizes its Approval action to change  the Approval State to “APPROVED” or “DENIED”,.

An approval entity has the option to change its Approval State at will, until the Request State has reached a final state.

If the entity wishes to indicate that it is reviewing a request, but will not have an answer for some time, the entity can elect to change its Approval State to “STUDY”.  The action of placing an e-Tag in a “STUDY” state does not extend the approval window. The Approval Entity must still act in a timely manner to set the approval state to “APPROVED” or “DENIED” before the request evaluation deadline has passed.

The Authority collects these approval States and uses the indicated dispositions to determine transaction request implementation and rejection.  NERC/NAESB Standards describe the manner in which an Authority determines the resolution of a particular pending request. Once an e-Tag has reached a final state, all parties are informed of the resolution 

1.6.3.2 Withdrawing a Request

For both New Tag Requests and Profile Change Requests, the request initiator may withdraw the request at any time up until the request has reached a final state.  If a request has already been IMPLEMENTED, then that request cannot be WITHDRAWN. Instead, the desired change must be implemented through a new Profile Change Request, subject to the applicable timing and approval process.

In order to withdraw a request, the initiator uses its Agent to send a request to the Authority to withdraw the request. Upon timely receipt of the WITHDRAW request, the Authority will consider the request DEAD and process that event accordingly, distributing notification of the request state change to all parties.

The only party that may withdraw a request is the original initiator of a request or holder of the initiator’s Security Key.  No request may be withdrawn without a valid Security Key.

Should an entity wish to back out of an Implemented e-Tag prior to its start, that entity must submit a request to set both the energy and transmission allocation profiles to zero.  

1.6.4 Information Distribution

1.6.4.1 Distribution of Request Approval State

When a significant status change occurs (as defined in section 3.6.4.1), the Authority responsible for the e-Tag will notify all parties of that change.  By doing so all parties are advised of the current disposition of the e-Tag.  In the case of entities electing to deny a New Tag Request, the Tag Author may attempt to correct the e-Tag in order to satisfy the needs of the denying party.

1.6.4.2 Distribution of Request Resolution

When the final disposition of a request has been determined (e.g., IMPLEMENTED,  DEAD, etc.), the Authority responsible for the e-Tag will notify all parties electronically of the request’s resolution.  By doing so , all parties are advised that they should either implement or discard the request. .

1.6.4.3 Distribution of Potential TLR Profile Change

Warning notifications of Potential TLR Profile Change are distributed electronically to each Purchasing-Selling Entity listed on the e-Tag.    These notices are preliminary, and may not reflect final curtailments.  

Warnings of Potential TLR Profile Change are issued at the time a Reliability Coordinator requests a set of curtailments, but prior to the final confirmation and issuing of those curtailments by the RAS.  These warnings can be used by market participants to prepare for curtailments.  The warnings may also be used by market participants to proactively modify their transactions in ways that address the reliability needs of the system without compromising the financial positions of the marketplace.

1.6.5 Query Functions

Queries may not be abused though excessive querying.  General rules for this functionality are as follows:

· No service may query for the same data more than once (1) per minute

· Querying may NOT be considered a replacement for the requirement to have a dedicated listener for inbound information distributions. Services that observe behavior counter to these requirements may ignore such requests if the processing of those requests represents a threat to the integrity of the system.  Prior to ignoring the requests, contact must be made with the offending entity and resolution be attempted.  If the attempts to resolve the issue fail, the recipient of the requests may block those requests, provided.  

· The processing of those requests represents a real, documentable threat to the integrity of the system,

· The threat is fully documented (i.e., processor logs, customer complaints, etc…)

· That recipient has met the above minimum requirement, and

· The attempt to address the problem has been documented as well (i.e., E-Mails, Telephone recordings, etc…). 

Some queries are processed through two-part messages, or asynchronous messages.  In these types of messages, a query is made, and the recipient acknowledges receipt of the query, but does not respond immediately.  The connection between the systems is broken, and the recipient processes the message.  Upon completion of the processing, the recipient issues a callback message to the original query author and provides the results of the processing.  In this manner, the recipient of the query may manage the processing of such queries more efficiently without threat to the integrity of the system (due to long complex queries that may take significant time and resources to process).  

1.6.5.1 Querying for Tag Summaries

Any registered entity (PSEs, BAs, TSPs, Reliability Coordinators, etc.)  may query Tag Authorities for a list of Tag Summaries for a specified period of time for e-Tags in which they participate.  Query parameters allow the ability to Retrieve Tag Summaries that:

· were created/last modified during a specified period of time, OR

· have a profile with the first start/last stop intersecting the specified period of time.

e-Tag data may be retrieved for past, current, or future time ranges. This method is intended to be used for emergency operational e-Tag recovery, and is not designed to be used for continuous real-time polling. The duration of the specified time period must not be greater than 24 hours.  Entities can only retrieve e-Tag information through a listener registered for the entity they represent. Querying for Tag Summaries is an Asynchronous message.

1.6.5.2 Querying for a Tag

Any registered entity (PSEs, BAs, TSPs, Reliability Coordinators, etc.) may query for the current data set that describes an e-Tag from the Authority.   Entities can only retrieve e-Tag information for which they have presented valid security keys.

1.6.5.3 Querying for Tags

Any registered entity (PSEs, BAs, TSPs, Reliability Coordinators, etc.) may query for a set of data that describes several e-Tags from the Authority.  Entities can only retrieve e-Tag information for which they have presented valid security keys (or, for Asynchronous message, must have a listener registered for the entity they represent).  Queries for multiple e-Tags are processed through Asynchronous messages.

1.6.5.4 Querying for a Tag’s History

Any registered entity (PSEs, BAs, TSPs, Reliability Coordinators, etc.) may query the Authority for a list of all of the methods that have been applied to a single e-Tag. This query allows a participant to re-construct the complete set of actions that were taken against an e-Tag.   Entities can only retrieve e-Tag information through a listener registered for the entity they represent.  Queries for multiple Tags are processed through Asynchronous messages.

1.6.5.5 Querying for Request IDs

Any registered entity (PSEs, BAs, TSPs, Reliability Coordinators, etc.) may query an Authority for a list of Request IDs, in order to verify synchronization with the Authority’s log of requests.  Should an entity discover that they are not synchronized with the Authority then, this listing of Request IDs may be used to query an Authority node for the corresponding Request messages.  The default behavior of the Authority node is to return all Requests grouped by Request State (e.g., PENDING, IMPLEMENTED, DEAD, etc.) and ordered by original send time.  An entity may ask that the listing be filtered based on one or more Request States.  Once the Request ID listing has been retrieved, an entity may query the Authority node and retrieve sets of Request messages.

A Request ID listing may be used in two ways.  The first is to notify an entity of requests they need to retrieve after communication failure.  The second is for an entity to determine for itself which requests it needs after missing requests are detected.  In either case, the Authority node may determine based on network traffic and the absence of messaging faults the number of Requests that may be retrieved at one time.

Entities can only retrieve e-Tag information for which they have presented valid security keys.

1.6.5.6 Querying for a Specific Request

Any registered entity (PSEs, BAs, TSPs, Reliability Coordinators, etc.) may query the Authority for a copy of a specified request. This query allows a participant to recover from missed requests against an e-Tag due to network or system failure. Entities can only retrieve e-Tag information for which they have presented valid security keys.

1.6.5.7 Querying for a Specific Request’s State

Any registered entity (PSEs, BAs, TSPs, Reliability Coordinators, etc.) may query the Authority for the States of a specified request. This query allows a participant to recover from missed requests against an e-Tag due to network or system failure. Entities can only retrieve e-Tag information for which they have presented valid security keys.

1.6.5.8 Querying for Service Availability

Any registered entity (PSEs, BAs, TSPs, Reliability Coordinators, etc.) may use the QueryAvailability message to query any tagging service regarding its availability to process messages. For purposes of enforcing the restriction that "no service may query for the same data more than once (1) per minute", QueryAvailability messages sent to the same URL are considering to be querying for the same data, even if the ToEntity code is different in the messages.

Section 2 -  Tag Agent Functional Requirements

2.1 Introduction

All Purchasing-Selling Entities (PSEs) and any other parties responsible for submitting Arranged Interchange shall communicate the necessary information via the Agent. The Agent shall comply with all functional requirements set forth in this document. Users may elect to comply with these Agent requirements using internally developed hardware/software, third party developed hardware/software, or third party subscription type services.

The Agent shall provide facilities to:

· Accept and validate input e-Tag data from the user.

· Generate all XML necessary to completely specify the transaction as defined in the Tag Data Model based on user input data.

· Assign and maintain the correspondence between each transaction’s Tag ID and Tag Author’s Security Key.

· Identify the Authority associated with the registered Sink Balancing Authority in the transaction and electronically communicate the Tag ID, Security Key, and associated e-Tag data to that Authority.

· Receive unsolicited information messages regarding e-Tags that they are a party to but for which they have no direct approval rights.

· Query Authorities for the current State of each transaction submitted by the user (or transaction to which the user has both Tag ID and Tag Author’s Security Key).

· Provide the means for the user to correct any pending transaction submitted by the user (or transaction to which the user has both Tag ID and Tag Author’s Security Key).

· Provide the means for the user to withdraw any pending transaction or request submitted by the user (or transaction to which the user has both Tag ID and Tag Author’s Security Key).

· Provide the means for the user to modify any existing transaction submitted by the user (or transaction to which the user has both Tag ID and Tag Author’s Security Key).

· Receive unsolicited information from the other e-Tag services regarding e-Tag updates, curtailment warnings, etc.

Information systems designed to provide more than one e-Tagging service (e.g., Tag Agent and Authorities) are free to use any internal or proprietary mechanisms to convey e-Tag information between those functional services, but must still comply with all technical standards and protocols related to the exchange of transaction information with e-Tagging services provided by (or for) others.

[is this requirement outside of the spec?  How is it enforced?]

2.2 Registry Usage

The Agent shall be responsible for maintaining an updated list of all registered entities whose identities must be uniquely specified in connection with the arrangement of an Interchange Transaction. The Registry of all such entities shall be maintained and available for downloading from the NERC web site. The Agent shall supply a procedure to allow updates from the Registry on demand as well as on a prescheduled interval.  The Registry shall be in a format defined in a document posted on the NERC web site.

The Agent must support the receipt of unsolicited messages sent by Authorities. To enable the delivery of these messages, the user must register the appropriate service identification information in the Registry and be capable of receiving e-Tag messages.

2.3 Tag Data Entry and Viewing

The Agent shall provide a mechanism for the user to input, edit, and view e-Tags, as well as perform all other functional requirements described herein. The exact nature of this user interface is beyond the scope of this document, with the exception that the user shall have the facilities to supply all transaction related information necessary to create complete, valid e-Tags, as well as the interfaces to view those e-Tags.

2.3.1 Tag ID Creation 

Each e-Tag submitted for approval to any Authority by the Agent shall be identified by a Tag ID. This Tag ID must not be identical to any used previously to represent transactions with effective stop dates less than one year in the past.  See Section 1.4.2.1 “Tag IDs”.

2.3.2 Security Key Creation 

A unique Security Key shall be associated with the initial transmission of a Tag from the Agent to the appropriate Authority. The Agent shall be responsible for generating this Security Key consisting of a unique 12 character token. All subsequent messages exchanged between the Agent and Authority in regard to this Tag shall refer to both the Tag ID and Security Key assigned by the user’s Agent.  See Section 1.4.2.2 “Security Keys”.

2.4 Date and Time Handling

The Agent shall be responsible for the conversion of all date and time related input fields to Universal Coordinated Time (UTC) prior to information being exchange with any other service. Valid times during the day shall be from 00:00:00 to 23:59:59. The Tag Agent user interface is free to accept and manage the conversion of any appropriate date/time formats at the discretion of the service provider. The internal representation of date and time within the Tag Agent is also entirely at the discretion of the service provider. However, all electronic transmittal of data shall be in UTC time.

2.5 Data Validation

The Agent shall ensure that all data elements in a communication are legitimate and that no syntax or validation rules have been broken.  

2.6 Function Implementation

The Agent is responsible for being able to call the following methods:

· RequestNewTag

· RequestCorrection

· RequestProfileChange

· WithdrawRequest

· QuerySummaries

· QueryTag

· QueryTags

· QueryHistory

· QueryRequestIDs

· QueryRequest

· QueryStatus

· QueryAvailability

And process the following methods:

· DistributeNewTag

· DistributeCorrection

· DistributeProfileChange

· DistributeState

· DistributeResolution

· DistributePotentialTLRProfileChange

· CallbackSummaries

· CallbackTags

· CallbackHistory

· QueryAvailability

Semantics, including calling and processing rules are described in detail in the following sections.

2.6.1 Initiating a Request

The following procedure should be used to validate and process a new Tag Creation request:
· Write the new request and encode it in a valid XML format (as described by the latest e-Tag schema).

· Look up (in the NERC registry) the tag authority URL associated with the load control area on the tag.  Send the XML message created during the first step to this URL as the payload of an HTTP message, and wait for the response.

· If the submission fails or the response contains fault or error messages, do not automatically retry the submission.  Log the error and correct the problem before attempting resubmission.  If the response succeeds, then process any data returned by the tag authority.
2.6.1.1 Submitting a New Tag Request

Write Request – The Tag Author must write a complete representation of the transaction being tagged, as defined in NERC/NAESB Standards and the Data Model.  The Author must also provide any additional parameters necessary to successfully call the RequestNewTag method.  The Tag Agent may elect to automate the provision of some of these parameters (i.e., Security Key, Tag Code, etc…).  A new Tag Request must specify a proper Base Profile, as described in section 6.2.4.2.1. Specifically, Agents must submit all appropriate profiles, but are not allowed to submit Current Level profiles. All Correction IDs must be set to zero in the new Tag Request. 

Verify Semantics – the following rules must be met in order to constitute a valid request:

· The rules described in the Data Model and Method Descriptions sections must not be violated

· The e-Tag being sent must not contain a Profile representing a transaction starting

more than 48 hours in the past.

· Should the request not be valid, the Tag Author must be informed of the error(s) by the Tag Agent and provided with an opportunity to rectify the violation. 

Store Reference Number – The Authority will assign the new e-Tag a reference number, through which the Tag Author may query for State.  All new e-Tag requests will receive a request ID of zero (0).

2.6.1.2 Submitting a Correction Request

Write Request – The Tag Author is responsible for creating the e-Tag correction(s) if needed.  The Tag Author must also provide any additional parameters necessary to successfully call the RequestCorrection method.  The Tag Agent may elect to automate the provision of some of these parameters (i.e., Security Key, Tag Code, etc…).  When submitting a correction, the correction must contain all the necessary data to replace the existing data.  For example, a correction to an OASIS number must not only contain the OASIS number, but also the Transmission Allocation ID, a reference to the Parent Segment, the Product, and the associated Transmission Customer.

Verify Semantics – the following rules must be met in order to constitute a valid request:

· The rules described in the Data Model and Method Descriptions sections must not be violated

· Corrections may not be made to e-Tags that have reached a final state (e.g.,  IMPLEMENTED, DEAD, etc.)

· Corrections may not be made that violate the rules defined in NERC/NAESB Standards regarding appropriate use of correction

Should the request not be valid, the Tag Author must be informed of the error(s) by the Tag Agent and provided with an opportunity to rectify the violation. 

Store Reference Number – The Authority will assign each correction a number that is used to indicate the most recent correction to be applied to a specific segment or allocation (or set of such changes).  The Agent must record these numbers for later reference and integrity verification.

2.6.1.3 Submitting a Profile Change Request

Write Request – The Tag Author must write a complete representation of the Profile Change to the e-Tag. The Author must also provide any additional parameters necessary to successfully call the RequestProfileChange method.  The Agent may elect to automate the provision of some of these parameters (i.e., Security Key, Tag Code, etc…). Tag Authors are required to submit all necessary profiles to support the desired change(s); Authorities will not auto-generate upstream/downstream values as done during reliability limit setting. Tag Agents are not allowed to make changes to the Reliability limits. Furthermore, Tag Agents are not allowed to submit Current Level profiles, because these profiles are calculated by the Authority.

Verify Semantics – the following rules must be met in order to constitute a valid request:

· The rules described in the Data Model and Method Descriptions sections must not be violated

· Profile Changes can only occur once an e-Tag has transitioned to the composite state of IMPLEMENTED

· Profile Changes must not affect points in time more than one (1) hour in the past with the exception of DYNAMIC tags which must not affect points in time more than 48 hours in the past.

· Extensions must be received NO LATER than the last time specified in any profile in the e-Tag. e-Tags may NOT be extended once the e-Tag’s profile (including any previous extensions) has been completed.

Should the request not be valid, the Tag Author must be informed of the error(s) by the Tag Agent and provided with an opportunity to rectify the violation. 

Store Reference Number – The Authority will assign the Profile Change a request number through which the Tag Author may query for State.  That number will always be greater than zero (0).

Additional Function Implementation Details

It is possible for a Tag Author to supply changes to the transmission allocation when specifying a profile change.  The following rules should be noted:

· It is impossible to delete a transmission allocation.  If a reservation needs to be eliminated, its profile must be adjusted to zero.

· A new transmission allocation may be added at any time. This addition will result in the  creation of a new reservation allocation and new Base Profile.. The transmission allocation will NOT be added as an Exception Allocation since a previous Base Profile does not exist. ( See section 6.2.5 for more information on Allocation Profiles. )

· Should a Tag Author need to modify a transmission allocation then the Tag Author must specify the change in the same manner in which profile change or extension would be performed.  For example, if a request was made to extend an e-Tag for an additional hour (while intending to utilize the same transmission reservation as used in the previous hour), then an allocation exception would be inserted that specified the additional hour.

2.6.2 Request Distribution

The Agent only receives three types of Request Distribution – New Tag Request Distributions, Correction Request Distributions, and Profile Change Request Distributions.  
Upon receiving a distribution message, the agent software should decode, parse, and validate the XML message.  If the message doesn’t pass syntactic and semantic validation, then the agent must return a fault or error response to the sender.  If the message does pass validation, then the agent must return a success response to the sender.  Either way, the tag agent software is required to provide a valid XML response (success or failure) to the sender of any distribution message.

2.6.2.1 Processing a New Tag Request Distribution

New Tag Request Distribution messages must pass the following rules in order to be considered valid:

· The rules described in the  Data Model and Method sections must not be violated

· An e-Tag with the ID presented must not already exist on the Agent

2.6.2.2 Processing a Correction Request Distribution

Correction Request Distribution messages must pass the following rules in order to be considered valid:
· The rules described in the Data Model and Method Descriptions sections must not be violated

· Corrections may not be made to e-Tags that have reached their final state (e.g.,  IMPLEMENTED, DEAD, etc.)

· Corrections may not be made that violate the rules defined in NERC/NAESB Standards regarding appropriate use of correction

Upon receipt of a valid Correction Request Distribution, the Agent must take the following actions:

· Immediately replace the previously received information with the corrected information

· Alert the Agent Operator that the correction has occurred, highlighting the correction for their inspection

· Immediately consider re-setting any previous e-Tag assessment action  (APPROVED, DENIED, STUDY) of an approval entity that is impacted by the correction

2.6.2.3 Processing a Profile Change Request Distribution

New Profile Change Request Distribution messages must pass the following rules in order to be considered valid:

· The Tag ID Referenced in the message must be one held by the Agent

· The rules described in the Data Model and Method Descriptions sections must not be violated

2.6.3 Request Actions

2.6.3.1 Approving and Denying Requests

The Agent has no requirements with regard to Request Approval and Denial.

2.6.3.2 Withdrawing a Request

The following procedure should be used to withdraw a request:

· Write the withdraw message and encode it in a valid XML format (as described by the latest e-Tag schema).  The Message must include the Request ID provide by the Authority  at the time the request was made.  The request must also include the original Security Key for the transaction that was used in the Tag Creation message.

· Withdraw messages must not be sent for requests that have already reached a final state (IMPLEMENTED, DEAD, etc.).

· Look up (in the NERC registry) the tag authority URL associated with the load control area on the tag.  Send the XML message created during the first step to this URL as the payload of an HTTP message, and wait for the response.

· If the submission fails or the response contains fault or error messages, do not automatically retry the submission.  Log the error and correct the problem before attempting resubmission.  If the response succeeds, then process any data returned by the tag authority.

2.6.4 Information Distribution

2.6.4.1 Processing a Request Approval State Distribution

The following validation criteria should be checked when an Agent receives a Request Approval State Distribution message:
· The Tag ID Referenced in the message must be one held by the Agent

· The Security Key presented must be identical to the original Security Key provided at the time the Agent transferred the New Tag Request to the Authority

· The rules described in the Data Model and Method Descriptions sections must not be violated

2.6.4.2 Processing a Request Resolution Distribution

The following validation criteria should be checked when an Agent receives a Request Resolution Distribution message:

· The Tag ID Referenced in the message must be one held by the Agent

· The Security Key presented must be identical to the original Security Key provided at the time the Agent transferred the New Tag Request to the Authority

· The rules described in the Data Model and Method Descriptions sections must not be violated

When a request is resolved to a state of IMPLEMENTED, then it should be considered complete and the request data should be applied to the e-Tag.  When a request is resolved to DEAD, the data in the request should be disregarded.

2.6.4.3 Processing a Potential TLR Profile Change Distribution

The following validation criteria should be checked when an Agent receives a Potential TLR Profile Change Distribution message:

· The Tag IDs Referenced in the message must be held by the Agent

· The rules described in the Data Model and Method Descriptions sections must not be violated

Agents may elect to verify the validity of the Potential TLR Profile Change Distribution.  To do this, the Agent must send a Callback message to the RAS that issued the Potential TLR Profile Change Distribution.  The Callback must contain the same security key presented to the Agent as part of the original TLR Profile Change Distribution message.  If the Agent is unable to connect to the RAS or if the RAS replies with a Fault, the Agent should attempt to retry the message, as described in section 7.1.1.1.
2.6.5 Query Functions

2.6.5.1 Synchronous Queries

Synchronous Queries include the following:

· Query Tag

· Query RequestIDs

· Query Request

· Query State

· Query Availability

The following procedure should be used to initiate all synchronous queries:

· Write the query and encode it in a valid XML format (as described by the latest e-Tag schema).

· Look up (in the NERC registry) the tag authority URL associated with the load control area on the tag.  Send the XML message created during the first step to this URL as the payload of an HTTP POST message, and wait for the response.

· If the submission fails or the response contains fault or error messages, do not automatically retry the submission.  Log the error and correct the problem before attempting resubmission.  If the response succeeds, then process any data returned by the tag authority.

2.6.5.1.1 Query for a Tag

Agent must specify a valid Tag ID and the associated Security Key they used to submit the original New Tag Request.

2.6.5.1.2 Query for Request IDs

Agent must specify a valid Tag ID and the associated Security Key when submitting the original New Tag Request.  Optionally, the user may elect to filter request ID’s based on the resolution of the requests associated with the e-Tag (i.e., show only IMPLEMENTED Requests).

2.6.5.1.3 Query for a Request

Agent must specify a valid Tag ID and the associated Security Key when submitting the original New Tag Request, as well as the Request ID they wish to retrieve.

2.6.5.1.4 Query for a Request’s State

Agent must specify a valid Tag ID and the associated Security Key  when submitting the original New Tag Request, as well as the Request ID for the desired State information.

2.6.5.1.5 Querying for System Availability

Agent must specify a particular system for which to query availability - by both entity desk and e-Tag service (Agent, Approval, Authority, or RAS).

Agents should respond back to Queries for System Availability as follows:

· If the Agent is operating correctly, the Return Value should be SUCCESS.

· If the Agent is not operating correctly, the Return Value should be FAIL.

· If a known error is occurring, the Agent should indicate that error.

2.6.5.2 Asynchronous Queries

Asynchronous Queries include the following:

· Query Summaries

· Query Tags

· Query History

The following procedure should be used to initiate all asynchronous queries:

· Write the query and encode it in a valid XML format (as described by the latest e-Tag schema).

· Look up (in the NERC registry) the tag authority URL associated with the load control area on the tag.  Send the XML message created during the first step to this URL as the payload of an HTTP POST message, and wait for the response.

· If the submission fails or the response contains fault or error messages, do not automatically retry the submission.  Log the error and correct the problem before attempting resubmission.  If the response succeeds, then process any data returned by the tag authority.

· Wait for a response message from the tag authority.  The response message will be over a new HTTP connection (not part of the query submission described in previous steps).  The response will be sent to the Agent’s registered service URL, and will include the same security key used by the Agent to submit the query.  The Agent should perform syntactic and semantic validation on the query response message from the tag authority, and reply to the query response message with either a success reply or a Fault/Error reply.

2.6.5.2.1 Query Summaries

Agent must specify either an Active Range or a Last Modified Range for which the e-Tag summaries should be returned.  The Active Range is used to specify a range of time during which an e-Tag must have been “active” (i.e., start or end date/time of the e-Tag falls within the Active Range). The Last Modified Range is used to specify a range of time during which the e-Tag had a request made against it (New Tag Requests, Correction Requests, and Profile Change Requests).

Agent must also generate and specify a Security Key with which the Callback can be secured.

The following validation criteria should be checked when an Agent creates a Query Summaries message:

· The rules described in the Data Model and Method Descriptions section must not be violated

· The Range specified must not exceed twenty-four (24) hours. Authorities are only required to provide 24-hours of information in response to any single query.

The following validation criteria should be checked when an Agent receives a Query Summaries Callback message:

· The rules described in the Data Model and Method Descriptions sections must not be violated

· The Security Key presented must be identical to the original Security Key provided at the time the Agent transferred the Summaries Query to the Authority

2.6.5.2.2 Query Tags

The tag agent service must provide a list of Tag IDs and Security Keys for all tags to be queried.  Agent must also specify a Return Rate, which indicates how many e-Tags the Agent wishes to receive within each callback.  Missing security keys can be recovered using the Query Summaries message.  The User must also specify a separate Security Key for the query with which the Callback can be secured.  

Special Note: Query Tags may return more than one callback, depending on how the user configures their original query and how the Authority is configured.

The following validation criteria should be checked when an Agent receives a Query Tags Callback message:

· The rules described in the Data Model and Method Descriptions sections must not be violated

· The Tag IDs presented must match the Tag IDs requested in the original query

· The Security Key presented must be identical to the original Security Key provided with the original query

2.6.5.2.3 Query History

Agent must specify a valid Tag ID and Security Key.  The security key should be the same key that was used when creating the e-Tag (for tag authors), or the security key provided by the Authority through a Distribute message.  Missing security keys can be recovered using the Query Summaries message. 
The following validation criteria should be checked when an Agent receives a Query History Callback message:

· The Tag ID presented must match the Tag ID requested in the original query

· The Security Key presented must be identical to the original Security Key provided with the original query

· The rules described in the Data Model and Method Descriptions sections must not be violated

2.7 Availability and Performance

Availability and performance requirements are specified in NERC/NAESB Standards, as well as a description of what actions to take during a system outage to ensure transaction of business is not halted.

Section 3 -  Tag Authority Functional Requirements

3.1 Introduction

All entities responsible for performing the Balancing Authority (BA) function shall provide the necessary hardware, software, and/or services to implement the Tag Authority. The Tag Authority shall comply with all functional requirements set forth in this section. BAs may elect to comply with these Tag Authority requirements using internally developed hardware/software, third party developed hardware/software, or third party subscription type services.

The Tag Authority shall provide facilities to:

· Accept as input e-Tag data transferred in compliance with this document from any Agent.

· Provide immediate syntactical validation of the incoming data stream and respond accordingly.

· Identify all entities having approval rights over the transaction request, and transfer the request to the associated Approvals for evaluation

· Identify all entities entitled to an informational copy of the transaction request, and transfer the request to the associated Tag Agents and Approvals.

· Manage each request’s approver’s Approval States and overall Request State based on communication with the Tag Agent and Approvals.

· Verify the identity of each approval entity attempting to approve or deny a request based on the presented Tag ID and Security Key, and update the entity’s Approval State and the Request State, as appropriate.

· Provide facilities for overriding Approval States on the behalf of an Approving entity.

· Verify the identity of each requesting entity attempting to make a request based on the presented Tag ID and Security Key, and create[?] the request as appropriate.

· Generate notification messages to Approvals and Agents as appropriate.

· Respond to inquiries for transaction information made by Tag Agents or Approvals.

· Store all e-Tags, to be available for on-line querying and access, for at least ninety (90) days after the stop date/time in the e-Tag.

Information systems designed to provide more than one e-Tagging service (e.g., Authority and Approvals) are free to use any internal or proprietary mechanisms to convey e-Tag information between those functional services, but must still comply with all technical standards and protocols related to the exchange of transaction information with e-Tagging services provided by (or for) others.

3.2 Registry Usage

The Authority shall be responsible for maintaining an updated list of all registered entities whose identities must be uniquely specified in connection with the arrangement of an Interchange Transaction. The Registry of all such entities shall be maintained and available for downloading from the NERC web site. The Authority shall supply a procedure to allow updates from the Registry on demand or on a prescheduled interval. The Registry shall be in a format defined in a document posted on the NERC web site.

Each BA shall provide the necessary information to identify in the Registry who serves as their Tag Authority when that particular BA is referenced as the Sink BA in an e-Tag.

3.3 Tag Data Entry and Viewing

The Authority is primarily an automated manager of data that should require little manual intervention. However, certain events may require user interaction. To this end, The Authority shall provide a mechanism for a user to view e-Tag requests and directly modify/override entity Approval States, as well as perform all other functional requirements described herein. The exact nature of this user interface is beyond the scope of this document; with the exception that the user shall have the facilities to view all information (as described in this document) contained in a valid e-Tag.  

3.3.1 Approval State Override

As required above, Approval States may be overridden by the Authority operator.  Such overrides must occur within the normal bounds of the state management logic:

· Approval States cannot be overridden for requests that have already reached a final state (i.e, IMPLEMENT, DEAD, etc.)

· Overrides must be treated exactly the same as if the approver had set the Approval State (i.e., if a state setting would normally move the request to a state of IMPLEMENT, then an override to the same state must have the same result).

The ability to override Approval States must only be utilized in the event that the entity whose state is being overridden has requested the Authority operator to do so due to communication or system failure.

3.3.2 Security Keys

The Authority shall be responsible for managing Security Keys associated with e-Tag requests.   Security Keys for Agents are chosen by the Agent itself; all other Security Keys (with the exception of the IDC Security Key described below) are assigned and managed by the Authority.

Each Authority shall be assigned a unique IDC Security Key to be used when communicating with the IDC. All communications with the IDC must use this IDC Security Key in order to be considered valid. The IDC will reject any messages without a valid IDC Security Key. The IDC Tag Key must be considered confidential.

3.4 Date and Time Handling

The Authority shall be responsible for the conversion of all date and time related input fields to Universal Coordinated Time (UTC) prior to information being exchanged with any other service. Valid times during the day shall be from 00:00:00 to 23:59:59. The Authority user interface is free to accept and manage the conversion of any appropriate date/time formats at the discretion of the service provider. The internal representation of date and time within the Authority is also entirely at the discretion of the service provider. However, all electronic transmittal of data shall be in UTC time.

3.5 Data Validation

The Authority shall ensure that all data elements in a communication are legitimate and that no syntax or validation rules have been broken.  

3.6 Function Implementation

The Authority is responsible for being able to call the following methods:

· DistributeNewTag

· DistributeCorrection

· DistributeProfileChange

· DistributeStatus

· DistributeResolution

· CallbackSummaries

· CallbackTags

· CallbackHistory

And process the following methods:

· RequestNewTag

· RequestCorrection

· RequestProfileChange

· SetState

· WithdrawRequest

· QuerySummaries

· QueryTag

· QueryTags

· QueryHistory

· QueryRequestIDs

· QueryRequest

· QueryStatus

· Query Availability

Semantics, including calling and processing rules are described in detail in the following sections.

The Authority is also responsible for Request State Management, as described in section 1.3.4.2 and 1.3.4.3.  Passive State settings due to time elapse are also the responsibility of the Authority.

3.6.1 Initiating a Request

3.6.1.1 Processing a New Tag Request Submission

The security key presented with the Request Tag message will be used by the Tag authority for all future messages from/to the tag author for this Tag.  Authority must compare the e-Tag’s start time to the NERC/NAESB Standards timing guidelines.  The e-Tag is considered to be LATE or on time as per those guidelines.

The following validation criteria should be checked when an Authority receives a Request Tag message:

· The rules described in the Data Model and Method Descriptions sections must not be violated

· A Tag with the ID presented must not already exist on the Authority

· If a Transmission Segment’s POR or POD is listed as a DC Tie facility, then the associated Balancing Authority for that DC Tie must be listed as a Scheduling Entity for that Transmission Service Provider.

· A New Tag Request may not create an e-Tag that starts more than 48 hours in the past.  

Once a Tag Creation request passes validation, the Authority must store the Tag in its local data store and identify it as a Pending Request.  In so doing, it must generate the appropriate “Current Level” profile to be included with the request for distribution.  For each supplied base profile, the Current base profiles will be generated.  For all transactions and all profiles, the Current Level  is equal to the specified Market Level.  This shall be specified by adding the Profile Type of “CURRENTLEVEL” to the profile supplied by the tag author.  

The Tag Authority must then build the distribution table for the Tag.  Details follow in the section below.  Once the distribution list has been determined, the Authority must distribute the Tag to the appropriate parties.

3.6.1.1.1 Identifying the Distribution List

Tag Authorities must determine the distribution list for a Tag.  The distribution list is comprised of the following entities as listed on the Tag:

· The Tag Author

· The Generation Providing Entity (Merchant)

· The Load Serving Entity

· All Intermediate Purchasing Selling Entities (Title Holders)

· All Transmission Customers

· The Balancing Authority in which the generation is located (Source BA)

· The Balancing Authority in which the load is located (Sink BA)

· All Transmission Service Providers

· All Scheduling Entities for those Transmission Service Providers

· All Reliability Coordinators listed in the Registry as being associated with the Source BA, Sink BA, and intermediate BAs.

In order to determine a Service URL for the above entities, the following rules must be used:

· For GPEs, LSEs, and Transmission Customers, there will be potentially two entries. The first Service URL will be the entity’s registered URL for their Agent service.  The second Service URL will be the entity’s registered URL for their Approval service.

· For intermediate PSEs, the Service URL will be the entity’s registered URL for their Agent service.

· For all other entities, the Service URL will be the entity’s registered URL for their Approval Service.

· For the GPE, LSE, and Transmission Customer, approval rights may be held, delegated, or waived.  When holding rights, the Service URL is based on the registered approval URL for that entity. When delegating rights, the Service URL is based on the approval URL of the alternate entity specified for the specific source/sink in the tag; this delegation always supersedes that specified as the registered approval URL for the GPE/LSE/TC.  If the delegated entity is not already in the distribution list, the entity must be added. When waiving rights, the entity will have explicitly not listed an approval service in their registration or that of the source/sink.

No duplicate entities may be in the distribution list.  A duplicate is defined as entities sharing both the same entity type (BA, TSP, PSE, RC),  NERC Acronym, Service Type (i.e., Agent, Approval, Authority),  and Service URL. Any entity that does not have a registered Service URL shall be removed from the distribution list, and any approval rights waived. Each entity will have a record in the list, identifying their Delivery URL for the transaction. A record in the list should have the following general format:

	Tag ID
	Request ID
	Entity Code
	Service Type
	Service URL


3.6.1.2 Processing a Correction Request Submission

The following validation criteria should be checked when an Authority receives a Request Correction message:

· The rules described in the Data Model and Method Descriptions sections must not be violated

· The Security key presented must be identical to the key presented to the Authority at the time the e-Tag was originally submitted by the Agent.

· Only the Tag Author may issue a correction

· Corrections are only allowed for e-Tags that are in a PENDING state.
· Only certain items may be corrected on an e-Tag.  Specifically, the following are NOT allowed:

· Addition or removal of any entity from the transaction path (both financial and physical)

· Changes to the Energy profile (changes to the transmission allocations are acceptable)

· Reassignment of a Transmission Allocation to a new Parent

· Addition or Removal of any Scheduling Entity

Once a Correction Request passes validation, the Tag Authority should determine whether or not it is Late by comparing the Correction Request submission time and the Tag start time with the timing criteria listed in the NERC/NAESB Standards timing guidelines.  The Authority must then assign an incremental unique number to the correction, and each item being corrected must be updated to reflect this number. The first correction must be considered correction ID one (1). The response must contain references to the versions of the corrected segments.

The Authority must REPLACE the data in its current store with the new correction data.  Any entity impacted by the correction (as defined in Section 1.6.1.3) must have their approval State reset to PENDING and be informed of the change through Correction Request Distribution.

3.6.1.3 Processing a Profile Change Request Submission

The following validation criteria should be checked when an Authority receives a Request Correction message:

· The rules described in the Data Model and Method Descriptions sections must not be violated

· The Security Key presented must be identical to the key associated with the Profile Change requester.  For the Tag Author, this will be the Security Key presented to the Authority at the time the e-Tag was originally transferred by the Agent.  For Tag Approvers, the key will be the Security Key assigned by the Authority at the time the new e-Tag was originally transferred to the Approval.  

· Profile Change Requests are only allowed for e-Tags that have been IMPLEMENTED

· Profile Change Requests may only change hours that are at the EARLIEST one (1) hour in the past.  

· Profile change requests may not be made to extend an e-Tag once the e-Tag’s profile has been completed (i.e., current time is equal to or later than the last date/time specified in the e-Tag).

· Reliability Limits may be set and cleared for any duration.

· Only certain entities may change certain profile values. The description of which entities may change what values is contained in Section 1.6.1.3.

Once a Profile Change Request passes validation, the Tag Authority should determine whether or not it is Late by comparing the Profile Change Request submission time and the Profile Change start time with the timing criteria listed in the NERC/NAESB Standards timing guidelines.  
If the request changes the reliability limit, then the Tag Authority must calculate the correct MW values to use for all profiles except for the source profile (which is included in the Profile Change message).. The process for calculating the downstream profiles is done in three steps: Loss Percentage, Carry Forward, and the New Limit calculation. The first step is to calculate the Loss percentage supplied by the creator of the original e-Tag. This is done by applying the specified formula, for the day the curtailment is effective.
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To minimize overpayments or underpayments when calculating the POD Megawatt profile under a curtailment a CarryForward concept is used to ensure that the delivering party is not over-charged with losses for the transaction.  The starting value of CarryForward will always be zero. Afterwards, the CarryForward value must be re-calculated each hour or part of an hour for which a new curtailment has been applied to the profile.
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After the first calculation of the NewLimit, a CarryForward will exist and should be calculated as:
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Afterwards, curtailment should use the CarryForward value to calculate the new limit as :
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Example:

Daily MWh POR = 100 MW

Daily MWh POD = 97  MW

SpecifiedLimit (Curtailed to) = 50 MW
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Second Curtailment occurs to 40 MW
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If a Reliability Limit Clearing is applied, then reliability limits for all periods following the start of the Clearing through the end of the clearing are set to null and the limits erased.

Once the downstream reliability profiles have been created, the Authority must generate the appropriate “Current Level” exception profiles to be included with the request for distribution.  This exception profiles must only reflect the hours changed, NOT the entire transaction. The current exception profile will always be generated based on the following rules:

For PSE-Originating Market Changes:


For each supplied Exception Profile

· The Exception Current Level is set to the lesser of the effective Reliability Limit for the profile and the Exception Market Level.  Effective Reliability Limit is defined as the current Exception Reliability Limit if one exists; if none exists, then the Reliability Limit is assumed to be infinite.

For Source BA/TSP/Sink BA-Originating Reliability Changes:

For Generation Profiles:

· The Exception Current Level is set to the lesser of the effective  Market Level for the profile and the specified Exception Reliability Limit. Effective Market Level is defined as the current Exception Market Level if one exists; if none exists, then the Market Level is assumed to be the originally specified Base Market Level.
For each POR, POD, and Load Profile:

· The Exception Current Level is set to the lesser of the effective  Market Level for the profile and the previously calculated Exception Reliability Limit. Effective Market Level is defined as the current Exception Market Level if one exists; if none exists, then the Market Level is assumed to be the originally specified Base Market Level Exception 
For any Exception Profile where the Current Level is equal to the Base Current Level, the Exception Profile must be eliminated.  This is intended to reduce redundant data exchange.

Additional Implementation Details 

It is possible for a Tag Author to supply changes to its transmission allocation when specifying a profile change.  The following rules must be noted:

· It is impossible to delete a transmission allocation.  If a reservation needs to be eliminated, its profile must be adjusted to zero.

· A new transmission allocation may be added at any time.  In so doing, a new reservation allocation and new Base Profile will be added.  The reservation allocation will NOT be added as an exception allocation, as no previous base exits to be modified.

· Should a Tag Author need to modify an allocation, the changes must be specified in the same manner in which profile change or extension would be processed.  For example, if a request was made to have a transaction for an additional hour, and the requestor desired to use the same reservation that was used for the previous hour, an allocation exception would be inserted that specified the additional hour.

Following this modification of the allocation the ChangeRequest is distributed to all appropriate parties.

3.6.2 Request Distribution

The following procedure should be used when sending Request Distribution messages:

· Encode the new request in a valid XML format (as described by the latest e-Tag schema).

· Look up (in the NERC registry) the tag authority URL associated with the intended recipient of the distribution message

· If the submission fails or the response contains fault messages, attempt to resend the message using the process described in section 7.1.1.1.

· Set the delivery status to an appropriate value indicating whether or not the message was successfully delivered to the intended recipient.  Appropriate values are DELIVERED (no errors), COMMFAIL (couldn’t contact the message recipient) and INVALID (an error was returned by the message recipient)

Identifying the Entities with Approval Rights

Some of the entities in the Distribution List will have Approval Rights over the various requests, while others will have only viewing rights.  The rules for determining who has Approval Rights to each request are defined in Section 1.6.2.1 of this document.

This RequestApprovalRights list will be used in generating the appropriately formatted distribution messages for delivery to the various distribution entities, as well store local State information about each entity.  Each entity will have a record in the list, defining their Delivery State, Approval State, and State Type.  Initial delivery state (before delivery has been attempted) should be set to PENDING.  A record in the list should have the following general format:

	Tag ID
	Request ID
	Entity Code
	Delivery URL
	Delivery State
	Approval State
	State Type


Each request requiring Approvals (New Tag Request, Profile Change Request) must have a data set of this type associated with it.  Entities with Approval rights will have their Delivery State set to QUEUED, their Approval State set to PENDING, and their State Type set to NA.  

Entities without Approval Rights will have their Delivery State set to QUEUED, their Approval State set to NA, and their State Type set to NA.   

An entity authoring a request will be assumed to have implicitly approved that request  and as such, will have their Delivery State set to QUEUED, their Approval State set to APPROVED, and their State Type set to ACTIVE.  The entity will, however, retain rights to set their Approval Status (i.e., if they wish to deny their own request, they may do so).

Entities with Approval Rights on a request are specifically instructed to take action on the e-Tag through the use of the ApprovalRights flag. 

The following diagram illustrates the logical process for distributing a request.  The explanation of the process rules are described immediately following the diagram.  Details regarding each specific type of distribution and how its handling varies from the standard process are described in the sections that follow.

Special Handling of Automatically Approved Cancellations

In certain cases, a Tag Author may request a Cancellation.  A Cancellation is defined as follows:

· All Market Level Profiles have been set to zero

· All Transmission Allocation profiles have been set to zero

· The request is received prior to the block accounting start of the e-Tag

If all these conditions are met, and the request is received within the NERC/NAESB Standards defined limits for automatic approval, the request may be approved immediately without any approval process.  In this case, the Tag Authority must set the Request State to IMPLEMENTED and distribute the request and subsequent resolution to all parties. 

3.6.2.1 Distributing a New Tag Request

All distributions must include the calculated current profile, as well as any market levels.   Distribution of a New Tag Request is handled as described in Section 3.6.2.

3.6.2.2 Distributing a Correction Request

Distribution of a Correction Request is handled as described in Section 3.6.2.

For entities impacted by the request, the Authority must set the IMPACT flag to TRUE.  For entities not impacted by the correction, the IMPACT flag must be set to FALSE.

In certain situations, it is possible for a Transmission Customer or Scheduling Entity to be added or removed.  Should such a case occur, the following process must take place:

1. Any Entities being removed must be sent the correction with the impact flag set to TRUE

2. Any Entities being removed must have their entries removed from the Distribution list

3. Any Entities being removed must have their entries removed from the RequestApprovalRights list

4. Any New Entities must have their entries added to the Distribution list

5. Any new customers must have their entries added to the RequestApprovalRights list.

Following the completion of these steps, the Correction must be distributed normally.

3.6.2.3 Distributing a Profile Change Request

All distributions must include the estimated current profile for the period being changed, as well as any market levels or reliability limit profiles for that period.  This distribution of the estimated current profile is intended to provide approvers not only with a proposed change, but the expected results of that change if the change is approved.
Distribution of a Profile Change Request is handled as described in Section 3.6.2.  If a Reliability Limit Clearing is being requested, then that limit clearing must be distributed to all entities.

3.6.3 Request Actions

3.6.3.1 Processing Request Approvals and Denials

The following validation criteria should be checked when an Authority receives a Request Approval or Denial message:

· The rules described in the Data Model and Method Descriptions sections must not be violated

· The Tag Id presented must represent a Tag currently held by the Authority

· The Request ID presented must represent a request currently held by the Authority

· The Security Key presented must be identical to the key assigned by the Authority at the time the new e-Tag was originally transferred to the Approval.

· The entity attempting to set State must be one of the entities having approval rights over the request.

· An Author of the State Setting must be specified

· State Settings are only allowed for requests that have not yet been IMPLEMENTED or are DEAD

· State Settings of DENIED or STUDY must be accompanied by reasons that explain why the specific state was chosen

· The entity attempting to set State must have the most recent correction of the data within its scope 

Once a Request Approval message passes validation, the Authority must store the State in its local data store and use it to identify when the Request must be marked as IMPLEMENTED or DEAD.  The State Type must be marked as “ACTIVE.” If a denial or study, the State information must be distributed to all parties.

In certain cases, the Authority Operator may be obligated to override a State request on the behalf of another entity.  Should this situation occur, the new State must be recorded and the State Type set to “OVERRIDE.”

3.6.3.2 Processing Request Withdrawals

The following validation criteria should be checked when an Authority receives a Withdraw Request message:

· The rules described in the Data Model and Method Descriptions sections must not be violated

· The Tag ID presented must represent a Tag currently held by the Authority

· The Request ID presented must represent a request currently held by the Authority.

· The Security Key presented must be identical to the key associated with the WithdrawRequest requester.  For the Tag Author, this will be the Security Key presented to the Authority at the time the e-Tag was originally transferred by the Agent.  For Tag Approvers, this will be the Security Key assigned by the Authority at the time the new Tag was originally transferred to the Approval.  

· The entity attempting to Withdraw must be the Author of the Request.

· A Withdrawal is only allowed for a request that has not yet been IMPLEMENTED or is DEAD

· A Withdrawal must be accompanied by a reason that explains why the Withdrawal was made.

Once a Withdraw Request message passes validation, the authority must set the request state to DEAD, and perform any other steps necessary to move the request to the DEAD state.

3.6.4 Information Distribution

Whenever a significant status event occurs as defined below, or a Request Resolution occurs, the Authority must notify all parties on the distribution list of the Tag regarding the change.  This notification aids in coordination and communication between the various entities involved with the transaction.  These notifications follow the same procedure used by the other Request Distribution messages, described in section 3.6.2.
3.6.4.1  Distribution Distribution of Request Approval State

 A significant status event (an event triggering a State Distribution) is defined as one of the following:

· An Approver sets their State to DENIED, STUDY or APPROVED

· The Authority sets a Delivery state to INVALID or COMMFAIL

The distribution must contain the State of ALL entities with approval or viewing rights over the request.

When a distribution is triggered, the Authority must wait five (5) seconds to verify no other changes are made to the States associated with the request.  If such changes are made, the distribution must be updated to include those changes.  If the Denial or Study is overridden to APPROVED, the distribution must be aborted.

Distribution of a Request Approval State is handled as described in Section 3.6.4.  

3.6.4.2 Distribution of Request Resolution

The events triggering a Request Resolution Distribution are as follows:

· All Approvers have set their State to Approved, or

· The time for approval of the request expires, or

· A requester withdraws the request.

Given the above events, the following rules apply to determining the resolution of the request:

· If a requester has withdrawn the Request, the Request is DEAD.

· If all approvers have set their State to Approved, the Request is IMPLEMENTED.

· If time has expired and any Approver’ current State is Denied, the request is DEAD.

· If time has expired, and no Approver’s current State is Denied, and all Reliability Entity’s current State is APPROVED, the request is IMPLEMENTED.  

· The individual status of any Market Entity whose current State is PENDING will be set to APPROVED and the Type will be set to PASSIVE when the composite state of the e-Tag is IMPLEMENTED.

· If time has expired, and any Reliability Entity’s current State is not APPROVED, the request is DEAD.

Whenever a Request Resolution is distributed for an IMPLEMENTED request that modifies the e-Tag’s Current Level (based on the combination of the Base Profile and all Exception Profiles), the Distribute Resolution must contain a Resolution profile that indicates specifically the new Current Levels associated with the request’s exception profile.  For example, a denied Profile Change request would not require a resolution profile, but an approved Profile Change that represented a Termination would require one. The practice of not sending out resolutions on denied Profile Change is intended to ensure that the Tag reflects the true and accurate profile that is expected to be running at any given point in time. Requests that become DEAD do not have the Resolution profile included in the distribution of the Request Resolution.

Distribution of a Request Resolution is handled as described in Section 3.6.4. 

3.6.4.3 Potential TLR Profile Change Distributions

The Authority has no requirements with regard to the Distribution of Potential TLR Profile Changes.

3.6.5 Recovery Functions

3.6.5.1 Processing Synchronous Queries

Synchronous Queries include the following:

· Query Tag

· Query RequestIDs

· Query Request

· Query Status

· Query Availability

The following procedure should be used to process all synchronous queries:

· Decode the XML message and perform syntactic/semantic validation

· If the query passes validation return the requested data.  Otherwise return a fault or error message

3.6.5.1.1 Processing a Tag Query

The following validation criteria should be checked when an Authority receives a Query Tag message:
· The Tag ID Referenced in the message must be one held by the Authority

· The Security Key presented must be identical to the key associated with the querying party and must be associated with the Tag being queried.  For the Tag Author, this will be the Security Key presented to the Authority at the time the Tag was originally transferred by the Agent.  For Tag Approvers, this will be the Security Key assigned by the Authority at the time the new Tag was originally transferred to the Approval.  

· The rules described in the Data Model and Method Descriptions sections must not be violated.

3.6.5.1.2 Processing a Request Ids Query

The following validation criteria should be checked when an Authority receives a Query Request Ids message:

· The Tag ID Referenced in the message must be one held by the Authority

· The Security Key presented must be identical to the key associated with the querying party and must be associated with the Tag being queried.  For the Tag Author, this will be the Security Key presented to the Authority at the time the Tag was originally transferred by the Agent.  For Tag Approvers, this will be the Security Key assigned by the Authority at the time the new Tag was originally transferred to the Approval.  

· The rules described in the Data Model and Method Descriptions sections must not be violated

Once a Request IDs Query message passes validation, the authority should return the requested data ordered by request state and then by request creation time (oldest to most recent).

3.6.5.1.3 Processing a Request Query

The following validation criteria should be checked when an Authority receives a Query Request message:

· The Tag ID Referenced in the message must be one held by the Authority

· The Security Key presented must be identical to the key associated with the querying party and must be associated with the Tag being queried.  For the Tag Author this will be the Security Key presented to the Authority at the time the Tag was originally transferred by the Agent.  For Tag Approvers this will be the Security Key assigned by the Authority at the time the new Tag was originally transferred to the Approval.  

· The rules described in the Data Model and Method Descriptions sections must not be violated

3.6.5.1.4 Processing a Request State Query

The following validation criteria should be checked when an Authority receives a Query Request State message:

· The Tag ID Referenced in the message must be one held by the Authority

· The Security Key presented must be identical to the key associated with the querying party and must be associated with the Tag being queried.  For the Tag Author, this will be the Security Key presented to the Authority at the time the Tag was originally transferred by the Agent.  For Tag Approvers, this will be the Security Key assigned by the Authority at the time the new e-Tag was originally transferred to the Approval.  

· The rules described in the Data Model and Method Descriptions sections must not be violated

3.6.5.1.5 Processing Queries for System Availability

Authorities should respond back to Queries for System Availability as follows:

· If the Authority is operating correctly, the Return Value should be SUCCESS.

· If the Authority is not operating correctly, the Return Value should be FAIL.

· If a known error is occurring, the Authority should indicate that error.

3.6.5.2 Processing Asynchronous Queries

Asynchronous Queries include the following:

· Query Summaries

· Query Tags

· Query History

The following procedure should be used to process all asynchronous queries:

· Decode the XML message and perform syntactic/semantic validation

· If the query passes validation, queue the request for further processing and return a success response, otherwise return a fail response.

· Periodically read and process all queued queries.  For each query, send a new (callback) message to the registered URL of the party that submitted the query.  The callback message should contain the data that was requested by the previous Query message.
· If the callback message fails or encounters a fault response, attempt to resend the message using the process described in section 7.1.1.1.

3.6.5.2.1 Processing Tag Summary Queries

The following validation criteria should be checked when an Authority receives a Query Tag Summary message:

· The Range specified for the query must not exceed twenty-four (24) hours.  Systems may, at their option, reject any single query that indicates a desire for more than 24-hours of information.

· The rules described in the Data Model and Method Descriptions sections must not be violated

Once a Tag Summary Query message passes validation, the authority should return the requested data ordered from oldest to most recent based on the users search criteria (Date Active or Date Modified).  The security key used for the callback message should be the same security key that was used when the Tag Summary Query message was submitted.

3.6.5.2.2 Processing a Tags Query

The following validation criteria should be checked when an Authority receives a Query Tags message:

· The Tag Ids presented must be held by the Authority

· The Tag Keys associated with those Tag Ids must be valid keys associated with those Tags and with the querying entity

· The Return Rate must be greater than zero (0)

· The rules described in the Data Model and Method Descriptions sections must not be violated

Once a Query Tags message passes validation, the authority should return the requested data ordered by tag creation time from oldest to most recent.  Each callback message should contain one or more tags, but not more than the number of tags specified in the Return Rate field of the Query Tags message.  Each message may contain fewer than the requested number of tags.  The security key used for the callback message should be the same security key that was used when the Tag Summary Query message was submitted.

3.6.5.2.3 Processing a Tag History Query

The following validation criteria should be checked when an Authority receives a Query Tag History message:

· The Tag ID Referenced in the message must be one held by the Authority

· The Security Key presented must be identical to the key associated with the querying party and must be associated with the queried e-Tag.  For the Tag Author, this will be the Security Key presented to the Authority at the time the Tag was originally transferred by the Agent.  For Tag Approvers, this will be the Security Key assigned by the Authority at the time the new Tag was originally transferred to the Approval.  

· The rules described in the Data Model and Method Descriptions sections must not be violated

Once a Query Tags message passes validation, the authority should return the requested data ordered by Call Time Stamp (oldest to most recent).
3.7 Availability and Performance

Availability and performance requirements are specified in NERC/NAESB Standards, as well as a description of what actions to take during a system outage to ensure transaction of business is not halted.

Section 4 -  Tag Approval Functional Requirements

4.1 Introduction

All entities that may have “approval rights” over any Interchange Transaction shall provide the necessary hardware and software systems to implement the Approval. The Approval shall comply with all functional requirements set forth in this section. Approval entities may elect to comply with these Approval requirements using internally developed hardware/software; third party developed hardware/software, or third party subscription type services.

Approval shall be responsible for providing the following functions:

· Accept input e-Tag data transferred in compliance with this document from any Authority.

· Provide immediate syntactical validation of the incoming data stream and respond accordingly (i.e., provide for positive acknowledgement of receipt of the Tag).

· Communicate approval, denial, study, and adjustment information to the Authority managing the e-Tag in compliance with this document.

· Receive notification messages from the Authority.

· Query the appropriate Authority for the current State of each request submitted for approval.
Information systems designed to provide more than one electronic Tagging service (e.g., Authority and Approvals) are free to use any internal or proprietary mechanisms to convey Tag information between those functional services, but must still comply with all technical standards and protocols related to the exchange of transaction information with Tagging related services provided by (or for) others.

4.2 Registry Usage

The Approval shall be responsible for maintaining an updated list of all registered PSEs, Transmission Service Providers (TSPs), Balancing Authorities (BAs), and any other such entities whose identities must be uniquely specified in connection with the arrangement of an Interchange Transaction. The Registry of all such entities shall be maintained and available for downloading from the NERC web site. The Approval shall supply a procedure to allow updates from the Registry on demand or on a prescheduled interval.  The Registry shall be maintained in a format defined by NERC and/or the Registry Task Force.

The Approval must support the receipt of unsolicited messages sent by Authorities. To enable the delivery of these messages, the user must register the appropriate service identification information in the NERC Registry and be capable of receiving e-Tag messages.

4.3 Tag Data Entry and Viewing

The Approval is the main interface through which entities with approval rights to an e-Tag alert the e-Tag author and each other of their decisions to approve, deny, or change an e-Tag to reflect a valid representation of a scheduled transaction. To this end, the Approval shall provide a mechanism for a user to view, make changes, or modify the entity state(s), as well as perform all other functional requirements described herein. The exact nature of this user interface is beyond the scope of this document; with the exception that the user shall have the facilities to view all transaction related information (as described in the Data Model) necessary to represent a complete, valid e-Tag.

4.4 Date and Time Handling

The Approval shall be responsible for the conversion of all date and time related input fields to Universal Coordinated Time (UTC) prior to information being exchanged with any other service. Valid times during the day shall be from 00:00:00 to 23:59:59. The Approval user interface is free to accept and manage the conversion of any appropriate date/time formats at the discretion of the service provider. The internal representation of date and time within the Approval is also entirely at the discretion of the service provider. However, all electronic transmittal of data shall be in UTC time.

4.5 Data Validation

The Approval shall ensure that all data elements in a communication are legitimate and that no syntax or validation rules have been broken.  

4.6 Function Implementation

The Approval is responsible for being able to call the following methods:

· RequestProfileChange

· SetState

· WithdrawRequest

· QuerySummaries

· QueryTag

· QueryTags

· QueryHistory

· QueryRequestIDs

· QueryRequest

· QueryStatus

· QueryAvailability

And process the following methods:

· DistributeNewTag

· DistributeCorrection

· DistributeProfileChange

· DistributeState

· DistributeResolution

· CallbackSummaries

· CallbackTags

· CallbackHistory

· QueryAvailability

Semantics, including calling and processing rules are described in detail in the following sections.

4.6.1 Initiating a Request

The Approval may only issue one type of Request – the Profile Change Request. The following procedure should be used to validate and process a new Tag Creation request:

· Write the new request and encode it in a valid XML format (as described by the latest e-Tag schema).

· Look up (in the NERC registry) the tag authority URL associated with the load control area on the tag.  Send the XML message created during the first step to this URL as the payload of an HTTP message, and wait for the response.

· If the submission fails or the response contains fault or error messages, do not automatically retry the submission.  Log the error and correct the problem before attempting resubmission.  If the response succeeds, then process any data returned by the tag authority.

4.6.1.1 Submitting a Profile Change Request

When requesting a setting of the reliability limit, the Approver must only specify the profile at the generator; the Authority will calculate the remaining profiles for all other scheduling entities. The Approver must provide any additional parameters necessary to successfully call the RequestProfileChange method.  If requesting a clearing of reliability limits, the Approver must specify a start and a stop range for the clearing of the limit.  Approvals are not allowed to submit Current Level profiles, as they are calculated by the Authority.

The Approval may elect to automate the provision of some of these parameters (i.e.,  Security Key, Tag Code, etc…).  In some cases the Market Operators may specify Market Level Profile changes rather than  Reliability Limit Profile Changes. Specifying a Market Level Profile Change is completely acceptable provided the entity is a registered Market Operator and the modifying transaction sources or sinks in the Market Operator’s market.  Such use of the Market Level profile must ONLY be used by the Market Operator when market conditions are setting the flow of the transaction; reliability concerns must still be handled through the use of the Reliability limit.  Market Operators must provide full sets of profile changes (i.e., not only the profile at the Generator, but all profiles along the scheduling path as well).  Note: This section is subject to change with the addition of Market Operator Adjust feature.  

The following validation criteria should be checked when a Tag Approval service creates a Profile Change request message:

· The rules described in the Data Model and Method Descriptions sections must not be violated

· Profile Changes may not be made to Tags that have not been IMPLEMENTED
· The Profile Changes must not affect points in time more than one (1) hour in the past with the exception of DYNAMIC tags which must not affect points in time more than 48 hours in the past.

4.6.2 Request Distribution

The following procedure should be used to process all Request Distribution messages:

· Decode the XML message
· Perform any required validations

· If the Request Distribution passes validation, then return a success response, otherwise return fault or error as appropriate.

4.6.2.1 Processing a New Tag Request Distribution

Verify Semantics – the following rules must be met in order to constitute a valid New Tag Request Distribution:

· The rules described in the Data Model and Method Descriptions sections must not be violated

· A Tag with the ID presented must not already exist on the Approval

4.6.2.2 Processing a Correction Request Distribution

The following validation criteria should be checked when a Tag Approval service receives a Distribute Correction message:

· The rules described in the Data Model and Method Descriptions sections must not be violated

· Corrections may not be made to e-Tags that have been IMPLEMENTED or are DEAD

· Corrections may not be made that violate the rules defined in NERC/NAESB Standards regarding appropriate use of correction

Upon receipt of a valid Correction Request Distribution, the Approval must take the following actions:

· Immediately replace the previously received information with the corrected information

· Alert the Tag Approver that the correction has occurred, highlighting the correction for their inspection

· Immediately consider any previous approval action (setting the approval State of the affected entity to either APPROVED, DENIED, or STUDY) to be reset

4.6.2.3 Processing a Profile Change Request Distribution

The following validation criteria should be checked when a Tag Approval service receives a Distribute Profile Change message:

· The rules described in the Data Model and Method Descriptions sections must not be violated

· Profile Changes may not be made to e-Tags that have not been IMPLEMENTED

4.6.3 Request Actions

The following procedure should be used by approval services when taking actions on requests:

· Encode the message in a valid XML format (as described by the latest e-Tag schema).

· Look up (in the NERC registry) the tag authority URL associated with the load control area on the tag.  Send the XML message created during the first step to this URL as the payload of an HTTP message, and wait for the response.

· If the submission fails or the response contains fault or error messages, do not automatically retry the submission.  Log the error and correct the problem before attempting resubmission.  If the response succeeds, then process any data returned by the tag authority.

4.6.3.1 Approving and Denying Request

The Tag Approver must indicate their decision to support or refute the request.  Valid Approval States are defined in Section 1.3.4.2.  States of Denied and Study MUST be accompanied with reasons for the choice.  States of Approved MAY be accompanied with reasons or comments.  The Approver must specify the Request ID that is being acted upon, and must include their assigned Security Key in order for the SetState method call to be processed correctly.

The following validation criteria should be checked when a Tag Approval service sends a Set Approval State message:

· The rules described in the Data Model and Method Descriptions sections must not be violated

· The SetState call may not reference any request that has already been either IMPLEMENTED or are DEAD.

· States of Denied and Study must be accompanied by a reason

· The version of data being corrected must be the most recent correction held by the Authority 

4.6.3.2 Withdrawing a Request

The following validation criteria should be checked when a Tag Approval service sends a Set Approval State message:

· The rules described in the Data Model and Method Descriptions sections must not be violated

· The Withdrawal may not reference any request that has already been either IMPLEMENTED or is DEAD.

· The Request ID must be specified, and must correspond to a request created by the party sending the Withdraw message

· Tag Approver must supply their original Security Key for the transaction in order for the WithdrawRequest method call to be processed successfully

4.6.4 Information Distribution

4.6.4.1 Processing a Request Approval State Distribution

The following validation criteria should be checked when a Tag Approval service receives a Distribute Status message:

· The Tag ID Referenced in the message must be one held by the Approval

· The Security Key presented must be identical to the original Security Key assigned at the time the Authority initially transferred the New Tag Request to the Approval

· The rules described in the Data Model and Method Descriptions sections must not be violated

4.6.4.2 Processing a Request Resolution Distribution

The following validation criteria should be checked when a Tag Approval service receives a Distribute Resolution message:

· The Tag ID Referenced in the message must be one held by the Approval

· The Security Key presented must be identical to the original Security Key assigned at the time the Authority transferred the New Tag Request to the Approval

· The rules described in the Data Model and Method Descriptions sections must not be violated

4.6.4.3 Potential TLR Profile Change Distributions

The Approval has no requirements with regard to the Distribution of Potential TLR Profile Changes.

4.6.5 Recovery Functions

4.6.5.1 Synchronous Queries

Synchronous Queries include the following:

· Query Tag

· Query RequestIDs

· Query Request

· Query Status

· Query Availability

The following procedure should be used to initiate all synchronous queries:

· Write the query and encode it in a valid XML format (as described by the latest e-Tag schema).

· Look up (in the NERC registry) the tag authority URL associated with the load control area on the tag.  Send the XML message created during the first step to this URL as the payload of an HTTP POST message, and wait for the response.

· If the submission fails or the response contains fault or error messages, do not automatically retry the submission.  Log the error and correct the problem before attempting resubmission.  If the response succeeds, then process any data returned by the tag authority.

4.6.5.1.1 Query for a E-Tag

Tag approval service must specify a valid Tag ID and the associated Security Key they were assigned when given the original New Tag Request.

4.6.5.1.2 Query for Request Ids

Tag approval service must specify a valid Tag ID and the associated Security Key they were assigned when given the original New Tag Request.  Optionally, the user may elect to filter request ID’s based on the resolution of the requests associated with the e-Tag (i.e., show only Activates Requests).

4.6.5.1.3 Query for a Request

Tag approval service must specify a valid Tag ID and the associated Security Key they were assigned when given the original New Tag Request, as well as the Request ID they wish to retrieve.

4.6.5.1.4 Query for a Request’s State

Tag approval service must specify a valid Tag ID and the associated Security Key they were assigned when given the original New Tag Request, as well as the Request ID for which they would like State information.

4.6.5.1.5 Query for System Availability

Tag approval service must specify a particular system for which to query availability (by entity desk and service type (Agent, Approval, Authority, RAS).

4.6.5.1.6 Processing Queries for System Availability

Approvals should respond back to Queries for System Availability as follows:

· If the Approval is operating correctly, the Return Value should be SUCCESS.

· If the Approval is not operating correctly, the Return Value should be FAIL.

· If a known error is occurring, the Approval should indicate that error.

4.6.5.2 Asynchronous Queries

Asynchronous Queries include the following:

· Query Summaries

· Query Tags

· Query History

The following procedure should be used to initiate all asynchronous queries:

· Write the query and encode it in a valid XML format (as described by the latest e-Tag schema).

· Look up (in the NERC registry) the tag authority URL associated with the load control area on the tag.  Send the XML message created during the first step to this URL as the payload of an HTTP POST message, and wait for the response.

· If the submission fails or the response contains fault or error messages, do not automatically retry the submission.  Log the error and correct the problem before attempting resubmission.  If the response succeeds, then process any data returned by the tag authority.

· Wait for a response message from the tag authority.  The response message will be over a new HTTP connection (not part of the query submission described in previous steps).  The response will be sent to the Approval Service’s registered service URL, and will include the same security key used by the Agent to submit the query.  The Agent should perform syntactic and semantic validation on the query response message from the tag authority, and reply to the query response message with either a success reply or a Fault/Error reply.

4.6.5.2.1 Query Summaries

The approval service must specify either an Active Range or a Last Modified Range for which they want e-Tag summaries to be returned.  The Active Range is used to specify a range of time during which a e-Tag must have been “active” (i.e., either the first start date/time pair or the last stop date/time pair of the e-Tag is within the Active Range).  The Last Modified Range is used to specify a range of time during which the e-Tag had a request made against it (New Tag Requests, Correction Requests, and Profile Change Requests).

The User must also generate and specify a Security Key with which the Callback can be secured.

The following validation criteria should be checked when a Tag Approval service submits a Query Summaries message:

· The rules described in the Data Model and Method Descriptions sections must not be violated

· The Range specified must not exceed twenty-four (24) hours.  Systems may, at their option, reject any single query that indicates a desire for more than 24-hours of information.

The following validation criteria should be checked when an approval service receives a Query Summaries Callback message:

· The Security Key presented must be identical to the original Security Key provided at the time the Approval transferred the Summaries Query to the Authority

· The rules described in the Data Model and Method Descriptions sections must not be violated

4.6.5.2.2 Query Tags

The tag agent service must provide a list of Tag IDs and Security Keys for all tags to be queried.  Agent must also specify a Return Rate, which indicates how many e-Tags the Agent wishes to receive within each callback.  Missing security keys can be recovered using the Query Summaries message.  The User must also specify a separate Security Key for the query with which the Callback can be secured.  

Special Note: Query Tags may return more than one callback, depending on how the user configures their original query and how the Authority is configured.

The following validation criteria should be checked when an Agent receives a Query Tags Callback message:

· The rules described in the Data Model and Method Descriptions sections must not be violated

· The Tag IDs presented must match the Tag IDs requested in the original query

· The Security Key presented must be identical to the original Security Key provided with the original query

4.6.5.2.3 Query History

The tag approval service must specify a valid Tag ID and Security Key.  The security key should be the same key that was used when creating the e-Tag (for tag authors), or the security key provided by the Authority through a Distribute message.  Missing security keys can be recovered using the Query Summaries message. 
The following validation criteria should be checked when a tag approval service receives a Query History Callback message:
· The Tag ID presented must match the Tag ID requested in the original query

· The Security Key presented must be identical to the original Security Key provided with the original query

· The rules described in the Data Model and Method Descriptions sections must not be violated

4.7 Availability and Performance

Availability and performance requirements are specified in NERC/NAESB Standards, as well as a description of what actions to take during a system outage to ensure transaction of business is not halted.

Section 5 -  Reliability Authority Service

5.1 Introduction

RASs are used by Reliability Coordinators (RCs) to identify transactions for curtailment, reallocation, and reloading. Functions of a RAS with regard to Reliability Authority and operations are determined by the NERC IDC Working Group or other industry groups. The information below describes the role of a RAS with regard to the E-Tag system.

5.2 Registry Usage

RASs shall be responsible for maintaining an updated list of all registered PSEs, Transmission Service Providers (TSPs), Balancing Authorities (BAs), and any other such entities whose identities must be uniquely specified in connection with the arrangement of an Interchange Transaction. The Registry of all such entities shall be maintained and available for downloading from the NERC web site. RASs shall supply a procedure to allow updates from the Registry on demand or on a prescheduled interval.  The Registry shall be maintained in a format defined by NERC and/or the Registry Task Force.

RASs must support the receipt of unsolicited messages sent by Authorities. To enable the delivery of these messages, the user must register the appropriate service identification information in the NERC Registry and be capable of receiving E-Tag messages.

5.3 e-Tag Data Entry and Viewing

User Interface rules for RASs are defined by the NERC IDC Working Group or other industry groups.

5.4 Date and Time Handling

RASs shall be responsible for the conversion of all date and time related input fields to Universal Coordinated Time (UTC) prior to information being exchanged with any other service. Valid times during the day shall be from 00:00:00 to 23:59:59. RASs’ user interfaces are free to accept and manage the conversion of any appropriate date/time formats at the discretion of the service provider. The internal representation of date and time within the RAS is also entirely at the discretion of the service provider. However, all electronic transmittal of data shall be in UTC time.

5.5 Data Validation

RASs shall ensure that all data elements in a communication are legitimate and that no syntax or validation rules have been broken.  

5.6 Function Implementation

The RAS is responsible for being able to call the following methods:

· SubmitProfileChange

· SetState

· DistributePotentialTLRProfileChange

And process the following methods:

· DistributeNewTag

· DistributeCorrection

· DistributeProfileChange

· DistributeResolution

Semantics, including calling and processing rules are described in detail in the following sections.

5.6.1 Initiating a Request

Reliability Authority services may only issue one type of Request – the Profile Change Request. The following procedure should be used to validate and process a new Tag Creation request:

· Write the new request and encode it in a valid XML format (as described by the latest e-Tag schema).

· Look up (in the NERC registry) the tag authority URL associated with the load control area on the tag.  Send the XML message created during the first step to this URL as the payload of an HTTP message, and wait for the response.

· If the submission fails or the response contains fault or error messages, do not automatically retry the submission.  Log the error and correct the problem before attempting resubmission.  If the response succeeds, then process any data returned by the tag authority.

5.6.1.1 Submitting a Profile Change Request

The following validation criteria should be checked when a RAS creates a Profile Change request message:

· The rules described in the Data Model and Method Descriptions sections must not be violated

· Profile Changes may not be made to Tags that have not been IMPLEMENTED

· The Profile Changes must not affect points in time more than one (1) hour in the past with the exception of DYNAMIC tags which must not affect points in time more than 48 hours in the past.

5.6.2 Request Distribution

The following procedure should be used to process all Request Distribution messages:

· Decode the XML message

· Perform any required validations

· If the Request Distribution passes validation, then return a success response, otherwise return fault or error as appropriate.

5.6.2.1 Processing a New Tag Request Distribution

The following validation criteria should be checked when a RAS receives a Distribute New tag message:

· The rules described in the Data Model and Method Descriptions sections must not be violated

· A e-Tag with the ID presented must not already exist on the RAS

5.6.2.2 Processing a Correction Request Distribution

The following validation criteria should be checked when a RAS receives a Distribute Correction message:

· The rules described in the Data Model and Method Descriptions sections must not be violated

· Corrections may not be made to e-Tags that have been IMPLEMENTED or are DEAD

· Corrections may not be made that violate the rules defined in NERC/NAESB Standards regarding appropriate use of correction

5.6.2.3 Processing a Profile Change Request Distribution

The following validation criteria should be checked when a RAS receives a Distribute Profile Change message:

· The rules described in the Data Model and Method Descriptions sections must not be violated

· Profile Changes may not be made to e-Tags that have not been IMPLEMENTED

5.6.3 Request Actions

5.6.3.1 Requests Denial and Approval

Valid Approval States are defined in Section 1.3.4.2.  States of Denied MUST be accompanied with reasons for the choice.  States of Approved MAY be accompanied with reasons or comments.  The RAS must specify the Request ID that is being acted upon, and must include their assigned Security Key in order for the SetState method call to be processed correctly.

The following validation criteria should be checked when a RAS issues a SetState message:

· The rules described in the Data Model and Method Descriptions sections must not be violated

· The SetState call may not reference any request that has already been either IMPLEMENTED or are DEAD.

· States of Denied must be accompanied by a reason

· The version of data being corrected must be the most recent correction held by the Authority 

5.6.4 Information Distribution

5.6.4.1 Processing of a Request Resolution Distribution

The following validation criteria should be checked when a Tag Approval service receives a Distribute Resolution message:

· The Tag ID Referenced in the message must be one held by the RAS

· The Security Key presented must be identical to the NERC-assigned Security Key for RAS communications.

· The rules described in the Data Model and Method Descriptions sections must not be violated

5.6.4.2 Distribution of a Potential TLR Profile Change

Note – The following actions describe the role of the NERC Interchange Distribution Calculator (IDC) with regard to the generation of curtailment prescriptions.  While other RASs may choose to implement this feature, it is not strictly required.

The following procedure should be used to initiate all asynchronous queries:

· Write the query and encode it in a valid XML format (as described by the latest e-Tag schema).

· Look up (in the NERC registry) the tag agent URL associated with the PSE listed as the tag author for the tag impacted by the Potential TLR profile change

Agents may implement a callback mechanism to verify validity of the distribution, but are not required to do so.

The following validation criteria should be checked when a RAS receives a Potential TLR Profile Change callback message:

· The Security Key presented must be identical to the original Security Key provided at the time the RAS transferred the Potential TLR Profile Change  to the Agent

· The rules described in the Data Model and Method Descriptions sections must not be violated

5.7 Availability and Performance

Availability and Performance Requirements for the RASs are defined by the NERC IDC Working Group or other industry groups.

Section 6 -  Data Model Overview

6.1 Introduction

This model works under the assumption that transactions are modular in nature, and can be decomposed into several components.  The four fundamental components are Market Segments, Physical Segments, Profile Sets, and Transmission Allocations. Details about the exact composition of these various data elements are defined in the latest e-Tag schema .

The following Data Model illustrates in the abstract the necessary elements of a Tag.  A description of the model follows.
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Tag – The root element of the data model.  

Request – An action that has been requested of the parties involved in the transaction by one of those parties.  Also see Section 1.3.4.3.

Request Parameters – Any special data needed in order to complete the request.

Involved Entity – An entity that has either viewing or approval rights over the transaction.

Financial Path – The collection of financial participants for the transaction.

Financial Participant – An entity that has taken financial responsibility for all or part of the transaction represented by the Tag.  

Physical path – The collection of physical segments (Generation, Transmission, or Load) for the transaction.

Generation – The source of the energy for the transaction.

Transmission – The facilities used to transport energy and/or capacity from the Generation to the Load.

Load – The sink for the energy for the transaction.

Market Level Profile– The specification of how energy is intended to be flowed, generated, or consumed.

Committed Transmission Reservation Level – The specification of how much of a particular transmission reservation is assigned to a particular transaction

Reliability Limit Profile – the specification of how generation, consumption, or flow must be limited to avoid reliability concerns

Dynamic Minimum Energy Profile – specification for Dynamic Schedules that describes the minimum levels at which a transaction may run

Dynamic Maximum Energy Profile – specification for Dynamic Schedules that describes the maximum levels at which a transaction may run

Reservation – A document granting specific rights to transmission capacity.

Details about the implementation of this model can be found in Section 6.2 of this document, as well as the latest e-Tag schema .

6.2 Tag Data

6.2.1 Transaction Types

e-Tag 1.7 recognizes the following transaction types:

Normal:  These are the “normal energy schedules” and should be the largest number of schedules.  They will include schedules that use point-to-point, network integrated transmission service, or grand-fathered service under a regional tariff. These schedules are included in the IDC and are subject to TLR curtailment. 
Dynamic:  A dynamic schedule is scheduled using an expected value but the actual energy transfer is determined in real time by separate communications external to the e-tag system. Also included in this type will be regulation energy schedules and energy imbalance schedules.
Emergency:  Emergency Schedules, including reserve sharing, Spinning Reserve, and Supplemental Reserve may be scheduled as Emergency Schedule Type.  Another kind of emergency schedules is execution of an operating guide that implements schedules in response to a loading problem.  For example, an RTO based emergency re-dispatch that last longer than an hour involving multiple Balancing Authorities. Typically, EMER schedules would not require reservations before being used where Capacity Benefit Margin had been calculated to allow for this reserve sharing
Loss Supply:  Used for customers self-supply losses. This type is used to differentiate between a loss schedule and a normal schedule. Some tariffs presently require that schedules for losses require different treatment than schedules for the associated energy.

Capacity: Typically used for entities to import operating reserves from outside their reserve-sharing group but may also be used to arrange for purchases or sales of Spinning Reserve and Supplemental Reserve between other entities. May be activated upon contingency with zero ramps. Typically, Capacity schedules would require reservations before being used.
6.2.2 Market Segments

Market Segments represent those portions of the path that are associated with the tracking of title and responsibility.  A Physical Segment is always associated with a parent Market Segment.  However, the opposite is not true; Market Segments can exist independent of Physical Segments.  

Market Segments contain information that describes the market information, such as the identity of the market participant, the firmness of energy the market participant is delivering, and the physical segments the entity is responsible for providing.  Market Segments must be listed in order from GPE to LSE and numerically identified as such (i.e., GPE segment = 1, Intermediate PSE segment =2, LSE segment = 3).  Market Segments may only utilize products in the Registry related to Generation or Load.

6.2.2.1 Scheduling Responsibilities

Market Segments can describe a responsibility for managing the scheduling for a portion of the transaction. This is seen when a marketer has rights to a resource and wishes to exercise those rights (i.e., a generation merchant wishes to generate energy for sale, a load serving entity wishes to consume energy based on a purchase, or a marketer wishes to physically move energy from one area to another).  When this occurs, the market segment will contain the physical segments over which the marketer has scope.

6.2.2.2 Title Transfers

Market Segments can also describe non-physical title transfers.  These are seen when a market participant takes financial possession for the energy commodity, but does not physically move that energy before transferring possession to another financially responsible party.  When this occurs, the market segment will not contain any physical segments.

6.2.3 Physical Segments

Physical Segments represent those portions of the path that are physical in nature and represent a movement of energy.  There are three types of physical segment: Generation, Transmission and Load.  Physical segments must be listed in order from generation to Load and numerically identified as such (i.e., Generator segment = 1, first TSP segment =2, second TSP segment = 3, Load segment = 4).  Generation segments must always be listed first, while Load segments must be listed last.  Tags may only have one Generation segment and one Load segment.  All physical segments must reference a parent market segment, identifying the market entity responsible for the physical segment. These references must also be in an order that matches that described by the market segments.  For example, the following represents a valid description of a transaction:

GPE : Market Segment 1

PSE : Market Segment 2

LSE: Market Segment 3

Generator: Physical Segment 1, Parent Market Segment Ref 1

Transmission: Physical Segment 2, Parent Market Segment Ref 2

Load: Physical Segment 3, Parent Market Segment Ref 3

In this example, the chain of ownership and physical path are aligned properly.  When combined, the results identify a clear tracking of title and scheduling path:

GPE: Generator

PSE: Transmission

LSE: Load

However, the following example is invalid:

GPE : Market Segment 1

PSE : Market Segment 2

LSE: Market Segment 3

Generator: Physical Segment 1, Parent Market Segment Ref 1

Transmission: Physical Segment 2, Parent Market Segment Ref 3

Load: Physical Segment 3, Parent Market Segment Ref 2

In this example, the references indicate a paradox: when combined, invalid results are produced:

GPE: Generator

PSE: Load (out of sequence

LSE: Transmission (out of sequence

Such cross references are invalid.

6.2.3.1 Generation

Generation Segments contain information that describes a generation resource, such as the location of the generation, the firmness of the energy supplied by the resource, and contract references that identify the resource commitment.  Generation Segments may only utilize products in the Registry related to Generation.

6.2.3.2 Transmission

Transmission Segments contain identification that describes a transmission service, such as the identity of the provider, the POR and POD of the service, the firmness of the service, simple loss information, and contract references that identify the service commitment.  Transmission Segments may only utilize products in the Registry related to Transmission.

6.2.3.2.1 Scheduling Entities

Many Transmission Service Providers require that Tags illustrate not only the contractual relationship between the Transmission Service Provider and the transmission customer, but also the internal scheduling information to implement the transmission service sold under their tariff.  To this end, Scheduling Entities may be defined for a particular Transmission segment.  These entities must be listed in the proper scheduling path order (for example, importing BA, intermediate BA, exporting BA).

In the event a listed POR or POD in the Transmission Segment is listed in the Registry as being a DC Tie, then its registered Balancing Authority must be listed in the tag as a scheduling entity.

NERC/NAESB Standards indicates that Scheduling Entities are optional items in a tag.  While there is no requirement in this Specification (or the XML Schema associated with it) that Scheduling Entities be listed, it should be noted that NERC/NAESB Standards requires that scheduling paths be contiguous and verified by all scheduling entities before a tag is approved.  Failure to include the proper scheduling entities (or failure to include them in the proper order or location) will likely result in a denied tag.  This practice is NOT in conflict with NERC/NAESB Standards, as there are certain situations that may develop in the future where scheduling entities are no longer required in the tag.

6.2.3.3 Load

Load Segments contain information that describes a load, such as the location of the load, the interruptability of the load, and contract references that identify the load obligation.  Load Segments may only utilize products in the Registry related to Load.

6.2.4 Profile Sets

Profile Sets define the level at which transactions should run, as well as the factors that set those levels.  Profiles are specified as a series of time-ordered segments of duration associated with a particular profile type or types. These segments may be repeated on multiple days, if so desired.  Profiles are specified as either relative or absolute, depending on the type of profile.  

A Relative profile is described through the use of two or more values which, when combined, create a matrix of profiles.  For example, a relative may specify a set of reference date-times (01/01/2001 06:00:00, 01/02/2001 06:00:00,) and a set of offsets relative to that date-time (00:00, 02:00, and 04:00).  When multiplied together, the resultant matrix is as follows:

	
	01/01/2001 06:00:00
	01/02/2001 06:00:00

	00:00
	01/01/2001 06:00:00
	01/02/2001 06:00:00

	02:00
	01/01/2001 08:00:00
	01/02/2001 08:00:00

	04:00
	01/01/2001 10:00:00
	01/02/2001 10:00:00


Doing so reduces the size of the data significantly (in this case, instead of six explicit date times, only two explicit date times must be supplied, along with three simple time offsets).

An Absolute profile is described through the use of explicit date times.  The above example, defined through absolute profiles, would be as follows:

	01/01/2001 06:00:00

	01/01/2001 08:00:00

	01/01/2001 10:00:00

	01/02/2001 06:00:00

	01/02/2001 08:00:00

	01/02/2001 10:00:00


While more verbose, the use of such profiles is more effective when only small profiles are to be specified, or when explicit dates in a relative profile must be referenced.

In all cases, start times must always be earlier than their associated stop times.

6.2.4.1 Profile Types

There are five main types of profiles: Market Level, Reliability Limit, Dynamic Minimum Energy, Dynamic Maximum Energy, and Current Level.

6.2.4.1.1 Market Level

The Market Level defines the level at which the Tag author wishes the transaction to run.  This level can be used to specify an initial value for a dynamic schedule, as well as a simple level at which the transaction is to be run.

6.2.4.1.2 Reliability Limit

The Reliability Level defines the maximum allowable level at which a transaction may run when that transaction has been identified by a Reliability Coordinator or other reliability entity as being limited by some constraint.  This limit is typically used to indicate curtailments.

6.2.4.1.3 Dynamic Minimum Energy

Dynamic Minimum Energy specifies a level at which a Dynamic Schedule must minimally run.  This level is provided for information purposes only.

6.2.4.1.4 Dynamic Maximum Energy

Dynamic Maximum Energy specifies a level at or under which a Dynamic Schedule must run.  This level is provided for information purposes only.

6.2.4.1.5 Current Level

Current level contains the level at which the transaction should be running, based on information calculated by the Tag Authority.

6.2.4.2 Profile Usage

The above-described profiles can be used in two different ways: as Base Profiles and as Exception Profiles

6.2.4.2.1 Base Profiles 

Base Profiles describe the initially requested profile for implementation.  At no time should there be more than one base profile of the same profile type in effect for the same point in time (i.e., it is invalid to have both a market level profile from 6-22 and 8-12 for the same provider).  Note that it is acceptable for profile types associated with Dynamic Schedules to overlap (i.e., Dynamic Minimum 0MW from 6-22, Dynamic Maximum 100MW from 6-22, MarketLevel 80MW from 6-22).

Different types of transactions have different Base Profile requirements:

	Profile Type
	Required Data for Base Profile

	GENERATION
	MARKET LEVEL

DYNAMIC MINIMUM ENERGY (for Dynamic Schedule Types)

DYNAMIC MAXIMUM ENERGY  (for Dynamic Schedule Types)

	TRANSMISSION POR
	MARKET LEVEL

	TRANSMISSION POD
	MARKET LEVEL

	LOAD
	MARKET LEVEL


The Tag Authority will calculate the Base Current Level profile.

It is not valid for a Profile Change to contain a Base Profile.

6.2.4.2.2 Exception Profiles

Profile Modifications, or Exceptions, describe changes to the profile of the Tag that must be implemented in place of the original profile for a specified period of time.  In all cases, the requested modification to the profile must go through an approval process.  At no time should there be more than one exception profile of the same profile type in effect for the same point in time (i.e., it is invalid to have both a market level profile from Hours Ending 6-22 and Hours Ending 8-12 for the same provider).  While it is possible to request an exception that overlaps a previous exception, the end result will be a single exception profile that covers the union of the prior exception and the new exception.

It is not valid for either a New Tag or a Correction to contain an Exception Profile.

The Tag Authority is responsible for determining the appropriate Current Level based on the profiles in its possession and generating the Current Level Profile.

6.2.4.2.2.1 Market Level Exceptions

A Market Level Exception defines the maximum level at which the Tag Author wishes the transaction to run if it differs from the original Market Level.  This value is designed to allow the Tag Author to change the level of flow for a transaction, but continue to keep the capacity committed as originally specified.  In so doing, the Tag Author reduces the need for detailed evaluation by Transmission Service Providers, as the originally requested transaction already specified appropriate transmission resources.

6.2.4.2.2.2 Reliability Limit Exceptions

The Reliability Limit defines the maximum level at which a Reliability Coordinator, Source Balancing Authority, or Sink Balancing Authority wishes to run the transaction if it differs from the Market Level.  This level is designed to change the level of flow for a transaction due to TLR events, USF, loss of generation, and loss of load.  

6.2.4.2.2.3 Current Level Exceptions

The Current Level will define the level that should be flowing, based on the Base Current Level and the application of Market Level and Reliability Limit Exceptions.  This level is intended to superseded current level defined in the Base profile, and should be used to identify proper flow for any given point in time at which an exception exists.

6.2.5 Transmission Allocations

Transmission Allocations are a special kind of profile set that define the way in which market participants will fill their capacity commitments with transmission reservations.  Transmission Allocations specify a particular reservation, the provider associated with the reservation, and profiles associated with that reservation that describe how the reservation should be consumed. Transmission Allocations must always be associated with Transmission Physical Segments; association with other segments (such as Generation or Load) is not allowed. There are two types of profiles, both specified with Maximum Reservation Capacity profiles: Base Allocation Profiles, and Exception Allocation Profiles.  

6.2.5.1 Base Allocation Profiles

Base Allocation Profiles define the original manner in which transmission reservations were allocated to meet capacity commitments.  They are specified as a series of time-ordered segments of duration and the transmission capacity to be consumed. These segments may be repeated on multiple days, if so desired.  

6.2.5.2 Exception Allocation Profiles

Exception Allocation Profiles define the manner in which transmission reservations are allocated to meet capacity commitments during changes to a Base Allocation Profile.  They are specified as a series of time-ordered segments of duration and the transmission capacity to be consumed, and supersede data supplied in their corresponding base profile.

6.2.6 Loss Accounting

Loss Accounting data specifies the manner in which losses should be accounted for over a specified period of time.  Over time, a Tag Author may elect to specify different choices for how losses will be provided.  Each specification creates (or overwrites) Loss Method Entries, which are used to determine how losses are to be applied.

Section 7 -  Messaging Overview

7.1 Messaging Concepts

7.1.1 Use of the Transmission Control Protocol/Internet Protocol

The services defined in this document utilize the public Internet as their physical communication layer. Therefore, the underlying root protocol for this specification shall be TCP/IP. Additionally, the services defined in this document shall send data via Port 80, the common known port for HTTP, using TCP connections.

When participating entities register for service, they will be required to supply information on the manner in which their implementation will address certain needs. Explicitly, they will need to define:

URL for Tag Authority Service (Balancing Authorities only)

URL(s) for Reliability Authority Forwarding (Balancing Authorities only)

URL for Tag Approval Service (Balancing Authorities, Transmission Service Providers, and optionally Purchasing Selling Entities)

URL for Tag Agents (Purchasing Selling Entities and optionally Balancing Authorities)

For the purposes of this document, a URL (Uniform Resource Locator) can be considered a two-part description of a resource. The first part describes the scheme used to communicate and the host the communication is to take place with:


http://www.nerc.com
The second part is the URI, or Uniform Resource Identifier. It describes a particular resource on a host:


/~gads/meetings.html

This distinction is important in that when implementing this Interface, the first portion of a URL will define the host to connect to, while the URI will define what resource to apply HTTP request to. Therefore, the following URL:


http://www.nerc.com/~gads/meetings.html
would be interpreted in the following manner:

<TCP/IP command> connect to “www.nerc.com” 

<Application specific command> write the HTTP request to the connection

In the above example, the request would be “GET /~gads/meetings.html HTTP/1.1”

7.1.1.1 Establishing Connections

Establishing connections should be handled in the manner defined by the TCP/IP protocol.

For automated responses to queries, automated distributions, and other actions not specifically initiated by a person’s action (Callback Exchange, CallbackExchangeDetails, CallbackHistory, CallbackSummaries, CallbackTags, DistributeCorrection, DistributeNewTag, DistributePotentialTLRProfileChange, DistributeResolution, DistributeProfileChange, DistributeState, RequestProfileChange*) :

Should a connection attempt fail or any response other than a valid E-Tag Schema response be received, the service initiating the connection request must follow the procedures below prior to assuming the recipient’s service is unavailable and indicating a message failure:

At least three (3) attempts must be made to make the connection, with no less than five (5) seconds between each attempt, with the maximum time between the first and last attempts not to exceed two (2) minutes. 

For actions specifically initiated by a person’s action, such as Requests, Actions, and Queries (QueryHistory, QueryRequest, QueryRequestIDs, QueryStatus, QuerySummaries, QueryTag, QueryTags, RequestCorrection, RequestNewTag, RequestProfileChange*, SetState, WithdrawRequest):

Should a connection attempt fail or any response other than a valid E-Tag Schema response be received, the service initiating the connection request must assume the other service is unavailable and immediately indicate a message failure.

In both cases, message failures must alert the operator of the service attempting to send the message.

*If an automated system is issuing RequestProfileChange (i.e., an RAS), then the system must retry the connection.  If the issuer is a person or operator, the system must not retry the correction, and instead alert the operator of the failure.

7.1.1.1.1 Partial Connection Failures

Should a connection attempt appear to fail between the Agent, Authority, and/or Approvals, yet messaging succeeded, an invalid set of errors may be encountered by re-sending the same message (i.e., Tag ID Not Unique errors), leading the sender to report incorrect error information. Should such a message duplication be attempted, the receiving service must respond back with a return State of DUPLICATE, and return any original additional response data back to the user (i.e., information other than that contained in the ReturnState data structure).  

A message shall be considered a duplicate if

· The method called is the same as the previous message and,

· The entire MessageInfo data collection is the same as the previous message.

It should be noted that this behavior may only occur when messages are duplicates.  For instances where a request is made and the information is not duplicated, the message must either be processed as a new message or marked as an error, depending on the specific situation (for example, submitting a new Tag with a previously submitted Tag ID is invalid, but submitting a new Profile Change must be processed normally).

7.1.1.1.2 Combining Messages

Previous versions of E-Tag allowed for the combining of messages in order to reduce messaging overhead.  For Balancing Authorities, Transmission Service Providers, and Purchasing/Selling Entities, this functionality is no longer supported; for each specific entity, a distinct and separate message must be sent. For Reliability Coordinators, it is still allowed to send one message per unique forwarding URL. 

7.1.2 Use the HyperText Transport Protocol

E-Tag messaging is accomplished through the use of the HyperText Transport Protocol (HTTP) over the public Internet.  The E-Tag services defined in this document utilize HTTP 1.1. 

7.1.2.1 HTTP Requests

The services defined in this document utilize a single HTTP method: the POST method. This method is used for sending data to a server for processing. The standard format of an HTTP Request Header is as follows:

<HTTP method> <resource URI> <HTTP Version>

In this implementation, all Request Headers will exist as the following:

POST <resource URI> HTTP/1.1

This specifies the POST method is to be used, the path and name of the processing resource, and that using HTTP 1.1 is the protocol and version being used. Additional header fields required are described below:

Content-type: text/xml

Declares that the type of data attached to the POST request will be an XML data set

Content-length: <integer>

Describes in bytes the length of the following attachment. The recipient utilizes this byte length to retrieve the Payload

SOAPAction: “NERCETag17:<method name>”

Indicates that the action being requested is part of the NERC E-Tag 1.7 library of methods, and specifies the method being called.
A Carriage Return/Line Feed terminates each header line. The request is completed by sending a Carriage Return/Line Feed on an empty line marking the end of the HTTP headers, followed by the Entity Data or Payload. 

7.1.2.2 HTTP Responses

HTTP Responses are returned to a client with the following syntax:

<HTTP Version> <State Code> <Explanation>

The State codes below are utilized and understood by the TIS services defined in this document:

	200
	OK
	States that the POST request was accepted and appears to be valid

	400
	Bad Request
	States that the POST request was accepted but appears to point to an invalid URI or does not contain a valid Content-Type


Successful responses will be followed with an entity descriptor, describing the data to follow:

Content-type: text/xml

Declares that the type of data attached to the response will be an XML data set

Content-length: <integer>

Describes in bytes the length of the following attachment. The recipient uses this byte length to retrieve the Payload.

A Carriage Return/Line Feed terminates each response line. The response is completed by sending a Carriage Return/Line Feed on an empty line marking the end of the HTTP response, followed by the Entity Data or Payload. The payload for the purposes of this document shall be a Tagging Messaging Protocol message.
The server terminates the connection when the last of the payload has been transmitted. 

7.1.3 How SMXP Works

All e-Tag 1.7 messages are sent using the SMXP (Simple Method Exchange Protocol).  This protocol is based upon a remote procedure call paradigm.  This means that instead of sending messages explicitly, you invoke procedures on remote machines, and pass any needed data as input parameters to the function.  When the function is complete, it returns the result of its processing.  The SMXP protocol is layered on top of the HTTP protocol, which handles all of the underlying communication.  SMXP defines the set of rules for encoding remote procedure call parameters into HTTP POST messages, as well as the set of rules for how such messages must be processed by a remote server.  

The steps of executing an SMXP method are as follows:

· A request is generated, containing the method name and any needed parameters.

· The request is sent via HTTP to a listener on the remote machine.

· The remote machine receives the SMXP request, and examines it to determine which method must be executed.

· The remote machine executes the appropriate method and packages the result into an SMXP compliant XML document.

· The remote machine returns that document to the calling machine (again via HTTP).

Each SMXP method call has two important parts – the request and the response.  Most of the methods used in E-Tag 1.7 are synchronous methods, meaning that once the calling machine makes a request, it waits for a response containing the results of its request before continuing.

In a few cases, asynchronous methods are used.  In an asynchronous method, a request is generated and sent to a remote machine.  The remote machine places the request into a queue, and sends a response to the calling machine that indicates the request has been received and queued for processing. The connection is then terminated.   At some point in the future, the remote server runs the requested method and sends the result to the calling machine via a separate SMXP message (requiring a second request/response pair). 

Electronic Tagging systems are only required to support the processing of one method call per connection session.  Multiple calls per session are not supported.

7.1.4 Method Types

E-Tag 1.7 uses various types of methods for various purposes.  The methods can be broken up into the following categories.

7.1.4.1 Requests

A request method is any method that initiates an action associated with a transaction.  Such actions include Tag submission and adjustment.

7.1.4.2 Request Distributions

Request Distributions are the methods used to send requests to the all entities impacted by the Tag.  Request distributions may be informational, or may indicate a requirement for approval.

7.1.4.3 Actions

Actions are those methods that directly set a value.  These methods include request approval, denial, and withdrawal.

7.1.4.4 Information Distributions

Informational distributions are the methods used to send information related to the State of a particular request or set of transactions. These are sent to entities to alert them of particular requests implementation or withdrawal, as well as specific entities approvals and denial of a request.  

7.1.4.5 Queries

Query methods are used to search and recover data from a Authority or similar service.  Most query methods use parameters that allow the server to filter unneeded data and return the smallest reply message possible.  Which parameters may be specified depends upon which query method is called.  Many queries are asynchronous methods, meaning the results of the query will return via a callback.  Others are synchronous, meaning the response contains the results of the query.

7.1.4.6 Callbacks

Callbacks are methods that are used to return results from asynchronous queries.  Each callback will be associated with a previously called query that was used to create the result set.

7.1.5 Faults

Fault messages are returned by any SMXP method that does not complete due to a structural error in the request.  Such errors include any schema validation errors, such as incorrect data types and bad element ordering.  Faults are also generated by message syntax errors, namespace errors, and some types of communication error.  Fault messages indicate that processing was terminated before the requested procedure could be run.  The SMXP specification defines the standard format and content for fault messages.  Operators of the service attempting to send the message must be alerted to the receipt of any faults.

7.1.6 Return Values 

Each method returns a State code that reports whether or not the method call was successful.  A Return value of “SUCCESS” indicates that there were no errors in the method invocation, and that valid data was passed into the method.  A value of “FAIL” indicates that that the method did not run successfully.  If the State code is set to “FAIL”, then an error message must be included which describes the error that was encountered.  Operators of the service attempting to send the message must be alerted to the receipt of any FAIL returns.

In certain cases, the method may return a value of “DUPLICATE.”  This value indicates that the method being called has been previously called with identical parameters and a response has already been returned.  Typically, this value is received after a partial connection failure and subsequent retry.  

7.1.7 Error Messages

Error messages are generated whenever a method does not complete successfully due to problems with provided parameters or execution of the query (unless the problems have already been defined by a fault or HTTP error message).  If an error message is present, the State code must have a value of “FAIL”.  Error messages indicate that the method was executed, but was unable to fulfill the caller’s request due to problems encountered during the processing of the request.  Error messages can be cause by passing invalid (but syntactically correct) data to a method or by internal system failures or outages.

7.2 Method Descriptions

The six fundamental method types align with the system concepts defined in Section 1 of this document.  Those types are Requests, Request Distributions, Request Actions, Information Distributions, Queries, etc. Details about the exact composition of these various data elements are defined in the latest e-Tag schema .

7.2.1 Special Data Structures

Some methods require specific data structures.  In cases where the structure is unique to a particular method, the structure will be defined with the method description.

Other generic structures are defined below. 

7.2.1.1 Tag ID

Tag Ids are values that uniquely identify a Tag.  It is composed of four values:

· The Source BA’s NERC Acronym

· The Purchasing-Selling Entity’s NERC Acronym

· A reference code assigned by the PSE to aid in identification of the transaction

· The Sink BA’s NERC Acronym

The combination of these values must uniquely identify the Tag.  At no point in time may two active Tags exist with the same Tag ID.  To ensure this, a Tag ID may NOT be “reused” until a minimum of one (1) year has passed since the last point in time in which the Tag previously using the Tag ID ran.

7.2.1.2 Message Info

Message Info is a collection of data used to describe the basic communication characteristics of an E-Tag message.  Message info is composed of four values:

· The NERC Acronym of the entity initiating the message transfer

· The Security Key used to ensure validity of the message

· The NERC Acronym of the entity to whom the message is being transferred

· A date and time indicating when the message was generated

This information must be used to identify message participants, as well as provide simple authentication and audit information.

7.2.1.3 Return State

Return State is a collection of data used to indicate the general results of a message being processed.  Return State has three specific components:

· A date and time indicating when the return was generated

· A State of the processing

· Optionally, a list of errors encountered during the processing of the message

This information must be used to communicate semantic problems with a message back to a message initiator.

.

7.2.1.4 Miscellaneous Info

In many messages, it is possible to communicate token/value pairs of non-standard information.  This is included as a convenience and method for extending the tagging system.  By using the Miscellaneous Info function, entities can pass along data to other parties that is not directly supported by the data model.  For example, when initiating a curtailment request, an entity could provide various other information components, such as:

IMPACTED FLOWGATE : 1178

PROCEDURE : LLR

It is intended that entities make use of this feature in a standard, published manner that will allow recipients to process and utilize the information transferred.

7.2.2 Errors and Error Lists

The following are errors that may be supplied by the recipient of a method call should an error condition exist.  The responder must provide an error number and a textual description of the error that provides specific detail about the error (i.e., information that will help the user resolve the problem).  Supported errors are:

	0001
	Tag Already Exists
	The Tag ID provided has already been used on a Tag held by the responding service.  

	0002
	Tag Not Found
	The Tag ID referenced is one not held by the responding service.

	0003
	Segment Not Found
	The Segment referenced is not one held by the responding service

	0004
	Request Not Finalized 
	The profile cannot be changed, as it has not yet been finalized.

	0005
	Request Finalized
	The Tag cannot be corrected or withdrawn, as it has already be finalized (IMPLEMENTED or DEAD)

	0006
	Request Not Found
	The referenced request is not one held by the responding service

	0007
	Stale Request
	The request is inappropriate due to timing requirements (i.e., older than one (1) hour).

	0008
	Invalid Range
	The range specified exceeds or otherwise violates the rules associated with its definition

	0009
	Invalid Security Key
	The security key provided is not correct

	0010
	Tag Not Requested
	The Tag being presented is not one requested by the responding service

	0011
	Insufficient Rights
	The requester does not have appropriate rights 

	0012
	Contact Not Specified
	A contact is required to be specified, and was not provided

	0013
	Reason Not Specified
	A Reason is required to be specified, and was not provided

	0014
	Invalid Return Rate
	The Return Rate was either not specified or incorrectly formatted

	0015
	Correction not allowed
	The proposed correction would change the physical or financial path, which is not allowed.

	0016
	Missing Correction
	The SetState request cannot complete because the Approver does not have the most recent correction for the segments in their scope.

	0017
	Missing DC Tie Operator
	The RequestNewTag method cannot complete because a Balancing Authority registered to operate a requested DC Tie was not included as a Scheduling Entity for the Transmission Service Provider in the Tag.

	0018
	Orphan Profile
	Every Profile must be reference by at least one Physical Segment 

	0019
	Profile Not Found
	The profile being referenced was not found in the tag

	0020
	Invalid Path Order
	The Market Segments, Physical Segments, and Parent market Segment References must be in correct order.

	0021
	Invalid Registered Value
	A registered value is incorrect.  This includes invalid or incorrect to/from entities, deactivated or unregistered PORs/PODs and/or Sources/Sinks, and non-existent products.


7.2.3 Initiating a Request

7.2.3.1 Special Data Structures

7.2.3.1.1 Late Flag

Used to indicate to a Tag Author that a request was received after the NERC/NAESB Standards specified timing requirements associated with the request.

7.2.3.2 Request New Tag

Issued by: Agents

Processed by: Authorities

Purpose: Used to submit a new Tag to the Authority for processing.

	In 
	Message Info
	Required

	
	Tag
	Required

	Out (successful)
	Return State

	
	Request ID

	
	Late Flag

	Errors
	0001Tag ID Already Exists

	
	0007 Stale Request

	
	0017 Missing DC Tie Operator

	
	0018 Orphan Profile

	
	0020 Invalid Path Order

	
	0021 Invalid Registered Value


7.2.3.3 Request Correction

Issued by: Agents

Processed by: Authorities

Purpose: Used to submit changes to a new Tag while it is being evaluated for approval

	In 
	Message Info
	Required

	
	ContactInfo
	Required

	
	Tag ID
	Required

	
	Correction List
	Required

	
	Notes
	Optional

	Out (successful)
	Return State

	
	Correction ID Set

	Errors
	0002 Tag ID Not Found

	
	0003 Segment Not Found

	
	0005 Request already in Final state

	
	0009 Invalid Security Key

	
	0015 Correction Not Allowed 

	
	0021 Invalid Registered Value


7.2.3.4 Request Profile Change

Issued by: Agents, Approvals, RASs

Processed by: Authorities

Purpose: Used to change the energy level or transmission allocation associated with a particular Tag.

	In 
	Message Info
	Required

	
	Contact Info
	Required

	
	Tag ID
	Required

	
	Market Profile Change OR Reliability Profile Change
	Required

	
	Miscellaneous Info List
	Optional

	
	Notes
	Optional

	Out (successful)
	Return State

	
	Request ID

	
	Late Flag

	Errors
	0002 Tag not found

	
	0007 Stale Request

	
	0009 Invalid Security Key

	
	0011 Insufficient Rights

	
	0012 Contact not Specified

	
	0013 Reason not Specified

	
	0019 Profile Not Found

	
	0021 Invalid Registered Value


7.2.4 Request Distribution

7.2.4.1 Special Data Structures

7.2.4.1.1 Approval Rights Flag

Used to indicate that a recipient of a request distribution has approval rights over the request.

7.2.4.1.2 Impact Flag

Used to indicate that a recipient of a correction request distribution has a need to re-evaluate the Tag based on the correction.

7.2.4.2 Distribute New Tag

Issued by: Authorities

Processed by: Agents, Approvals, RASs

Purpose:  Used to distribute new Tag requests to parties with rights to view or approve the request.

	In 
	Message Info
	Required

	
	Tag
	Required

	
	Approval Rights
	Required

	
	Late
	Optional

	Out (successful)
	Return State

	Errors
	0001 Tag already exists

	
	0021 Invalid Registered Value


7.2.4.3 Distribute Correction

Issued by: Authorities

Processed by: Agents, Approvals, RASs

Purpose: Used to distribute a correction to parties with rights to view or approve the original new Tag request.
	In 
	Message Info
	Required

	
	Contact Info
	Required

	
	Tag ID
	Required

	
	Correction List
	Optional

	
	Loss Accounting List
	Optional

	
	Impact Flag
	Required

	
	Late Flag
	Required

	
	Notes
	Optional

	Out (successful)
	Return State

	Errors
	0002 Tag Not Found

	
	0003 Segment Not Found

	
	0009 Invalid Security Key

	
	0021 Invalid Registered Value


7.2.4.4 Distribute Profile Change

Issued by: Authorities

Processed by: Agents, Approvals, RASs

Purpose: Used to distribute a request to change a profile to the parties with rights to view or approve the original new Tag request.

	In 
	Message Info
	Required

	
	Contact info
	Required

	
	Tag ID
	Required

	
	Approval Rights
	Required

	
	Request ID
	Required

	
	Requestor
	Required

	
	Late
	Required

	
	Exception Profile Change
	Optional

	
	Transmission Allocation Change List
	Optional

	
	Loss Accounting Change List
	Optional

	
	Misc Info list
	Optional

	
	Notes
	Optional

	
	Request Time Stamp
	Required

	Out (successful)
	Return State

	Errors
	0002 Tag Not Found

	
	0009 Invalid Security Key

	
	0021 Invalid Registered Value


7.2.5 Request Actions

7.2.5.1 Set State

Issued by: Approvals

Processed by: Authorities

Purpose: Used by entities with Approval Rights to a request to specify their commitment to implement or reject the request.

	In 
	Message Info
	Required

	
	Tag ID
	Required

	
	Scope
	Required

	
	Request Ref
	Required

	
	Approval Status
	Required

	
	Approval Time Stamp
	

	
	Notes
	Optional*

	Out (successful)
	ReturnState

	Errors
	0002 Tag Not Found

	
	0003 Segment not Found

	
	0005 Request Finalized

	
	0009 Invalid Security Key

	
	0013 Reason not Specified

	
	0016 Missing Correction

	
	0021 Invalid Registered Value


*Required for states of Denied or Study.

7.2.5.2 Withdraw Request

Issued by: Agents, Approvals

Processed by: Authorities

Purpose: Used by request authors to remove their request from consideration prior to the completion of its evaluation.

	In 
	Message Info
	Required

	
	Contact Info
	Required

	
	Tag ID
	Required

	
	Request Ref
	Required

	
	Notes
	Optional

	Out (successful)
	Return State

	Errors
	0002 Tag not found

	
	0005 Request Finalized

	
	0006 Request not found

	
	0009 Invalid Security Key

	
	0011 Insufficient Rights

	
	0012 Contact not specified

	
	0021 Invalid Registered Value


7.2.6 Information Distribution

7.2.6.1 Distribute Status

Issued by: Authorities

Processed by: Agents, Approvals

Purpose: Used to notify entities with Approval and Viewing rights of other Approver’s actions with regard to a particular request.

	In 
	Message Info
	Required

	
	Tag ID
	Required

	
	Request Ref
	Required

	
	Status List
	Required

	
	Flowgate List
	Optional*

	Out (successful)
	Return State

	Errors
	0002 Tag Not Found

	
	0006 Request not found

	
	0009 Invalid Security Key

	
	0021 Invalid Registered Value


7.2.6.2 Distribute Resolution

Issued by: Authorities

Processed by: Agents, Approvals, RASs

Purpose: Used to notify entities with Approval and Viewing rights of the final resolution of a particular request.

	In 
	Message Info
	Required

	
	Tag ID
	Required

	
	Request ID
	Required

	
	Request Status
	Required

	Out (successful)
	Return State

	Errors
	0002 Tag Not Found

	
	0006 Request not found

	
	0009 Invalid Security Key

	
	0021 Invalid Registered Value


7.2.6.3 Distribute Potential TLR Profile Change

Issued by: RASs

Processed by: Agents

Purpose: Used to inform Tag Authors about potential impending profile changes due to TLR.

	In 
	Message Info
	Required

	
	Start Date Time
	Required

	
	TLR Event Ref
	Required

	
	Misc Info list
	Optional

	
	TLR Profile Change List
	Required

	Out (successful)
	Return State

	Errors
	0021 Invalid Registered Value


7.2.6.4 Callback Potential TLR Profile Change

Issued by: Agents

Processed by: RASs

	In 
	Message Info
	Required

	Out (successful)
	Return State

	Errors
	0009 Invalid Security Key

	
	0021 Invalid Registered Value


7.2.7 Query Functions

7.2.7.1 Query Summaries

Issued by: Agents, Approvals

Processed by: Authorities

Purpose: Used to request a list of Tags and keys based on search criteria.  Primarily used for recovery purposes.

	In 
	Message Info
	Required

	
	Range
	Required

	Out (successful)
	Request ID

	Errors
	0008 Invalid Range

	
	0021 Invalid Registered Value


7.2.7.2 Callback Summaries

Issued by: Authorities 

Processed by: Agents, Approvals

Purpose: Used to send a list of Tags and keys to an entity that has previously requested via QuerySummaries. 

	In 
	Message Info
	Required

	
	Tag Summary List OR Empty Element
	Required

	Out (successful)
	Return State

	Errors
	0009 Invalid Security Key

	
	0021 Invalid Registered Value


7.2.7.3 Query Tag

Issued by: Agents, Approvals

Processed by: Authorities

Purpose: Used to retrieve a single Tag from a Tag Authority. Primarily used for recovery purposes.

	In 
	Message Info
	Required

	
	Tag ID
	Required

	Out (successful)
	Return State

	
	Tag

	Errors
	0002 Tag not found

	
	0009 Invalid Security Key

	
	0021 Invalid Registered Value


7.2.7.4 Query Tags

Issued by: Agents, Approvals

Processed by: Authorities

Purpose: Used to request multiple Tags from a Tag Authority. Primarily used for recovery purposes.
	In 
	Message Info
	Required

	
	Tag Credential List
	Required

	
	Return Rate
	Required

	Out (successful)
	Return State

	Errors
	0002 Tag Not Found

	
	0009 Invalid Security Key

	
	0014 Invalid Return Rate

	
	0021 Invalid Registered Value


7.2.7.5 Callback Tags

Issued by: Authorities 

Processed by: Agents, Approvals

Purpose: Used to send multiple Tags from a Tag Authority to an entity that requested them via QueryTags. Primarily used for recovery purposes.
	In 
	Message Info
	Required

	
	Tag List OR Empty Element
	Required

	Out (successful)
	Return State

	Errors
	0009 Invalid Security Key

	
	0010 Tag Not Requested

	
	0021 Invalid Registered Value


7.2.7.6 Query History

Issued by: Agents, Approvals

Processed by: Authorities

Purpose: Used to retrieve a single Tag’s History from a Tag Authority. Primarily used for recovery purposes.
	In 
	Message Info
	Required

	
	Tag ID
	Required

	Out (successful)
	Return State

	Errors
	0002 Tag Not Found

	
	0009 Invalid Security Key

	
	0021 Invalid Registered Value


7.2.7.7 Callback History

Issued by: Authorities 

Processed by: Agents, Approvals

Purpose: Used to send a single Tag’s History from a Tag Authority to an entity that requested it via QueryHistory. Primarily used for recovery purposes.
	In 
	Message Info
	Required

	
	History
	Required

	Out (successful)
	Return State

	Errors
	0009 Invalid Security Key

	
	0021 Invalid Registered Value


7.2.7.8 Query Request

Issued by: Agents, Approvals

Processed by: Authorities

Purpose: Used to retrieve a specific request for a single from a Tag Authority. Primarily used for recovery purposes.
	In 
	Message Info
	Required

	
	Tag ID
	Required

	
	Request ID
	Required

	Out (successful)
	Return State

	
	RequestProfileChange

	Errors
	0002 Tag Not Found

	
	0009 Invalid Security Key

	
	0021 Invalid Registered Value


7.2.7.9 Query Request IDs

Issued by: Agents, Approvals

Processed by: Authorities

Purpose: Used to retrieve a list of requests made regarding a single Tag from a Tag Authority. Primarily used for recovery purposes.
	In 
	Message Info
	Required

	
	Tag ID
	Required

	
	Request Status(es)
	Optional

	Out (successful)
	Return State

	
	Request ID Summary List

	Errors
	0002 Tag Not Found

	
	0009 Invalid Security Key

	
	0021 Invalid Registered Value


7.2.7.10 Query Status

Issued by: Agents, Approvals

Processed by: Authorities

Purpose: Used to retrieve a request’s State from a Tag Authority. Primarily used for recovery purposes.
	In 
	Message Info
	Required

	
	Tag ID
	Required

	
	Request Ref
	Required

	Out (successful)
	Return State

	
	Request State

	
	Approver State List

	Errors
	0002 Tag Not Found

	
	0009 Invalid Security Key

	
	0021 Invalid Registered Value


7.2.7.11 QueryAvailability

Issued by: Agents, Approvals

Processed by: Agents, Approvals, Authorities

Purpose: Used to determine availability/status of a tagging service.  Primarily used to evaluate system performance.

	In 
	From Entity
	Required

	
	To Entity
	Required

	Out (successful)
	Return Time Stamp

	
	Request Value

	Errors
	0021 Invalid Registered Value


Appendix A - e-Tag Requirements Necessary for Implementation of Next Hour Market Service

NERC and those supporting the development of NHM Service are in the process of implementing the revisions to electronic Tagging needed for NHM Service, as follows:

I. NERC shall define the following items:

0-NextHour (0-NX): Transmission product representing hourly, next-hour, single hour transmission service.  Shall have a curtailment level index of zero (0).

BUYATMARKET: A key phrase associated with a request to purchase a transmission product at the posted offer rate on a provider’s OASIS.

II. Transmission Service Providers shall register with NERC their offering of the 0-NextHour Service to the marketplace.  NERC shall maintain this information in the NERC Registry.

III. E-Tag Authority systems shall reject as invalid any Tag from a Tag Author that requests  0-NextHour Service product from a provider that has not registered to offer 0-NextHour Service.

IV. Valid requests shall be distributed to all appropriate Balancing Authorities and Transmission Service Providers as currently described in the e-Tag Functional Specification.

V. Transmission Service Providers, when presented with a request for a 0-NextHour product with a listed OASIS Reference of BUYATMARKET shall process the request in the following manner:

a. Evaluate the submitted Tag, and indicate acceptance or refusal of the proposed transaction through the normal E-tag process.

b. Within one hour of the requested start of the transaction assign an OASIS reservation on the Transmission Service Provider’s OASIS node on the Tag Author’s behalf. The CAPACITY shall be determined by the Transmission Service Provider, but should be determined based on one or more of the following:

i. The amount of the Transmission Service Provider Product, if explicitly specified.

ii. In accordance with the Transmission Service Provider’s tariff, the MW amount at the POR or POD for that Provider, if Transmission Service Provider Product amount is not explicitly specified.

c. Assign the OASIS reservation a final status in accordance with the final disposition of the ETAG as follows:

i. CONFIRMED if the New Tag's Request State reaches IMPLEMENTED 

ii. REFUSED if the Provider's Approval Status is DENIED.

iii. ANNULLED if the Provider's Approval Status is APPROVED but the New Tag's Request State is DEAD.

VI. Tags in which the Approval Time expires prior to the Transmission Service Provider setting their approval to APPROVED for a 0-NextHour product requested via BUYATMARKET shall automatically have the corresponding Approval State(s) associated with the incomplete 0-NX request(s) set to DENIED. The reason(s) listed shall be “OASIS Reservation Not Accepted.” These Tags shall then have their status evaluated per the E-Tag Functional Specification, which will result in a Request State of DEAD.

For more information, please see “Business Practice Standards for OASIS Transactions.”
Appendix B - Registry Definition

The full Registry Definition Document version 1.7 and schema will be posted at the NERC website.

Appendix C - Backup Forms

Faxable backup forms will be posted at the NERC website to be used in concert with the procedures described in NERC/NAESB Standards for failure recovery.
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