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RECOMMENDATION TO NAESB EXECUTIVE COMMITTEE

                                       For Quadrant: WEQ

                                       Requesters:
ESS/ITS Subcommittee

                                       Request No.: 
R03004

                                       Request Title:
PKI Standards


1.  RECOMMENDED ACTION:
EFFECT OF EC VOTE TO ACCEPT RECOMMENDED ACTION:

   X Accept as requested


   X  Change to Existing Practice

      Accept as modified below


      Status Quo

      Decline

2.  TYPE OF DEVELOPMENT/MAINTENANCE

Per Request:




Per Recommendation:
   X Initiation




  X  Initiation 

      Modification




      Modification

      Interpretation



      Interpretation

      Withdrawal




      Withdrawal

      Principle 




      Principle 

      Definition 




      Definition 

  X  Business Practice Standard 


  X  Business Practice Standard 

      Document 




      Document 

      Data Element 



      Data Element

      Code Value 




      Code Value 

      X12 Implementation Guide


      X12 Implementation Guide

      Business Process Documentation

      Business Process Documentation

3.  RECOMMENDATION

(Will this be a separate manual from the other WEQ standards?  If so, this should contain the typical NAESB introduction text, etc - clb)
SUMMARY:


This standards recommendation establishes the key requirements that must be met to establish a secure public key infrastructure for the North American Energy Standards Board (NAESB) Wholesale Electric Quadrant (WEQ).  Nothing in this standard would preclude these standards from being adopted by other energy industry quadrants as appropriate.  These standards describe the requirements that Certification Authorities (CA) must meet in order to claim that the electronic Certificates issued by that CA meets NAESB WEQ standards.  This document also describes the minimum physical characteristics that a Certificate must meet in order to achieve compliance with NAESB WEQ standards.

A trusted network of Certification Authorities is one of the key ingredients needed for secure Internet data transfers. NAESB WEQ provides assurance to Energy Industry Participants that a Certification Authority complies with the minimum set of standards described in this document through the NAESB WEQ Certification Program. This is necessary in order to provide for a minimum level of security for the exchange of data across the public Internet.  Examples include the exchange of e-Tag data, OASIS data, Electric Industry Data Exchange (EIDE), etc.  Certification Authorities that comply with all NAESB WEQ PKI Standards are termed Authorized Certification Authorities.  Other capabilities, which are not addressed by this standard, such as reliable message delivery standards, are also needed and will be specified in separate standards.
In addition to the Certification Authority and Certificate standards, end-entities that wish to use the public key infrastructure established by these standards must attest to their understanding of and compliance with their Authorized Certification Authority’s Certificate Policy or Certification Practice Statements, and agree to be bound to electronic transactions entered into by the end-entity using a valid Certificate issued in the name of the end-entity. 
The standards described in this document achieves the level of security commonly used by other industries engaged in commercial activity across the public Internet.

Overview

NAESB standards call for the use of a Public Key Infrastructure (PKI) using X.509 v3 digital certificates to provide for specific security services:

· Confidentiality:  The assurance to an entity that no one can read a particular piece of data except the receiver(s) to which it is explicitly intended.

· Authentication:  The assurance to one entity that another entity is who he/she/it claims to be.

· Integrity:  The assurance to an entity that data has not been altered (intentionally or unintentionally) from sender to recipient and from time of transmission to time of receipt.

· Technical Non-Repudiation:  A party cannot deny having engaged in the transaction or having sent the electronic message.

NAESB WEQ standards require that digital X.509 v3 certificates be issued to industry participants after a formal registration process has been completed.  These Certificates are provided by Certification Authorities (CAs).  NAESB WEQ standards call for these CAs to meet certain minimum criteria as defined in these standards and that the Certificate obtained by industry participants meet a certain minimum criteria in order to ensure that the participant’s identity is tied to the Certificate and has been verified by the CA.  The issuing CA must meet these standards in order for the Certificate to be considered compliant with NAESB WEQ PKI standards.

Certification

Certification Authorities must comply with the NAESB WEQ PKI Standards and conform to the NAESB WEQ Certification Program for the WEQ PKI Standards to be consider an Authorized Certification Authority.  Upon achieving NAESB WEQ certification, NAESB will update the North American Electric Reliability Council (NERC) Registry with the appropriate CA object identifiers.  The CA will immediately be authorized to display the NAESB certification mark and will be authorized to claim compliance with NAESB [Electronic Certificate] PKI Standards.  All industry applications (e.g., OASIS) secured under these PKI Standards must permit access to any legitimate user that presents a valid electronic certificate issued by an Authorized Certification Authority.
NAESB may rescind a CA’s certification for cause at any time by providing 30 days notice in writing to the CA. CA’s that receive a rescission notice from NAESB are required to notify all affected certificate holders within 5 days that their NAESB certification has been rescinded and their certificates will no longer be valid. 

CA’s must be recertified by NAESB upon any of the following events:

· Purchase, Sale or Merger of the CA by/with another entity

· Renewal as required by the NAESB WEQ Certification Program
Scope

These standards provide for an infrastructure to secure electronic communications.  The standards dictate the obligations of both Authorized Certification Authorities and End-Entities that will rely on this infrastructure.  The standards do not specify how certificates issued by Authorized CAs are to be used to secure specific software applications or electronic transactions.  Those standards will be developed under separate NAESB WEQ Recommendations.

Commitment to Open Standards

The recommendations contained in this document should align with industry best practices for Public Key Infrastructure as prescribed by the National Institute of Standards and Technology in publication NIST 800-32, Internet Engineering Task Force PKI guidelines and standards (e.g. RFC 2510, 3280, 3647, 4210, and any successor standards etc.) and other broadly accepted/adopted standards from internationally recognized standards bodies. 

In particular, these standards have been aligned with RFC 2527, Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices Framework, with regard to enumeration and content to the extent practicable.  Following this publically accepted framework will make comparisions, assessment, and interoperation easier for persons using or considering using the NAESB WEQ PKI.  NAESB WEQ reserves the right to vary from the RGC 2527 structure, as needed, to ehnance the quality or its suitability to NAESB WEQ PKI.
NAESB WEQ’s long-standing support for open standards has served to create a competitive marketplace of interoperable E-commerce products to serve the Energy industry. As with other NAESB WEQ standards initiatives, this standard is being developed to ensure the availability of interoperable PKI products from multiple vendors. NAESB WEQ encourages Certification Authorities to pursue certification under this standard to meet Energy industry needs for PKI.

Recommended Standards:

Business Practice Standards for Public Key Infrastructure (PKI)

Definitions– For the purposes of this standard the following definitions adopted from RFC 3647 shall be applied:
Activation data - Data values, other than keys, that are required

to operate cryptographic modules and that need to be protected

(e.g., a PIN, a passphrase, or a manually-held key share).

Authorized Certification Authority (Authorized CA) - A Certification

Authority that complies with the WEQ PKI Standards and has met

all terms and conditions set forth by the NAESB Certification Program

for the WEQ PKI Standards.




Certificate Policy - A named set of rules that indicates the

applicability of a certificate to a particular community and/or

class of application with common security requirements.  For

example, a particular certificate policy might indicate

applicability of a type of certificate to the authentication of

electronic data interchange transactions for the trading of goods

within a given price range.

Certification path - An ordered sequence of certificates which,

together with the public key of the initial object in the path,

can be processed to obtain that of the final object in the path.

Certification Practice Statement (CPS) - A statement of the

practices which a certification authority employs in issuing

certificates.

End Entity - A registered business entity or other recognized

organization to which Certificates are issued by one or more

Authorized Certification Authorities.
Issuing Certification Authority (Issuing CA) - In the context of a

particular certificate, the issuing CA is the CA that issued the

certificate (see also Subject certification authority).

Policy qualifier - Policy-dependent information that accompanies a

certificate policy identifier in an X.509 certificate.

(Local) Registration authority (RA or LRA) - An entity that is responsible for

identification and authentication of certificate subjects, but

that does not sign or issue certificates (i.e., an RA is delegated

certain tasks on behalf of a CA).  

Relying Party - A recipient of a certificate who acts in reliance

on that certificate and/or digital signatures verified using that

certificate.  In this document, the terms "certificate user" and

"relying party" are used interchangeably.

Set of provisions - A collection of practice and/or policy

statements, spanning a range of standard topics, for use in

expressing a certificate policy definition or CPS employing the

approach described in this framework.

Subject Certification Authority (Subject CA) - In the context of a

particular CA-certificate, the Subject CA is the CA whose public

key is certified in the certificate (see also Issuing

Certification Authority).

1 Introduction

These WEQ PKI Standards define the minimum requirements that must be met by Certification Authorities, the electronic Certificates issued by those CAs, and End Entities that use those Certificates. The standards are intentionally enumerated to align with RFC 2527 for Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices Framework, but do not in themselves represent a Certificate Policy and/or a Certification Practices Statement.
1.1 Overview

NAESB WEQ standards offer three distinct classes of end user subscriber

Certificates – 
· SSL Encryption only
· SSL Authentication and 
· Digital signing.
This CPS describes at a general level the overall business, legal, and technical infrastructure of the NAESB WEQ  PKI.  Included are the following:
· Obligations of Certification Authorities, Registration Authorities, Subscribers, and Qualified Relying Parties within the NAESB WEQ PKI,
· Audit and related security and practices reviews that NAESB WEQ and NAESB WEQ PKI Participants undertake,
· Methods used within the NAESB WEQ  PKI to confirm the identity of Certificate Applicants for each type of Certificate,
· Operational procedures for Certificate life cycle services undertaken in the NAESB WEQ PKI, including Certificate application, issuance, acceptance, revocation, and renewal,
· Physical, personnel, key management, and logical security practices of PKI Participants,
· Certificate and Certificate Revocation List content within the NAESB WEQ PKI, and
· Administration of the CPS, including methods of amending it.
In addition, there are ancillary agreements required by NAESB WEQ which apply to NAESB WEQ PKI Participants. These agreements bind End-Entity parties as well as Qualified Relying Parties of NAESB WEQ and, in some cases, state specific practices for how they must meet NAESB WEQ requirements.  See the NAESB WEQ website for these additional agreements at www.naesb.org/weq/?????
1.2 Identification

The following classes of Certificates shall be recognized within the WEQ PKI Standards:

· Class 1 - SSL Encryption-only Certificates

· Class 2 - SSL Authentication Certificates

· Class 3 – Digital Signing Certificates [prs: do we want to introduce these yet?]

Each class of Certificates has different requirements with respect to privacy of key pairs, identification proofing, etc., as stipulated within these standards.  Certification Authorities must meet ALL requirements for a given class of Certificates to be authorized to issue Certificates identified as complying with the standards for that class.

1.2.1 Certificate Class Identification

Certification Authorities shall provide a unique ASN.1 object identifier within the Certificate Policy Extension for each class of certificates that it will issue as part of the CAs application to NAESB to be an Authorized Certification Authority.  If the CA complies with the standards associated with more than one class of certificates, but does not or cannot uniquely identify though the Certificate Policy Extension to which class an issued Certificate applies, the CA shall be limited to only asserting that it complies with the least stringent class of certificate standards.
1.2.2 Certificate Class Hierarchy

Each higher class (by number) of Certificates defined in these standards shall be required to meet or exceed all the requirements of all lower class certificates.  Relying Parties must accept any equal or higher class Certificate as valid when presented for use in a given context.  That is, any application using the WEQ PKI and requiring a Class 1 Certificate shall be required to accept both Class 1 and Class 2 Certificates as valid for use in securing that application.
1.3 Community and Applicability

1.3.1 Certification Authorities

Certification Authorities shall be required to comply with all the Terms and Conditions of the NAESB Certification Program adopted for the WEQ PKI Standards to be considered an Authorized Certification Authority.  Upon execution and acceptance by NAESB, each Authorized Certification Authority shall be identified in the NERC Registry as being compliant with the applicable standards.  Qualified Relying Parties shall be obligated to recognize and accept valid Certificates issued by any Authorized Certification Authorities in the name of an End Entity that has also registered that CA as the End Entity’s CA.
1.3.2 Registration Authorities

Certification Authorities may delegate certain responsibilities under their Certificate Policy and/or Certification Practice Statement to one or more Registration Authorities (RA) or Local Registration Authorities (LRA).  The CA shall insure that any responsibilities delegated to an RA or LRA are performed by that RA/LRA in compliance with these standards.

1.3.3 End Entities

End Entities participating in the WEQ PKI shall be required to be registered in the NERC Registry and furnish proof that they are an entity authorized to engage in the wholesale electricity market.  Entities or organizations that may require access to applications secured under the WEQ PKI standards, but do not qualify as a wholesale electricity market participant (e.g., regulatory agencies, universities, consulting firms, etc.) must register under the sponsorship of a qualified wholesale electricity market participant as an Unaffiliated Entity.
Registered End Entities and the user community they represent shall be required to execute an End Entity Certification Authority Declaration Agreement and submit that agreement to the NAESB WEQ Certification Program.  The End Entity Certification Authority Declaration Agreement shall represent to all industry participants that the End Entity understands and complies with the following obligations:

· Agrees to operate under the Terms and Conditions of each declared Authorized CAs Certificate Policy and/or Certificate Practices Statement;
· Has established a security policy and procedures to protect the privacy and use of all Certificates issued in the name of the End Entity;

· Agrees to be bound to the terms of any electronic transactions entered into using a current, valid Certificate issued in the name of the End Entity (assuming the Relying Party has complied with all of its corresponding obligations);

· Declares which Authorized CAs the End Entity has established a relationship with for the issuance of Certificates in the name of the End Entity.

Upon execution and acceptance by NAESB, the Authorized CAs declared by the End Entity shall be identified in the Registry.  Any subsequent End Entity Certification Authority Declaration Agreement submitted to NAESB shall void and replace all prior filed Agreements.  Until an End Entity has executed the End Entity Certification Authority Declaration Agreement, they may (shall?) be treated by Relying Parties as an Unaffiliated Entity.
Unaffiliated Entities shall not be required to execute the End Entity Certification Authority Declaration Agreement as a condition to use Certificates issued by an Authorized CA.  Relying Parties must recognize and make appropriate access control provisions when presented Certificates from Unaffiliated Entities.

1.3.4 Applicability

Certificates issued under the NAESB PKI may be used in, but not be limited to, the following suitable applications:

· Energy market transactions

· Energy or transmission scheduling

· Filings with government agencies

· Filings with law enforcement agencies

· Application filing processes, such as applying for or requesting access to physical facilities

· Financial transactions within the energy markets’ communities

· Billing, metering, and invoicing

· Conveyance and transfer of operational data

· Conveyance and transfer of system reliability data

Certificates issued under the WEQ PKI shall never be used for performing any of the following functions:
· Any transaction or data transfer that may result in imprisonment if compromised or falsified.
· Any transaction or data transfer deemed illegal under federal law

1.4 Contact Details

All inquiries should be address to:
NAESB WEQ

1301 Fannin, Suite 2350

Houston, Texas 77002

(713) 356-0060

(713) 356-0067 Fax

E-mail: naesb@naesb.com

www.naesb.org
2 General Provisions
2.1 Obligations

2.1.1 CA Obligations

CAs perform the specific obligations appearing throughout this document. In addition, NAESB WEQ uses commercially reasonable efforts to ensure that End-Entity Declaration Agreements and Qualifying Relying Party Agreements bind Subscribers and Relying Parties within the NAESB WEQ PKI. Examples of such efforts include, but are not limited to, requiring assent to a End-Entity Declaration Agreement as a condition of enrollment or requiring assent to a Qualified Relying Party Agreement as a condition of receiving Certificate status information.
2.1.2 RA Obligations

2.1.3 Subscriber Obligations(End-Entity?)
End-Entity obligations are specifically noted in a separate document within the NAESB WEQ PKI, by way of the NAESB WEQ End-Entity Agreement at: http://www.naesb.org/????.
Within the NAESB WEQ  PKI, End-Entity Agreements require that Certificate Applicants provide complete and accurate information on their Certificate Applications and manifest assent to the applicable End-Entity Agreement as a condition of obtaining a Certificate. 

The End-Entity Agreement requires End-Entity to cease use of their private keys at the end of their key usage periods under CPS § 6.3.2.

The End-Entity Agreement states that End-Entities shall not monitor, interfere with, or reverse engineer the technical implementation of the NAESB WEQ  PKI, and shall not otherwise intentionally compromise the security of the NAESB WEQ PKI.
2.1.4 Qualified Relying Party Obligations

Qualified Relying Party obligations are specifically noted in a separate document within the NAESB WEQ PKI, by way of the NAESB WEQ Qualified Relying Party Agreement at: http://www.naesb.org/????.

The Qualified Relying Party Agreement states that Qualified Relying Parties must not monitor, interfere with, or reverse engineer the technical implementation of the NAESB WEQ PKI, and shall not otherwise intentionally compromise the security of the NAESB WEQ PKI.
2.1.5 Repository Obligations

2.2 Liability

2.2.1 CA Liability
2.2.2 Not trying to complicate, but don’t we need something here?
Original eMARC language: (are we still wanting to refer to this as ‘eMARCs’-clb)
A potential CA must demonstrate sufficient financial viability to be relied upon as an Authorized CA, including having adequate insurance coverage (e.g., Errors and Omissions coverage, liability insurance ). 

2.2.3 RA Liability
2.3 Financial Responsibility

2.3.1 Indemnification by Relying Parties

2.3.2 Fiduciary Relationships

2.3.3 Administrative Processes

2.4 Interpretation and Enforcement
2.4.3 
Dispute Resolution Procedures 
In the event of any dispute or disagreement between or among two or more of the Program Participants (“Disputing Parties”) arising out of or relating to this Policy or e-MARC Contracts, CPS, or Agreements, the Disputing Parties shall use their best efforts to settle the dispute or disagreement through negotiations in good faith following notice from one Disputing Party to the other(s). Such negotiations may be mediated or arbitrated at the discretion of the Disputing Parties. If the Disputing Parties cannot reach a mutually agreeable resolution of the dispute or disagreement within sixty (60) days following the date of such notice, then the Disputing Parties may present the dispute to (???NAESB, NERC???) for resolution. 
2.5 Fees
A NAESB WEQ Authorized CA may impose a reasonable fee for the following:
· to issue or renew certificates.  
· for other services (e.g., key archive, key replacement).

A NAESB WEQ Authorized CA may not impose a fee for the following:

· revoke certificates. 
· certificate access fees with respect to use of their own certificates or the status of such certificates. 
· access to an Authorized CA’s published CRL. 
· 
2.6 Publication and Repository

2.7 Each Authorized CA shall operate a secure online Repository available to Subscribers and Relying Parties that must contain  
· all e‑MARCs issued by the Authorized CA that have been accepted by the Subscriber
· a valid CRL
· the Authorized CA’s certificate (for its public key)
· current versions of the Authorized CA’s CPS.

2.8 All information to be published in the Repository shall be published promptly after such information is available to the Authorized CA (within 24 hours).
2.9 The Authorized CA shall not impose any access controls for its signing key, CRLs, and CPS.
2.9.1 Publication of CA Information

2.9.2 Frequency of Publication

2.9.3 Access Controls

2.9.4 Repositories

2.10 Compliance Audit

2.11 Confidentiality

The following types of information shall be kept confidential: 
Subscriber Information.  The Authorized CA shall protect the confidentiality of personal information regarding Subscribers that is collected during the applicant registration,  application, authentication, and certificate status checking processes in accordance with the Privacy Act of 1974 and Amendments
.  Such information shall be used only for the purpose of providing Authorized CA Services and shall not be disclosed in any manner to any person without the prior consent of the Subscriber, unless otherwise required by law, except as may be necessary for the performance of the Authorized CA services.  In addition, personal information submitted by Subscribers:

· Must be made available by the Authorized CA to the Subscriber involved following an appropriate request by such Subscriber

· Must be subject to correction and/or reasonable and appropriate revision by such Subscriber

· Must be protected by the Authorized CA in a manner designed to ensure the data’s integrity and confidentiality

· Cannot be used or disclosed by the Authorized CA for purposes other than the direct operational support of WEQ PKI unless such use is authorized by the Subscriber involved or is required by law, including judicial process

Under no circumstances shall the Authorized CA (or any authorized LRA, CMA, or Repository) have access to the private keys of any Subscriber to whom it issues an e‑MARC to be used solely for generating digital signatures when the non-repudiation bit is expressed.  Subscriber private key backup or key archive programs are permitted for recovering the private keys of e‑MARCs issued for encryption.  See Section 7 for a complete certificate profile.

2.12 Other Subscriber Information.  The Authorized CA shall take reasonable steps to protect the confidentiality of Relying Parties or other Subscriber information provided to the Authorized CA.  
2.13 Intellectual Property Rights

2.14 Private keys shall be treated as the sole property of the legitimate holder of the corresponding public key identified in an e‑MARC

3
Identification and Authentication

3.1
Initial Registration

3.1.1
Types of names
Names in the Subject field shall contain a unique X.500 Distinguished Name (DN) that must be a printable string, must contain some string of characters (not be blank), and must clearly and uniquely identify the official company name of the Subscriber’s Organization and the Entity Code of the Subscriber’s Organization as they appear in the Registry Domain. The common name should be:

· For subscribers: the combination of first name, surname, and an optional middle initial.  
· For devices and applications (e.g., Web Servers) the common name should be the fully qualified domain name of the device/application.  
· For a role-based certificate the authenticated common name should be the role under which the certificate will be used
A certificate issued for a device, application, or role must include the email address of the person who is responsible for that device, application, or role in the SubjectAltName field of the certificate.
The Distinguished Name(DN) within the certificate’s Subject field must also contain the Entity Code of the Organization in the Organizational Unit (OU) field and the official company name of the Organization in the Organization (O) field.



3.1.4
Uniqueness of names
Name uniqueness across all certificates must be enforced and each Authorized CA shall enforce name uniqueness within the DNs of the X.500 name space that it has been authorized.  A DN includes all fields in the certificate Issuer and Subject fields.



3.1.7
Method to prove possession of private key
The Authorized CA shall verify that the applicant (to include a role-based certificate applicant) possesses the private key corresponding to the public key submitted with the application by using a key transfer protocol or equivalent method, and that these keys form a functioning pair.


3.1.8
Authentication of organization identity
The Authorized CA shall verify that the entity exists, is registered with a unique Entity Code in the NERC Registry, and conducts business at the address listed in the certificate application.  

In conducting its review and investigation, the Authorized CA shall validate information concerning the entity to establish its authenticity, including legal company or business name, type of entity place of incorporation or principal registration, principal business address (including number and street, city, ZIP code), and principal business telephone number.  The Authorized CA may rely on the Registry to verify the business credentials (e.g., Entity Code, Business Code) of the Organization.

If the Organization had previously established the identity of the entity organization using a process that satisfies the Authorized CA and there have been no changes in the information presented, then the Authorized CA and the prospective Subscriber may use private shared information to verify the identity of the Organization.  


3.1.9
Authentication of individual identity
The Authorized CA shall verify all of the following identification information supplied by the applicant:  first name, middle initial, and last name; current address (number and street, city, ZIP code); and principal telephone number.  

Applicant identification must be confirmed via non-bias third party sources (i.e. no relationship to the subscriber, the subscriber’s organization, or the Authorized CA) and use an identity-proofing process that incorporates the following factors: (what about companies using corporate shared services to process eletronic transactions and that have opted to set up their own CA?)
· Submission by the applicant of at least three individual identity items, which must be verified through reference to multiple independent data sources along with crosschecks for consistency.  Examples follow:

· Government-issued identification (ID)

· United States Alien Registration Number or similar Canadian or Mexican identification

· Passport number and country

· Current employer name, address (number and street, city, postal code), and principal telephone number

· Currently valid state-issued driver’s license number or state-issued identification card number

· Social Security Number, or similar Canadian or other national identification

· Date of birth

· Place of birth
· Phone call or postal mail to Applicant’s Organization to confirm the accuracy of the information presented
If the applicant is requesting a certificate for a device, application, or role-based certificate, the Authorized CA shall verify the following information:

· The applicant is a duly authorized representative of the Organization as an employee, partner, member, agent, or other association.
· The Organization’s identity as specified in Section 3.1.8.


3.2
Routine Rekey
A Subscriber must periodically obtain new keys and reestablish its identity.  Rekeying a certificate means a new certificate is created that is identical to the old one, except that the new certificate has a new, different public key (corresponding to a new, different private key); a different serial number; and a different validity period.  All ccertificates shall be rekeyed when they are renewed.

The Authorized CA shall accept certificate renewal requests from Subscribers within 90 days from the scheduled end of the operational period (expiration date) of the certificate, provided the certificate is not currently revoked.  Certificates for individual subscribers shall be renewed not to exceed 2-year increments and certificates for servers/devices shall be renewed not to exceed 3-year increments.




4.
Operational Requirements

4.1
Certificate Application
The Authorized CA must perform the following steps when an applicant applies for a certificate:

· Establish and record identity of an applicant (per Section 3.x).

· Obtain a signed request file, including the matching public key, for each certificate required.

· Establish that the public key forms a functioning key pair with the private key held by the applicant (per Section 3.1.x)

· Provide a point of contact for verification of any roles or authorizations requested.

· Acknowledge the terms and conditions of acceptance and use of the certificate by the applicant.

These steps may be performed in any order that is convenient for the Authorized CA, and does not defeat security, but all steps must be completed prior to certificate issuance.  All communications among Authorized CA and applicant supporting the certificate application and issuance process shall be authenticated and protected from modification.  Any electronic transmission of shared secrets shall be protected (e.g., encrypted) using means commensurate with the requirements of the data to be protected by the certificates being issued.


4.2
Certificate Issuance
Upon successful completion of the Subscriber identification and authentication process the Authorized CA shall create the requested certificatge, notify the applicant thereof, and make the certificate available to the applicant.  Upon issuance of a certificate , the Authorized CA shall warrant that:

· The Authorized CA has issued, and will manage, the certificate in accordance with the WEQ PKI Standards.

· The Authorized CA has complied with all requirements in this WEQ PKI standard when identifying the Subscriber and issuing the certificate.

· There are no misrepresentations of fact in the certificate actually known to or reasonably knowable by the Authorized CA and the Authorized CA has verified the information in the certificate.

· Information provided by the Subscriber for inclusion in the certificate has been accurately transcribed to the certificate .

· The certificate meets the material requirements of this Standard.

4.3
Certificate Acceptance
The Subscriber shall indicate acceptance or rejection of the certificate to the Authorized CA.  During this acceptance process, the Subscriber must indicate, through any mechanism the Authorized CA provides, that he/she has read and agreed to the stipulations of this Standard.  By accepting the certificate , the Subscriber warrants that all information and representations made by the Subscriber that are included in, and relied upon in issuing, the certificate are true and accurate. 

4.4
Certificate Suspension and Revocation



4.4.2
Who can request revocation
The only persons permitted to request revocation of a certificate issued pursuant to this Standard are the Subscriber, an authorized representative of the Organization, or the issuing Authorized CA. A Subscriber may request revocation of his/her certificate at any time for any reason.  An Organization may request revocation of an certificate issued to its Subscriber, device, or individual, at any time for any reason. An Authorized CA is responsible for promptly requesting revocation of a certificate under at least the following circumstances:

· If an Authorized CA learns, or reasonably suspects, that the Subscriber’s private key has been compromised.

· If the issuing Authorized CA determines that the certificate was not properly issued in accordance with this Standard and/or the Authorized CA’s certificate CPS.

· The Authorized CA shall revoke the Subscriber’s certificate if it is determined that the certificate has been used in a manner that violates this Policy.








4.4.9
Certificate Revokation List Issuance Frequency and Validity Period.
An Authorized CA must ensure that it issues an up-to-date CRL at least every twelve (12) hours.  Additionally, the validity period of a CRL shall not exceed 24 hours


4.4.11
CRL availability
An Authorized CA must ensure up-to-date CRL’s are available 24x7x365 and can be downloaded via the HTTP protocol. Other protocols may be used but are not required.





4.4.15
CA Key Compromise
An Authorized CA’s CPS must contain provisions outlining the means it will use to provide notice of compromise or suspected compromise of any of its private keys used to sign certificates under this standard.


4.5
Security Audit Procedures
All significant security events, including at least those specified in Section 4.6.1, on each Authorized CA’s system must be logged.  Audit logs for all Authorized CAs should be written in real time to a non-erasable medium or a medium for which erasure, rewrites, and wipes have been fully disabled. These logs shall be maintained in sufficient detail for the Authorized CA to use them as an aid in troubleshooting and as an aid in diagnosing system security breaches.  Audit trail files are to be maintained in a secure manner in accordance with section 4.6, and shall not be provided to any entity external to the Authorized CA other than law enforcement agencies.









4.6
Records Archival


4.6.1
Types of event recorded
The data and files archived by or on behalf of each Authorized CA must include:

· All certificate applications, including all application information

· Certificate issuances and transactions

· System start-up and shutdown actions

· Authorized CA application start-up and shutdown actions

· Attempts to create, remove, or set passwords or change the system privileges of the Security Officer, or Administrator

· Changes to Authorized CA details and/or keys

· Changes to certificate creation policies (e.g., validity period)

· Login and logoff attempts

· Unauthorized attempts at network access to the Authorized CA’s system

· Unauthorized attempts to access system files

· Generation of own and subordinate entity keys

· Revocation of certificates

· Attempts to initialize, remove, enable, and disable Subscriber activities, and update or recover their keys

· Failed read-and-write operations on the certificate and CRL directory

· discrepancy and compromise reports

All logs, whether electronic or manual, should contain the date and time of the event and the identity of the entity that caused the event.

An Authorized CA should also collect and consolidate, either electronically or manually, security information, whether or not system or automatically generated, such as:

· Physical access logs

· System configuration changes and maintenance

· Personnel changes

· Discrepancies and compromise reports

· Record of the destruction of media containing key material, activation data, or personal Subscriber information

An Authorized CA must ensure that all logged events are explained in an audit log summary and that audit logs are actively reviewed either manually or automatically on a regular basis.  Any responsive or remedial actions taken following these reviews must be documented.


4.6.2
Retention period for archive
Archives of the recorded events listed in Section 4.6.1 shall be retained and protected against modification, loss, or destruction for a period as specified in the Authorized CA’s CPS, but in any event not less than three? years without any loss of data.  Applications necessary to read these archives must be maintained for the identical period.


4.6.3
Protection of archive
The archive media must be protected at least at the level required to maintain and protect all Subscriber information and data from disclosure, modification, or destruction.  The media on which the archive is stored must be protected from modification and destruction either by physical security alone, or by a combination of both physical security and cryptographic protection, and must also be provided adequate protection from environmental threats such as temperature, humidity, and magnetism.


4.6.4
Archive backup procedures
Adequate backup procedures must be in place so that in the event of the loss or destruction of the primary archives, a complete set of backup copies will be readily available within a 48-hour period.


4.6.5
Requirements for time-stamping of records
Archived data, files, and similar records need not be time-stamped as of their creation or modification, but all logs must contain data indicating the time each logged event occurred.


4.6.6
Archive collection system (internal or external)


4.6.7
Procedures to obtain and verify archive information
Procedures detailing how to create, collect, verify, package, transmit, and store Authorized CA archives shall be published in the Authorized CA’s CPS.  Only authorized persons shall be permitted to access the archive.

4.7
Key Changeover 
The lifetime of a CA certificate (and hence its public/private key pair) is defined as the time under which that CA may issue certificates. The validity period is defined as the time under which that CA certificate is considered valid for validity checking. The maximum lifetime of the self-signed CA issuing End-Entity e-MARCs will be a maximum of 3? years. The validity period of the public/private key pair of each of these CAs will be longer to account for the changeover from the current CA to the new CA. 



4.8
Compromise and Disaster Recovery



4.8.2
Entity public key is revoked
In the event of a compromised Authorized CA’s private key (Section 4.8.3) or the CA is terminated as an Authorized CA, the Authorized CA (or NAESB WEQ/NERC? in cases where the CA is non-compliant) must provide instruction to its subscribers on the proper removal of the compromised CAs certificate chain from applicable web browsers and applications. 
In addition, all subscribers (Individuals, Organizations, and Qualified Relying Parties) must remove the compromised certificates from all certificate stores. 
After addressing the factors that led to decommissioning, the Authorized CA may: 

· Generate a new Authorized CA signing key pair. 

· • If a new pair is generated, re-issue certificates to all Subscribers and ensure that all CRLs are signed using the new private key (see Section 6.3.3) 


4.8.3
Entity key is compromised
Each Authorized CA must have in place an appropriate Key Compromise Plan document that addresses the procedures that will be followed in the event of a compromise of the private signing key used by an Authorized CA to issue e-MARCs. Such plan shall include procedures for revoking all affected e-MARCs and promptly notifying all Subscribers and all Relying Parties, substantially similar to the procedures under Section 4.8.2. 

4.8.4
Secure facility after a natural or other type of disaster
An Authorized CA must have in place an appropriate Disaster Recovery/Business Resumption Plan document. Such a plan shall be detailed within the Authorized CA’s e-MARC CPS or other appropriate documentation made available to and approved by the Policy Authority. 


4.9
CA Termination
In the event that an Authorized CA ceases operation or its participation as an Authorized CA in the e-MARC Program is otherwise terminated: 

· All Subscribers, Sponsoring Organizations, and Relying Parties must be promptly notified of the cessation. 
· All e-MARCs issued by an Authorized CA shall be revoked via CRL no later than the next update time or time of cessation whichever occurs first. 
· All current and archived e-MARC identity proofing, certificate validation/revocation/renewal, policy and practices, billing, and audit data shall be transferred to the Policy Authority or arrangements shall be made to provide the information upon request made at any time during a period of not less than 3 years. Transferred data shall not include non-e-MARC data. 

If the Authorized CA has arranged for the transfer and retention of the Authorized CA’s keys and information to another Authorized CA that meets the requirements of this Policy and the Policy Authority, service may be continued under the new Authorized CA and certificates need not be revoked. 


4.10
Customer Service Center
Each Authorized CA shall implement and maintain a 24x7x365 Customer Service Center to provide assistance and services to Subscribers and Relying Parties, and a system for receiving, recording, responding to, and reporting certificate problems with its customers.

5.
Physical, Procedural, and Personnel Security Controls
Each Authorized CA, and all associated LRAs, CMAs, and Repositories, shall implement appropriate physical security controls to restrict access to the hardware and software (including the server, workstations, and any external cryptographic hardware modules or tokens) used in connection with providing Authorized CA Services.  Access to such hardware and software shall be limited to those personnel performing in a trusted role as described in Section 5.2.1. 


5.1
Physical Controls


5.1.1
Site location and construction
Physical security controls shall be implemented that protect the Authorized CA’s hardware and software from unauthorized access and damage.  Authorized CA cryptographic modules shall be protected against theft, loss, and unauthorized use.  

The Authorized CA shall implement appropriate physical security controls to restrict access to and protect the hardware and software used in connection with providing Authorized CA Services.  Proper physical barriers shall be in place.  For instance, surrounding walls shall extend from real ceiling to real floor, not raised floor or suspended ceiling.  The facility will be locked and intruder detection systems will be activated while the facility is unoccupied.  

Fire prevention and protection controls will be in place, including a fire extinguisher system.  CA facilities must be constructed to prevent exposure of systems to water.  All electronic physical security devices will be tested daily.

The Authorized CA equipment shall be dedicated to the certificate Authorized CA function; it shall not perform non- Authorized CA-related functions.  The Authorized CA’s facility shall also store backup and distribution media in a manner sufficient to prevent loss, tampering, or unauthorized use of the stored information.


5.1.2
Physical access
Physical access to the Authorized CA’s systems will be limited to authorized individuals with a valid purpose to enter.  Authentication controls will be used to access areas containing the Authorized CA’s systems.  Those persons not authorized to enter the facility but who require access for business purposes can enter the facility only if escorted by authorized personnel.  All access to the Authorized CA facility must be logged. 


5.1.3
Power and air conditioning
The Authorized CA facility shall be supplied with power and air conditioning sufficient to create a reliable operating environment.  Personnel areas within the facility shall be equipped with sufficient facilities to satisfy operational needs and comply with all applicable health and safety requirements.







5.1.9
Cabling and Network Devices

Cabling and network devices supporting Authorized CA Services shall be protected from interception and damage. 

5.2
Procedural Controls


5.2.1
Trusted roles
An Authorized CA must ensure a separation of duties for critical Authorized CA functions to prevent one person from maliciously using the Authorized CA system without detection.

An Authorized CA should provide for a minimum of two distinct PKI personnel roles, distinguishing between day-to-day operation of the Authorized CA system and the management and auditing of those operations.  The selection and distinction of trusted roles must provide resistance to insider attack.  


5.2.2
Number of persons required per task
An Authorized CA shall use commercially reasonable practices to ensure that one person acting alone cannot circumvent security safeguards or otherwise compromise the integrity of the certificate PKI. 


5.2.3
Identification and authentication for each role
All Authorized CA personnel must have their identity and authorization verified under procedures substantially similar to those stipulated in Sections 3.1.9 and 5.3.2 before they are:

· Included in the access list for the Authorized CA site

· Included in the access list for the Authorized CA system

· Given a certificate for the performance of their Authorized CA role

· Given an account on the PKI system

Each of these certificates and accounts must be:

· Directly attributable to a single individual (not shared)

· Securely stored

· Restricted to actions authorized for that role through the use of Authorized CA software, operating system and procedural controls

Authorized CA operations must be secured, using mechanisms such as token-based strong authentication and encryption, when accessed across a shared network.











6
Technical Security Controls

6.1
Key Pair Generation and Installation


6.1.1
Key pair generation
Authorized CA keys must be generated in a FIPS 140-2 Level 3 hardware device. This includes but is not limited to:

· Keys are at least 3DES encrypted, encoded with M of N encryption, and stored on a tamper-proof hardware device to ensure their integrity.
· All key operations are performed exclusively within hardware to prevent unauthorized access to keys.

· True two-factor, trusted path, multi-person authentication of administrative users to prevent unauthorized access to sensitive keys.
· Keys can never be output in plaintext and no private key shall appear unencrypted outside the device.



6.1.4
CA public key delivery to users(?)

6.1.5
Key sizes
Key lengths shall be a minimum of 1024 bits for all non-CA certificates and 2048 for all Authorized CA certificates.





6.2
Private Key Protection






6.2.5
Private key archival
When key pairs reach the end of their validity period, such key pairs will be

archived for a period of at least 3 years. Archived key pairs will be securely stored using

hardware cryptographic modules.  Procedural controls prevent archived key pairs from being returned to production use. Upon the end of the archive period, archived keys pairs will be securely destroyed in accordance with section 6.2.9.




6.2.9
Method of destroying private key
At the conclusion of a key or key pair’s operational lifetime, one or more copies of the key or key pair are archived in accordance with Section 6.2.5.  Remaining copies of the key or key pair are securely destroyed.  In addition, archived key or key pairs are securely destroyed at the conclusion of their archive periods.
Key or key pair should be destroyed in a manner that reasonably ensures that there are no residual remains of the keys that could lead to the reconstruction of the keys.  The key or key pairs can be destroyed via the utilization of the zeroization function of its hardware cryptographic modules, if applicable, or other appropriate means to ensure the complete destruction of the keys.  In the instance of a CA key destruction, the activities should be logged.

6.3
Other Aspects of Key Pair Management



6.3.2
Usage periods for the public and private keys
Subscriber key pairs must be replaced after a validity period of one year. 






6.5
Computer Security Controls
Each computer that is used to administer or operate within the PKI framework must have a minimum level of security before accessing the infrastructure.  Each machine must be free of viruses, trojan horse vulnerabilities, spyware, key loggers (except those required by a CA’s audit policy and CPS), or any other malicious software or hardware that could be used to intercept or compromise the e-MARC PKI or portions thereof. 








6.7
Network Security Controls
An Authorized CA must document in detail its network security controls in its CPS. Access to unused ports and services must be denied.  Users shall be provided access only to services that they are specifically authorized to use.  Remote access and connections from remote computers must be limited to only those absolutely necessary, and must be properly authenticated.  External threats shall be mitigated by controls such as firewalls, network intrusion detection systems, and router access control lists to protect the internal network.  The Authorized CA shall document security attributes of all network services.

   6.8  Cryptographic Module Engineering Controls


7
Certificate and CRL Profiles

7.1
Certificate Profile








7.1.7
Usage of Basic Constraints extension
The Basic Constraints extension must be present in all Certificate Authority certificates (marked as critical) with Subject Type = CA.  It is recommended, but not required, to set the Path Length Constraint.


7.1.8
Subject Key Identifier

The subject key identifier extension must be present in all certificates as it facilitates certification path construction.  

7.1.9
Authority Key Identifier

The authority key identifier extension must be present in all certificates as it facilitates certificate path construction in instances where a Certificate Authority has multiple signing keys (either due to multiple concurrent key pairs or due to changeover).  The identification must be based on the key identifier (the subject key identifier in the issuer’s certificate) but in addition may also use the issuer’s name and/or serial number.

7.1.10
Subject Alternative Name

This is an optional extension based on RFC 822 [RFC 822], which may be used to further clarify the owner of the certificate or to strengthen name uniqueness.  When the Subject Alternative name (subjectAltName) extension contains an Internet mail address, the address must be included as an rfc822Name.  The format of an rfc822Name is an "addr-spec" as defined in RFC 822.  An addr-spec has the form "local-part@domain".

7.1.15
CRL Distribution Point

All certificates must include at least one CRL Distribution Point which uses the HTTP protocol and may additionaly use any of the currently available protocols, including File Transfer Protocol (FTP), or LDAP, etc.





7.2
CRL Profile


7.2.1
Version number(s)
CRLs issued under this Policy shall assert a version number as described in the X.509 standard [ISO 9594-8]. CRLs shall assert X.509 Version 3. 



8
Specification Administration

8.1
Specification change procedures
Any proposed changes to this Policy under consideration by the NAESB WEQ that may materially affect users of this Policy (other than editorial or typographical corrections, minor changes to the contact details, or other minor changes) will be processed according to NAESB WEQ procedural by-laws 


8.2
Publication and notification policies
Any interested party may submit a request in accordance to NAESB WEQ procedural by-laws. 


4.  SUPPORTING DOCUMENTATION
a.  Description of Request:

b.  Description of Recommendation:

c.  Business Purpose:

d.  Commentary/Rationale of Subcommittee(s)/Task Force(s):
� Privacy Act of 1974 and Amendments (as of January 2, 1991), 5 U.S.C. Sec. 552.a, Title 5, Part 1, Chap. 5, Subchapter II.





�I submit it is much easier to write standards for SSL Authentication certificates which are used today, and then modify the standard for other types of certs as they increase in usage. Thus I would recommend only one class of certs, SSL Authentication.


�See above comment.


�See above comment.
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