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NAESB Qualified relying party Declaration for public Key infrastructure
I. Recitals of Declaring Party


Whereas _______________ (Declarant) acknowledges that it is the “Qualified Relying Party” for purposes of this Declaration.


And whereas,


A. Qualified Relying Party recognizes and acknowledges the energy industry’s need for secure private electronic communications meeting the goals of:
· Privacy: The assurance to an entity that no one can read a particular piece of data except the receiver(s) explicitly intended;

· Authentication: The assurance to one entity that another entity is who it claims to be;

· Integrity: The assurance to an entity that data has not been altered (intentionally or unintentionally) between “there” and “here,” or between “then” and “now”; and

· Non-Repudiation: A party cannot deny having engaged in the transaction or having sent the electronic message.

B.  Qualified Relying Party recognizes the Industry’s endorsement of Public Key cryptography which utilized Public Key certificates to bind a person’s or computer system’s public key to its entity and to support symmetric encryption key exchange.

C.  Qualified Relying Party has reviewed Industry guidelines with respect to industry standards for establishing a trusted Public Key Infrastructure (“PKI”).  

D.  Qualified Relying Party evaluated each nominated Certificate Authority’s Certification Practices Statement in light of those industry standards as identified by the Certificate Authority.
   

The Qualified Relying Party hereby declares,

II. Qualified Relying Party Obligations in Nominating a Certificate Authority 

A. Qualified Relying Party hereby nominates the following Certificate Authority(ies) to provide PKI services to the Qualified Relying Party pursuant to each Certificate Authority’s published Certification Practices Statement.  

	Certification Authority
	CPS Identifier 
	CA’s Root Identifier
	CRL Repository Location(s)

	
	
	
	

	
	
	
	



B. Qualified Relying Party acknowledges the following obligations:


(i) Qualified Relying Party is afforded all rights as a Qualified Relying Party as specified in the Declaration by the actions of the nomination of the above Certificate Authority(ies)



(ii) and by accepting valid certificates issued by the nominated Certificate Authority(ies)



(iii) and by acknowledging that it adheres to the following obligations prior to accepting a certificate issued to the End-Entity by the Certificate Authority(ies) (as listed in the End-Entity’s Declaration) as part of an electronic transaction:




1. Qualified Relying Party has produced a copy of this Declaration executed by the Qualified Relying Party to the End-Entity notifying the End-Entity of the Qualified Relying Party nominated Certificate Authority(ies).



2. Qualified Relying Party has verified, for each electronic transaction secured through use of a digital certificate issued in the name of the End-Entity by any of the End-Entity’s nominated Certificate Authority(ies) that 


a.
the certificate is valid and has not been revoked;


b.
the entire certificate validation/trust chain to the Nominated 


Certificate Authority(ies) root certification authority is intact 


and valid
;


c.
certificate validity has been checked against the appropriate 


Certificate Revocation Lists (CRLs) and those lists have not 


expired;


d.
the certificate presented in the transaction corresponds to a 


duly registered user account of the Qualified Relying Party 


and; 


e.
the user account associated with the certificate presented is 


authorized to perform the requested transaction.
III. Qualified Relying Party acknowledges the following rights afforded to it by adherence to the above obligations:


The Qualified Relying Party acknowledges the obligations contained in this Declaration, as of [DATE] ___________.

By:  ___________________________________,

Signature
___________________________________,

Printed

___________________________________,

Title

___________________________________.
Organization

� Question – do we need this in the declaration for the Qualified Relying Party?  Or does their responsibility rely in evaluating the Declaration of the End-Entity?


� Does this statement also need to go in the End-Entity Declaration?


� What rights are they given?  





NAESB Qualified Relying Party Agreement as of 4/25/06

 Page 2

