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RECOMMENDATION TO NAESB EXECUTIVE COMMITTEE

                                       For Quadrant: WEQ
                                       Requesters:
ESS/ITS Subcommittee
                                       Request No.: 
R03004
                                       Request Title:
PKI Standards

1.  RECOMMENDED ACTION:
EFFECT OF EC VOTE TO ACCEPT RECOMMENDED ACTION:

   X Accept as requested


   X  Change to Existing Practice

      Accept as modified below


      Status Quo

      Decline

2.  TYPE OF DEVELOPMENT/MAINTENANCE

Per Request:




Per Recommendation:
   X Initiation




  X  Initiation 

      Modification




      Modification

      Interpretation



      Interpretation

      Withdrawal




      Withdrawal

      Principle 




      Principle 

      Definition 




      Definition 

  X  Business Practice Standard 


  X  Business Practice Standard 

      Document 




      Document 

      Data Element 



      Data Element

      Code Value 




      Code Value 

      X12 Implementation Guide


      X12 Implementation Guide

      Business Process Documentation

      Business Process Documentation

3.  RECOMMENDATION

SUMMARY:


This standards recommendation establishes the key requirements that must be met to establish a secure public key infrastructure for the Wholesale Electric Quadrant.  Nothing in this standard would preclude these standards from being adopted by other energy industry quadrants as appropriate.  These standards describe the requirements that Certification Authorities (CA) must meet in order to claim that the electronic Certificates issued by that CA meets NAESB standards.  This document also describes the minimum physical characteristics that a Certificate must meet in order to achieve compliance with NAESB standards.

A trusted network of Certification Authorities is one of the key ingredients needed for secure Internet data transfers. NAESB provides assurance to Energy Industry Participants that a Certification Authority complies with the minimum set of standards described in this document through the NAESB Certification Program.  This is necessary in order to provide for a minimum level of security for the exchange of data across the public Internet.  Examples include the exchange of e-Tag data, OASIS data, Electric Industry Data Exchange (EIDE), etc.  Certification Authorities that comply with all NAESB PKI Standards are termed Authorized Certification Authorities.  Other capabilities, which are not addressed by this standard, such as reliable message delivery standards, are also needed and will be specified in separate standards.
In addition to the Certification Authority and Certificate standards, end-entities that wish to use the public key infrastructure established by these standards must attest to their understanding of and compliance with their Authorized Certification Authority’s Certificate Policy or Certification Practice Statements, and agree to be bound to electronic transactions entered into by the end-entity using a valid Certificate issued in the name of the end-entity. 
The standards described in this document achieves the level of security commonly used by other industries engaged in commercial activity across the public Internet.

Overview

NAESB standards call for the use of a Public Key Infrastructure (PKI) using X.509 v3 digital certificates to provide for specific security services:

· Confidentiality:  The assurance to an entity that no one can read a particular piece of data except the receiver(s) explicitly intended.

· Authentication:  The assurance to one entity that another entity is who he/she/it claims to be.

· Integrity:  The assurance to an entity that data has not been altered (intentionally or unintentionally) from sender to recipient and from time of transmission to time of receipt.

· Technical Non-Repudiation:  A party cannot deny having engaged in the transaction or having sent the electronic message.

NAESB standards require that digital X.509 v3 certificates be issued to industry participants after a formal registration process has been completed.  These Certificates are provided by Certification Authorities (CAs).  NAESB standards call for these CAs to meet certain minimum criteria as defined in these standards and that the Certificate obtained by industry participants meet a certain minimum criteria in order to ensure that the participant’s identity is tied to the Certificate and has been verified by the CA.  The issuing CA must meet these standards in order for the Certificate to be considered compliant with NAESB standards.

Certification

Certification Authorities must comply with the NAESB PKI Standards and conform to the NAESB Certification Program for the WEQ PKI Standards to be consider an Authorized Certification Authority.  Upon achieving NAESB certification, NAESB will update the [NERC] Registry with the appropriate CA object identifiers.  The CA will immediately be authorized to display the NAESB certification mark and will be authorized to claim compliance with NAESB [Electronic Certificate] PKI Standards.  All Industry applications (e.g., OASIS) secured under these PKI Standards must permit access to any legitimate user that presents a valid electronic certificate issued by an Authorized Certification Authority.
NAESB may rescind a CA’s certification for cause at any time by providing 30 days notice in writing to the CA. CA’s that receive a rescission notice from NAESB are required to notify all affected certificate holders within 5 days that their NAESB certification has been rescinded and their certificates will no longer be valid. 

CA’s must be recertified by NAESB upon any of the following events:

· Purchase, Sale or Merger of the CA by/with another entity

· Renewal as required by the NAESB Certification Program
Scope

These standards provide for an infrastructure to secure electronic communications.  The standards dictate the obligations of both Authorized Certification Authorities and End-Entities that will rely on this infrastructure.  The standards do not specify how certificates issued by Authorized CAs are to be used to secure specific software applications or electronic transactions.  Those standards will be developed under separate NAESB Recommendations.
Commitment to Open Standards

The recommendations contained in this document should align with industry best practices for Public Key Infrastructure as prescribed by the National Institute of Standards and Technology in publication NIST 800-32, Internet Engineering Task Force PKI guidelines and standards (e.g. RFC 2510, 3280, 3647, 4210, and any successor standards etc.) and other broadly accepted/adopted standards from internationally recognized standards bodies. 

In particular, these standards have been aligned with RFC 2527, Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices Framework, with regard to enumeration and content to the extent practicable.

NAESB’s long-standing support for open standards has served to create a competitive marketplace of interoperable E-commerce products to serve the Energy industry. As with other NAESB standards initiatives, this standard is being developed to ensure the availability of interoperable PKI products from multiple vendors. NAESB encourages Certification Authori ties to pursue certification under this standard to meet Energy industry needs for PKI.

Recommended Standards:

Business Practice Standards for Public Key Infrastructure (PKI)

Definitions– For the purposes of this standard the following definitions adopted from RFC 2527 shall be applied:
Activation data - Data values, other than keys, that are required

      to operate cryptographic modules and that need to be protected

      (e.g., a PIN, a passphrase, or a manually-held key share).

Authorized Certification Authority (Authorized CA) - A Certification

      Authority that complies with the WEQ PKI Standards and has meet

      All terms and conditions set forth by the NAESB Certification Program

      for the WEQ PKI Standards.
CA-certificate - A certificate for one CA's public key issued by

      another CA. [Note: may not be required as we are not doing

      cross-CA certifications.]
Certificate Policy - A named set of rules that indicates the

      applicability of a certificate to a particular community and/or

      class of application with common security requirements.  For

      example, a particular certificate policy might indicate

      applicability of a type of certificate to the authentication of

      electronic data interchange transactions for the trading of goods

      within a given price range.

Certification path - An ordered sequence of certificates which,

      together with the public key of the initial object in the path,

      can be processed to obtain that of the final object in the path.

Certification Practice Statement (CPS) - A statement of the

      practices which a certification authority employs in issuing

      certificates.

End Entity - A registered business entity or other recognized

      organization to which Certificates are issued by one or more

      Authorized Certification Authorities.
Issuing Certification Authority (Issuing CA) - In the context of a

      particular certificate, the issuing CA is the CA that issued the

      certificate (see also Subject certification authority).

Policy qualifier - Policy-dependent information that accompanies a

      certificate policy identifier in an X.509 certificate.

(Local) Registration authority (RA or LRA) - An entity that is responsible for

      identification and authentication of certificate subjects, but

      that does not sign or issue certificates (i.e., an RA is delegated

      certain tasks on behalf of a CA).  

Relying Party - A recipient of a certificate who acts in reliance

      on that certificate and/or digital signatures verified using that

      certificate.  In this document, the terms "certificate user" and

      "relying party" are used interchangeably.

Set of provisions - A collection of practice and/or policy

      statements, spanning a range of standard topics, for use in

      expressing a certificate policy definition or CPS employing the

      approach described in this framework.

Subject Certification Authority (Subject CA) - In the context of a

      particular CA-certificate, the Subject CA is the CA whose public

      key is certified in the certificate (see also Issuing

      Certification Authority).
1 Introduction

These WEQ PKI Standards shall define the minimum requirements that must be met by Certification Authorities, the electronic Certificates issued by those CAs, and End Entities that use those Certificates. The standards are intentionally enumerated to align with RFC 2527 for Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices Framework, but do not in themselves represent a Certificate Policy and/or a Certification Practices Statement.
1.1 Overview

??
1.2 Identification

The following classes of Certificates shall be recognized within the WEQ PKI Standards:

· Class 1 - SSL Encryption-only Certificates

· Class 2 - SSL Authentication Certificates

· Class 3 – Digital Signing Certificates [prs: do we want to introduce these yet?]

Each class of Certificates has different requirements with respect to privacy of key pairs, identification proofing, etc., as stipulated within these standards.  Certification Authorities must meet ALL requirements for a given class of Certificates to be authorized to issue Certificates identified as complying with the standards for that class.

1.2.1 Certificate Class Identification

Certification Authorities shall provide a unique ASN.1 object identifier within the Certificate Policy Extension for each class of certificates that it will issue as part of the CAs application to NAESB to be an Authorized Certification Authority.  If the CA complies with the standards associated with more than one class of certificates, but does not or cannot uniquely identify though the Certificate Policy Extension to which class an issued Certificate applies, the CA shall be limited to only asserting that it complies with the least stringent class of certificate standards.
1.2.2 Certificate Class Hierarchy

Each higher class (by number) of certificates defined in these standards shall be required to meet or exceed all the requirements of all lower class certificates.  Relying Parties must accept any equal or higher class Certificate as valid when presented for use in a given context.  That is, any application using the WEQ PKI and requiring a Class 1 Certificate shall be required to accept both Class 1 and Class 2 Certificates as valid for use in securing that application.
1.3 Community and Applicability

1.3.1 Certification Authorities

Certification Authorities shall be required to comply with all the Terms and Conditions of the NAESB Certification Program adopted for the WEQ PKI Standards to be considered an Authorized Certification Authority.  Upon execution and acceptance by NAESB, each Authorized Certification Authority shall be identified in the Registry as being compliant with the applicable standards.  Relying Parties shall be obligated to recognize and accept valid Certificates issued by any Authorized Certification Authorities in the name of an End Entity that has also registered that CA as the End Entity’s CA.
1.3.2 Registration Authorities

Certification Authorities may delegate certain responsibilities under their Certificate Policy and/or Certification Practice Statement to one or more Registration Authorities (RA) or Local Registration Authorities (LRA).  The CA shall insure that any responsibilities delegated to an RA or LRA are performed by that RA/LRA in compliance with these standards.
1.3.3 End Entities

End Entities participating in the WEQ PKI shall be required to be registered in a central Registry and furnish proof that they are an entity authorized to engage in the wholesale electricity market.  Entities or organizations that may require access to applications secured under the WEQ PKI standards, but do not qualify as a wholesale electricity market participant (e.g., regulatory agencies, universities, consulting firms, etc.) must register under the sponsorship of a qualified wholesale electricity market participant as an Unaffiliated Entity.
Registered End Entities and the user community they represent shall be required to execute an End Entity Certification Authority Declaration Agreement and submit that agreement to the NAESB Certification Program.  The End Entity Certification Authority Declaration Agreement shall represent to all industry participants that the End Entity understands and complies with the following obligations:

· Agrees to operate under the Terms and Conditions of each declared Authorized CAs Certificate Policy and/or Certificate Practices Statement;
· Has established a security policy and procedures to protect the privacy and use of all Certificates issued in the name of the End Entity;

· Agrees to be bound to the terms of any electronic transactions entered into using a current, valid Certificate issued in the name of the End Entity (assuming the Relying Party has complied with all of its corresponding obligations);

· Declares which Authorized CAs the End Entity has established a relationship with for the issuance of Certificates in the name of the End Entity.

Upon execution and acceptance by NAESB, the Authorized CAs declared by the End Entity shall be identified in the Registry.  Any subsequent End Entity Certification Authority Declaration Agreement submitted to NAESB shall void and replace all prior filed Agreements.  Until an End Entity has executed the End Entity Certification Authority Declaration Agreement, they may (shall?) be treated by Relying Parties as an Unaffiliated Entity.
Unaffiliated Entities shall not be required to execute the End Entity Certification Authority Declaration Agreement as a condition to use Certificates issued by an Authorized CA.  Relying Parties must recognize and make appropriate access control provisions when presented Certificates from Unaffiliated Entities.
1.3.4 Applicability

1.4 Contact Details

2 General Provisions
2.1 Obligations

2.1.1 CA Obligations

2.1.2 RA Obligations

2.1.3 Subscriber Obligations

2.1.4 Relying Party Obligations

2.1.5 Repository Obligations

2.2 Liability

2.2.1 CA Liability

2.2.2 RA Liability

2.3 Financial Responsibility

2.3.1 Indemnification by Relying Parties

2.3.2 Fiduciary Relationships

2.3.3 Administrative Processes

2.4 Interpretation and Enforcement

2.5 Fees

2.6 Publication and Repository

2.6.1 Publication of CA Information

2.6.2 Frequency of Publication

2.6.3 Access Controls

2.6.4 Repositories

2.7 Compliance Audit

2.8 Confidentiality

2.9 Intellectual Property Rights
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