Response to Comments Received on NAESB PKI Standard

The NERC/NAESB Joint Interchange Scheduling Working Group appreciates the comments received on the draft NAESB PKI Certificate Standard.  In general, most edits were directly accepted and comments incorporated.  This response will therefore address only the exceptions.  

The PKI Certificate Standards document was originally written to be a stand-alone standard based on a subset of existing Certification Authority policies and certificate user security policies.  Upon initial review, JISWG decided to split the document up, creating a certification checklist executed with the Certification Authorities for self certification, creating a standard that specifies what is required, attaching NERC e-MARC Certificate Policy as a reference technical implementation guide, re-writing e-MARC in a NAESB standard format and moving forward with adopting e-MARC as a NAESB standard, and creating a self certification document for certificate users.  After further discussion of the implications of adopting the e-MARC Certificate Policy as a standard, JISWG decided to move forward with using the initial PKI Certificate Standard document as a standard rather than using e-MARC as the basis for a standard.

Specifically, the JISWG in coordination with the WEQ ESS/ITS will be drafting the following standards and documents:

· NAESB WEQ PKI Standard Recommendation – reformatting of the PKI Certificate Standards in a form consistent with NAESB WEQ Standards and incorporating all of the pertinent comments and technical requirements already identified in this document.

· Certification Authority Checklist – recommended self-certification checklist to be adopted by the NAESB Certification Program Committee and required to be executed by any entity seeking to be an Authorized Certification Authority (CA) under the NAESB WEQ PKI Standard.

· End-Entity Certification Authority Declaration – recommended end-entity certification that must be executed by each entity (company) that will use the WEQ PKI Standard to secure data exchange.  This will provide acknowledgement that the end-entity understands need for security, identifies the Authorized CA(s) they will use, agrees to be bound by obligations of the CA’s CPS, complies with the WEQ PKI Standard, and assumes liability for use of certificates issued to the end-entity by their designated CA(s).

· Application Security Standard Recommendation – specific standards required for use of WEQ PKI Standards to secure a given application, e.g., OASIS or Tagging.  For example, OASIS must comply with WEQ PKI Standards, use SSL with mutual authentication, etc.; Tagging must comply with WEQ PKI Standards, use SSL with server-side encryption, etc.
The modifications proposed by ISO New England and the ISO/RTO Council Information Technology that were not incorporated into the PKI Certificate Standard document and will not be included in the draft WEQ PKI Standard Recommendation are addressed below.

Comment:  Change the title to “PKI Certificate Standards for Electronic Scheduling and e-tagging”.

Response:  This standard is meant to be generic and incorporated into application communication protocols and specifications as desired by industry participants.  The standard or portions of it may be referenced by e-tagging, OASIS, WECC’s Electric Industry Data Exchange (EIDE), secure ICCP or any other protocol or specification.

Comment:  The standards described in this document are applicable only to the exchange of e-Tag and OASIS data passed between separate legal entities. These standards shall not be used for any other purpose. 

Response:  This change was not accepted and other changes restricting the use of certificates meeting these standards were removed as well.  The standard should not be limited to e-tag and OASIS use.  Industry participants may use certificates meeting these standards for any application they wish to use them for without restriction.

