NORTH AMERICAN ENERGY STANDARDS BOARD RESPONSES

TO THE SANDIA NATIONAL LABORATORIES

SURETY ASSESSMENT FINDINGS REGARDING THE 

REQ/RGW/WGQ INTERNET ELECTRONIC TRANSPORT

	Sandia

section number
	Requires explanation of current standard(s), but change in standard(s) language not needed

	Requires changes in standard(s)
	Requires additional research
	Next Steps/

Deliverables

	7.1.1


	
	 Latest software versions
	 
	Agree that we don’t want to support older technology beyond its useful life.  
However, the subcommittee has concerns that referencing another organizations’ standards could create potential issues as the Energy industry participants developing software would have to continual reference updated minimum standards well above what is necessary to conduct Energy industry business.

	7.1.2 
	Workstation configurations/
Security guidelines
Voluminous and change fast; may link to outside standards (questionable)

	
	
	Subcommittee to consider repeating 2001 response. We decided to place this response in the FAQ section of the Internet ET and the question: What does NAESB say about my company’s security requirements?  NAESB Internet ET participants are encouraged to maintain their system security in such a manner that reduces the risk of unauthorized/malicious activity.  However, NAESB does not dictate overall security requirements for individual company’s.  For further information on general security guidelines, please see www.sans.org and/or www.nist.gov.  

	7.1.3


	
	“Company Proprietary” OK
	
	Potentially insert the following: “Recognizing that the protection of Trading Partner Agreement and Technical Exchange Worksheet information as well as encryption keys are paramount for Internet ET transactional integrity.  The information and keys should be treated as confidential material whose revelation to unauthorized parties could jeopardize the commerce and communication that is conducted between business partners.  Parties should take at least the same amount of care to secure keys as would be taken with any other proprietary, internal or contractual document.”  Check TPA and TEW to insure that we remove the entries concerning pass word exchange.  Wording to the effect of transferring the pass word via a separate document or other means. 



	Sandia

section number
	Requires explanation of current standard(s), but change in standard(s) language not needed

	Requires changes in standard(s)
	Requires additional research
	Next Steps/

Deliverables

	7.1.4
	“should” vs. “shall”
	Possibly could add to IET Manual a hyperlink to NAESB’s response to Request R05015
	
	Consider repeating NAESB’s response to Request R05015   Agreed to repeat NAESBs response.  Insert in the FAQ’s a question and answer with a link to the WGQ FAQ document.

	7.1.5
	
	Sharing Keys
	
	Support   Remove text from Internet ET on how to exchange private keys.

	7.1.6
	
	
	Receiver non-repudiation
	Check current practices of NAESB members re “mandatory signatures” – digital signatures on initial payloads are universal; digital signatures on responses are definitely not

	7.1.7
	
	
	Sender non-repudiation
	Check current practices of NAESB members re “mandatory signatures”– digital signatures on initial payloads are universal; digital signatures on responses are definitely not

	7.1.8
	
	
	Receipts/Error response
	Research how big a problem this would be (also depends on outcome of 7.1.6 and 7.1.7)

	7.1.9
	
	Abnormal error notification usage
	
	Take out the word “normally” in the Internet ET text.

	7.1.10
	Outside scope of NAESB Standards(?)
Cost of process complications exceeds remote benefit 

Would create DMZ insecurity and session-linking problems
	
	Bogus decryption errors
	Responsibility of EDM implementers to detect and communicate encryption errors; they’re motivated to keep secure.  Tighten up language on encryption process.  Accounting for encryption errors is not in the scope of the document.
L. Spangler Assignment

	7.1.11
	
	
	IET Digital Signature Standard
	Depends on outcome of 7.1.6-10

	7.1.12
	
	   Exchange failure
	
	

	7.1.13
	Previous software versions acceptance
	
	
	“NAESB considers NAESB EDM versions through 1.5 as less secure than version 1.6 and later” – or – delete reference to versions – or -- clarify


	Sandia

section number
	Requires explanation of current standard(s), but change in standard(s) language not needed


	Requires changes in standard(s)
	Requires additional research
	Next Steps/

Deliverables

	7.1.14
	
	
	Refnum and Refnum orig
	Check ERCOT practices – refnum and refnum orig optional by mutual agreement usage – ERCOT backing off on refnum due to software costs that cause industry resistance.  
Will digital signature check sum alleviate some of the refnum spoofing?

Should receiver also be responsible for refnum usury use?
Higher level protocols are available and used to insure payload integrity (use of 997 for EDI).  
G. Behr Assignment

	7.1.15
	
	
	Resends
	Check ERCOT practices – refnum and refnum orig optional by mutual agreement usage.
G. Behr Assignment

	7.1.16
	Internet ET is not advocating outsourcing of security.
	
	
	Change the wording in the Internet ET to more general language.

	7.1.17
	Informational URLs on naesb.org 
	
	
	Consider repeating NAESB’s response to Sandia in 2001..Sandia response 7.1.4
L. Spangler Assignment

	7.1.18
	
	Upon the annual review of the QEDM we will examine any open ports and if no longer required remove those entries from the QEDM.
	
	L. Spangler Assignment


	Sandia

section number
	Requires explanation of current standard(s), but change in standard(s) language not needed


	Requires changes in standard(s)
	Requires additional research
	Next Steps/

Deliverables

	7.1.19
	
	Upon the annual review of the QEDM we will examine any open ports and if no longer required remove those entries from the QEDM.
	
	

	7.1.20
	Repeat same response as WGQ to the first Sandia review, that encryption precludes interception, though not “middlemen” hacking.  The latter is unlikely and cost to mitigate unattractive.  
	
	
	G. Behr Assignment

	7.2.1
	Same response as 7.1.2
	
	
	

	7.3.1
	Pagination mismatch but otherwise Sandia’s comments are covered. 
	
	
	

	7.3.2
	Add explanation of standards numbering schematic
	
	
	BW: to provide retail numbering schema

	7.3.3
	Meanwhile, numbering references to all pending standards have been corrected or enacted in the current Manual.
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	Requires explanation of current standard(s), but change in standard(s) language not needed
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	7.3.4
	
	There are two differently-worded “definitions” of Exchange Failure, delete the less specific one.  
“Time Stamp” is mentioned several times, but defined only twice; combine the two definitions? 
	
	

	7.3.5
	
	Change “References” to “Suggested Reading.” 
	
	


	Sandia

section number
	Requires explanation of current standard(s), but change in standard(s) language not needed


	Requires changes in standard(s)
	Requires additional research
	Next Steps/

Deliverables

	7.3.6
	
	
	
	Where are Retail definitions 89 and 92? 
BW: I found those references in RXQ 0.2.88 'SSL' 
Secure Sockets Layer; a privacy technique that uses encryption to hide information from electronic observers on the internet. See 

http://developer.netscape.com/docs/manuals/security/sslin/contents.htm 

RXQ 0.2.89 'PGP' Pretty Good Privacy; software used to create public and private keys for privacy and digital signature applications.  See  http://www.uk.pgp.net/pgpnet/pgp-faq/
RXQ 0.2.90 'Private Key' The sequence of digits known as a 'key' that is kept private by the owner of a digital certificate, and is used by  the certificate owner in encryption and decryption algorithms.

RXQ 0.2.91 'Public Key'  The sequence of digits known as a 'key' that an owner of a digital certificate shares with trading partners.  The trading partners use the public key in encryption  and decryption algorithms in electronic transactions with the certificate owner.  

RXQ 02.92 'HTTP' Hypertext transport protocol; Assumes version HTTP/1.1; IETF RFCs 2616, 2069. 
See http://www.w3.org/Protocols/Specs.html 




