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Sandia National Laboratories (Sandia), under a project funded by the U.S. Department of Energy, performed a surety assessment of the NAESB Internet Electronic Transport (Internet ET) standards, version 1.8.  The surety assessment was undertaken as an independent analysis of the NAESB Internet ET standards and related NAESB documents, by the SNL Information Design Assurance Red Team (IDART).  The assessment provided recommendations on the security of the electronic commerce guidelines for conducting business with emphasis on the use of the Internet.

The surety assessment had 27 findings, categorized in the surety assessment as:

7.1
Recommendations to address areas of opportunity for an attacker within the guidelines set forth by the security standards (20 findings)

7.2
Recommendations for NAESB principles (1 finding)

7.3
Recommendations for miscellaneous and format/ layout of NAESB manual/material (6 findings)

In reading the NAESB response to the SNL surety assessment, the individual responses refer to the specific findings as cited in the SNL surety assessment, (for example: Sandia Finding No. 7.1.1, 7.1.2, etc.).  For each SNL finding, there is a description of their finding, their analysis and their recommendation.  In some instances the text from the SNL surety assessment report are abbreviated.    Immediately following the 3 SNL categories is the NAESB response. The NAESB responses indicate whether or not NAESB concurs with the SNL finding, the analysis and the recommendation.  If NAESB standards need to be update/changed, the NAESB Response will also contain information on how the recommendation is to be implemented.  In addition, actions to be taken by NAESB in lieu of implementing a recommendation are also described in this segment.
Of the 27 findings, NAESB agreed with the findings and analysis for ???%, (?? findings
.)  Moreover, NAESB supported ??18 of the recommendations provided by Sandia in total, and an additional seven of the recommendations in part (71%).  These recommendations will be implemented either in version 1.9 or future releases of the NAESB standards
.  For those recommendations that NAESB is not planning to implement in a future release, they can be classified either as a recommendation restating an existing standard
 or a recommendation for which a low cost commercially available and commercially viable, WGQ/REQ/RGQ specific, solution does not exist
.

NAESB appreciates the effort that Sandia through its representatives (David Duggan, Phillip Campbell, Annie McIntyre, Aura Morris and Charles Marrow) and the Department of Energy (Christopher Freitas) expended to improve the NAESB standards used by the North American Energy industry to move information across the Internet.  Our industry relies on the Internet as a major way to facilitate communication between trading partners.  The standards that govern NAESB’s communication protocols are critical to ensuring security, performance, reliability and interoperability.  The public-private partnership forged between NAESB and the Department of Energy has provided several benefits to the North American energy industry, both in the past as well as this report, and the actions that NAESB has taken as result.

7.1.1   Versioning of software and protocols
Sandia Finding:  Recommended versions of software and protocols are addressed in several places in the standard. For example, Standard 4.3.61 states “Data communications for Customer Activities Web sites should utilize 128-bit Secure Sockets Layer (SSL) encryption.  There are also specific technical requirements for workstations listed in Appendix B.

Sandia Analysis: Specifically requiring versions of software or protocols creates the risk that these versions may become outdated or ineffectual before the standard is revised. It also leaves open the possibility that some necessary applications or protocols may not be addressed. If either of these occurs, vulnerable versions of software or protocols may be allowed by the standard. An attacker could take advantage of these vulnerabilities, or an insider could negotiate using a vulnerable version of an application and then exploit that vulnerability.

Sandia Recommendation:  Where required versions must be specifically noted, it should be stated that the most current versions of applications and protocols are required, along with the latest patches. NAESB standards do not enumerate specifics. Refer to a well-known standards organization such as SANS6 or NIST7.
NAESB Response:  We concur with the SNL finding, analysis and recommendation.  (The only versions that I could find in the Internet ET are the HTTP; the OpenPGP and a reference to the AS2 version – I think that we may need to go to the individual Quadrant Electronic Delivery Mechanisms to further address this concern); not really clear on what they would like for us to do with the text relating to SSL specifically)   I think it possible that we may not need to make any changes to the current version of the NAESB Internet ET. 

WGQ and RXQ Appendix B updates to go here????:
WGQ Standard 4.1.39; 7.3.54; Appendix B – Examples of User Workstations Meeting Criteria of

Informational Postings Web Site User Characteristics (many OS’s listed, really the only thing that I could find that contained a reference to standards that would “age”)  All browsers supported as well as allowable plug-ins are specified at 9 months from GA.
7.1.2 General Network and System Security

Sandia Finding: Minimum required security controls are discussed throughout the standards and vary in topic. There is no concise list of minimum network and security controls listed for trading partners. 

Sandia Analysis: Without minimum required controls, an unsecured system or network at a trading partner site can affect all parties engaged in transactions with that partner and effect transaction outcomes. According to NAESB standards, most security aspects are left up to the trading partner. However, the standards aim to create a secure process and environment for transactions. To accomplish this, minimum security for trading partners must be defined in a comprehensive manner. Unsecured systems and networks allow for a large variety of negative consequences such as altered or lost data, access to systems, denial of service, and altered transactions. These consequences can have measurable business effects such as loss of business, negative public opinion, loss of strategic partners, downtime, and divulged corporate information. 

Sandia Recommendation: A standard should be created that requires trading partners to use an accepted set of security guidelines, such as those developed by SANS or NIST, to secure their systems and network. Currently-stated NAESB security controls offer only minimal protection if basic system and network security are not addressed. Established guidelines exist today and can be used as a reference and recommendation for trading partners in securing their systems. These guidelines are regularly updated and maintained to reflect changing threats found in the Internet. NAESB should require adherence to these guidelines in the security portion of NAESB’s standards. 

NAESB Response:  We agree to create a reference in the manual that suggests using the SANS and NIST guidelines for reference material.  The NAESB Internet ET manual has been modified to reflect support of Sandia’s finding. 

Insert exact text here for the manual to support the reference.
7.1.3 Protection of Sensitive Information 
Sandia Finding: Protection of sensitive information such as PGP private keys, other private keys, the Trading Partner Agreement (TPA), and Technical Exchange Worksheets does not appear to be addressed by the standard. 

Sandia Analysis: In the Internet Electronic Transport (IET) document (page 194), it is stated that “utmost care” is needed in the protection of private keys. The phrase is not actionable and is interpreted differently at each organization. 

Sandia Recommendation: Each trading partner should protect these sources of information as company proprietary. Destruction of these documents and electronic information should also be addressed in the standard. 

NAESB Response:  We concur with the finding, analysis and recommendation.  The NAESB Internet ET manual has been modified to reflect support of Sandia’s research.

7.1.4 Standards Compliance 
Sandia Finding: Throughout the standard, “should” is currently used as a directive for requirements.  “Should” implies a recommendation as opposed to a requirement; Cambridge Online Dictionary states that “should” is used to indicate “what is the correct or best thing to do.” 
Sandia Analysis: Stating that something “should be done” is comparable to stating that it “is recommended,” not that it is required. This allows users to ignore the recommendations if they so choose. The word “should” is properly used in the Principles, where it is expected to be used. Use of the word “should” in standards suggests that “should” is used as though it denotes “must.” 

Sandia Recommendation: Language throughout the standard should be precise. If a particular action is required to be compliant to the standard, it should be stated that it is required, that a user “must” conform to it. Definitions of the terms “should”, “must”, “required”, “may”, and other associated words should be developed, documented, and implemented within the standards documents. 

NAESB Response:  Over the past several years the usage of the subjective words “should”, “may”, etc has been discussed.  In 2006, the WGQ received an official request asking for the interpretation of these words.  In agreement with the WGQ EC, the Internet ET manual will post a reference (link) to the FAQ document posted on the WGQ NAESB website.  The following is the actual text from that document:

Frequently Asked Questions Concerning NAESB WGQ Standards

Q:
Why do NAESB WGQ Standards use discretionary verbs such as “should” instead of non-discretionary verbs such as “shall”?

A:
NAESB’s Certificate of Incorporation - Article II, Section 1 states, “The objectives and purpose of NAESB are to propose and adopt voluntary standards and model business practices designed to promote more competitive and efficient natural gas and electric service.”   NAESB’s use of the term “should” reflects NAESB’s objective to adopt voluntary standards and model business practices.  

Q:
How do NAESB WGQ Standards become mandatory?

A:
Entities regulated by a regulatory agency incorporating or adopting the “voluntary” NAESB standards into its regulations should realize that even though discretionary verbs such as “should” and “could” are in the standards, NAESB standards, once incorporated/adopted, become standards required to be followed by the applicable regulated entities.  For example, the Federal Energy Regulatory Commission (FERC) regulates interstate natural gas pipelines.  Through the regulatory process, FERC adopts some, but not all, NAESB WGQ Standards and such pipelines are required to abide by these standards.   

Q:
How should discretionary verbs within NAESB WGQ Standards be interpreted for non-regulated entities?

A:
Non-regulated entities may voluntarily implement some or all of the NAESB WGQ Standards.  In effect, such entities voluntarily decide to adopt NAESB’s standardized business practices and incorporate them into their own processes as business rules; however, non-regulated entities are expected to consistently comply with the NAESB WGQ Standards to the extent necessary to ensure that Transportation Service Providers are able to maintain compliance with the FERC regulations mandating the NAESB requirements.
7.1.5 Sharing of Keys 
Sandia Finding: The Internet ET (IET) Standard is ambiguous about the sharing of public keys. 

Sandia Analysis: The IET Standard states “The Private Key must be known only to the company that generated it” (IET page 194, emphasis added), but in the next paragraph the Standard states “Private keys are not typically exchanged with trading partners. In the event that a Private Key needs to be exchanged, the exchange should occur in a secure manner such as postal or courier mail” (ibid, emphasis added). These two statements are inconsistent. 

Sandia Recommendation: These statements should be revised to display consistency. There should never be a reason to compromise a private key by exchanging it with another entity. If, for some business reason it is true that private keys need to be exchanged at some point, then the first statement should be updated to reflect that. 

NAESB Response:  We concur with the finding, analysis and recommendation.  The NAESB Internet ET manual has been modified to reflect support of Sandia’s research.
7.1.6 Receiver Non-Repudiation 
Sandia Finding: The Non-repudiation for the Receiver is optional. 

Sandia Analysis: A digital signature for the Sender is optional, according to the Standard (IET page 171 (see also RXQ.0.2.56, part C, page 163)). That is, trading partners may agree for the Sender to send a package without including a digital signature. As a result, the Receiver is unable subsequently to prove, based solely on the material provided by adherence to the Standard that a given package was sent by a given Sender. 

Sandia Recommendation: Require digital signatures on all documents transmitted between trading partners. 

NAESB Response:  We concur with the finding, analysis and recommendation.  The NAESB Internet ET manual has been modified to reflect support of Sandia’s research.
7.1.7 Sender Non-Repudiation 
Sandia Finding: Non-repudiation for the Sender appears to be optional. 

Sandia Analysis: The Standard is not clear on whether or not a digital signature on a receipt and/or on an error notification for the Receiver is optional.  The “Data Dictionary for Internet ET” notes that the value of the “receipt-security-selection” data element is not “Mandatory” but rather “Mutually-Agreed-To” (IET page 173). However, the data element does not appear to include an option not to use digital signatures (though page 175 suggests that if the partners agree not to use digital signatures for receipts, they simply do not include the receipt-security-selection” data element “in the posted data”). Elsewhere we read “If trading partners agree to implement signed receipts…” (IET page 175 (see also pages 161, 178, and 186)), suggesting that digital signatures are indeed optional for receipts. Meanwhile, we read “Additionally, consenting trading partners can mutually agree to digitally sign error notifications” (IET page 191 (see also IET page 190), implying that trading partners can agree not to digitally sign error notifications. If the Receiver’s use of digital signatures is in fact optional, then, as a result, the Sender is unable subsequently to prove, based solely on the material provided by adherence to the Standard, that a given receipt or a given error notification was sent by a given Receiver. 

Sandia Recommendation: Require digital signatures on all documents transmitted between trading partners. 
NAESB Response:  We concur with the finding, analysis and recommendation.  The NAESB Internet ET manual has been modified to reflect support of Sandia’s research.
7.1.8 Receipts, Error Notifications, and Sender Non-Repudiation 
Sandia Finding: A digital signature for a receipt or an error notification may be insufficient to provide Sender non-repudiation. 

Sandia Analysis: If a Receiver digitally signs a receipt or an error notification, then the Sender can be assured that the receipt or the error notification did in fact come from the Receiver. However, it is not clear that the Sender can be assured that the Receiver cannot repudiate the particular payload that the Sender sent, to which the receipt and the error notification are responses. That assurance for the Sender depends on whether the receipt or error notification itself was in some way a function of the particular payload sent by the Sender. Even if the Receiver generates a digital signature for a receipt (or an error notification), it may be possible in the future for the Receiver to fraudulently claim that the receipt (or error notification) was for a different Sender payload.  The receipt is a “gisb-acknowledgement-receipt” (IET page 173), but the format of that receipt does not appear to be defined in the Standard. The closest the Standard comes to defining the format is in the second, full paragraph on page 186: “…includes the HTTP Response data elements (time-c, time-c-qualifier for REQ/RGQ, request-status, server-id, and trans-id)”. There is no mention in that passage of the receipt including a function of the payload. There is even less information on the nature of the error notification. 

Sandia Recommendation: Require the object upon which digital signatures operate to be a function of the original payload sent from the Sender to the Receiver. 

NAESB Response:  We concur with the finding, analysis and recommendation.  The NAESB Internet ET manual has been modified to reflect support of Sandia’s research.
7.1.9 Abnormal Error Notification Usage 
Sandia Finding: The IET Standard does not describe “abnormal” Error Notification usage. 

Sandia Analysis: The IET Standard states “RXQ.0.2.69 ‘Error Notification’. Error Notification is a package from the Receiver of the original data to the Sender when errors are trapped after the Internet ET receipt sent. This is normally used for decryption errors detected after the Internet ET receipt has been sent” pages 164-5, emphasis added). “Normal” usage is described here but “abnormal” usage is not. The presumption is that abnormal usage is, like normal usage, legitimate. This allows an adversary to claim be following the Standard and simultaneously to use Error Notifications in any way the adversary chooses. 

Sandia Recommendation: Remove the word “normally” from the passage. If error notification is used for other purpose than relaying decryption errors, then modify the phrase “is normally used for decryption errors” to read “is only used for decryption errors”. If error notification is used for some purposes in addition to relaying decryption errors, then modify the wording to reflect that. 
NAESB Response:  
7.1.10 Bogus Decryption Errors 
Sandia Finding:  The Standard allows a Receiver to see the contents of a package while claiming otherwise based on decryption errors. 

Sandia Analysis: This problem arises when trading partners agree to decrypt after sending a Receipt. There are three aspects to this problem. 
First, the Standard does not appear to require a response when decryption succeeds. "Error Notification" (RXQ.0.2.69, IET page 164) appears to be for decryption failure only, not success. There is an Internet ET message code that announces decryption failure, namely EEDM699, but there does not appear to be a corresponding Message that announces decryption success. 

Second, even a response of decryption failure does not appear to be required within a given time. There is a time limit associated with an exchange failure, for example, but there does not appear to be a time limit associated with decryption failure. 

Third, the Standard and the TPA disagree on this matter. The TPA requires a response, even if decryption succeeds:   If the Document [sent by the Sender] is verified and the decryption is successful, the receiving party shall transmit a Functional Acknowledgement in return. If the Document is verified and the decryption is unsuccessful, the receiving party shall send the applicable error message to the sending party. (RXQ.6.1, Section 2.2, page 2)  Section 2.3.7 (page 3) of the TPA requires that the trading partners agree to a time within which the Receiver is required to send a package to the Sender that informs the Sender of the results of the decryption. 

Sandia Recommendation: Require that the Receiver notify the Sender, within an agreed-upon time, of the results of decryption. Resolve the discrepancies between the Standard and the TPA. 

NAESB Response:  
7.1.11 IET Standard and TPA Conflict on Digital Signatures 
Sandia Findings:  The Standard and the Trading Partner Agreement (TPA) do not agree on the optional nature of digital signatures. 

Sandia Analysis: A digital signature for the Sender is optional, according to the IET Standard (IET page 171 (see also RXQ.0.2.56, part C, page 163)). However, Section 1.5 of the TPA states that ‘Each party shall adopt as its signature private keys which shall be applied to each document transmitted by such party (“Digital Signature”)’ (RXQ.6.1, page 2, emphasis added). This contradicts the optional nature of digital signatures as expressed in the IET Standard. 

Sandia Recommendation: Require digital signatures on all documents transmitted between trading partners. Resolve the discrepancies between the Standard and the TPA. 

NAESB Response:  We concur with the finding, analysis and recommendation.  The NAESB Internet ET manual has been modified to reflect support of Sandia’s research.
7.1.12 Exchange Failure 
Sandia Finding:  The Standard does not provide an unequivocal definition of “exchange failure.” 

Sandia Analysis: The Standard states “RXQ.0.2.79 ‘Exchange Failure’. An exchange failure is when a sending party’s NAESB Internet ET server has had three or more protocol failures over a period of time no less than thirty minutes and no more than two hours” (IET page 165, emphasis added). However, the Standard also states “RXQ.7.3.13 Three protocol failures within a 30-minute timeframe is an exchange failure” (IET page 168, emphasis added). This latter definition implies that the third protocol failure must occur before 30 minutes have elapsed since the first protocol failure. The two definitions are not in harmony. To add to the confusion, “exchange failure” is defined in at least three other places in the Standard: the relevant paragraph on page 204 agrees with the statement on page 165; the relevant paragraph on page 156 agrees with part of the statement on page 165 but not all of it; and the relevant paragraph on page 154 does not mention time at all. 

Sandia Recommendation: Revise all definitions to be consistent. 

NAESB Response:  
7.1.13 Previous Version Acceptance 
Sandia Finding: The Standard supports any previous version of the standard, even insecure versions. 

Sandia Analysis: The Standard states “RXQ.7.1.9 Trading Partners should mutually select and use a version of the NAESB Internet ET standards under which to operate, unless specified otherwise by government agencies” (IET page 163, emphasis added). This allows for partners to be using any version of the Standard, even ones that have always been or have by now become insecure. In addition, the Standard states, “If either trading party does not agree to the inclusion of additional features, then the partners must allow for transmission and receipt of data using the minimum standards” (IET page 158, emphasis added). This could be read to mean that an adversary could insist on a victim agreeing to the use of an insecure version. If the victim refuses, the adversary can claim unfair business practice; if the victim acquiesces, the adversary can collude to make transactions public, subsequently claiming that the victim has leaked confidential information. 

There was a similar item in the previous assessment and the wording now reflects the changes suggested at that time. Due to increased threats on the Internet, a more stringent recommendation is being put forth. 

Sandia Recommendation: Sandia recommends that users be required to conform to the current version of the standard by some reasonable period of time after the publication of each new version. Previous versions of the standard should be deprecated (i.e., unacceptable for use) as soon as they become the third newest version or older. For example, when version 1.8 is published, version 1.7 then becomes the second newest version and thus continues to be acceptable only for some reasonable period of time, while version 1.6 joins older versions in becoming deprecated. It is contradictory to the purpose of a standard to permit users to negotiate use of an older version of the standard, particularly when evolving technology erodes the security value of older versions of the standard. 

NAESB Response:  
7.1.14 Refnum & Refnum-orig 
Sandia Finding:  The Standard does not check on a Sender’s abuse of Refnum & Refnum-orig. 

Sandia Analysis: An adversary, on a “first send”, could set Refnum-orig not equal to the current Refnum. The Receiver would then conclude that the Sender this was a resend—either first or second—and that the first send had been lost. Over time the adversary could claim unfair business practice on the part of the Receiver: the Receiver consistently drops the adversary’s first send, making the adversary resend and thus lose valuable time, giving other trading partners an unfair advantage. 

Alternatively, the adversary could reuse Refnums.1 For example, the adversary could send payload A, proposing a deal favorable to the adversary, followed, sometime later, with payload B, proposing a deal favorable to the Receiver—both payloads sent with the same Refnum. When the Receiver accepts payload B, the adversary proceeds, fraudulently acting as though the Receiver had accepted payload A. When the Receiver protests, the adversary claims that the Receiver changed the Refnum in payload B in an attempt to cheat the adversary. 

There may be other ways the adversary can use Refnum to their advantage. The point is that the Standard requires that the “refnum data element is always unique over time” (IET page 175) but there is no provision for confirming compliance by an implementation. Compliance capability would require some algorithmic way to detect reuse, or a capability to cross reference Refnum fields with prior transactions. 

Sandia Recommendation: A mechanism should be in place to prevent or detect the abuse and reuse of Refnum and Refnum-orig values. 

NAESB Response:  
7.1.15 Missing Functional Acknowledgement 
Sandia Finding:  The Standard would support an adversary’s fraudulent claim to have sent a package that the adversary had in fact not sent. 

Sandia Analysis: The Trading Partner Agreement (TPA) states: 

If there has been a proper receipt pursuant to Section 2.1, verification and successful decryption pursuant to Section 2.2, and if the receiving party nevertheless fails to transmit a Functional Acknowledgement, the sending party’s records of the Document shall control, unless the sending party has retransmitted a Document pursuant to Section 2.3.7. (RXQ.6.1, Section 2.3.3, page 3) 

How is the receiving party to be protected from the sending party fraudulently claiming to have sent a given package when in fact the sending party never did send the package? How can the receiving party substantiate his case that he never received the package? If the sending party’s records of the Document shall control, then what is the purpose of the Functional Acknowledgement? 

Sandia Recommendation: One possibility is for NAESB to consider a more rigid protocol: (1) there are only two types of transmissions: a send of an “original” payload and a Receipt of an original payload; (2) all transmissions must be digitally signed; (3) all digital signatures must be a function of the original payload; (4) decryption must be performed prior to sending a Receipt, and (5) “force or effect” (TPA, Section 1.1) apply only to those original payloads for which the Sender has received an “ok” Receipt from the Receiver. Under this more rigid protocol the sending party has no grounds to make the fraudulent claim described above. 

Meanwhile, it seems unlikely that this type of attack is new with the advent of electronic trading. Is it possible for the TPA to incorporate the protection available prior to the advent of electronic trading? 

NAESB Response:  
7.1.16 In-House and Commercially-Available 
Sandia Finding:  The Standard’s position on software development is not clear. 

Sandia Analysis: The Standard allows “any IT deployment model, including the use of in-house development…” (IET page 159), yet the Standard also states “RXQ.7.3.15 Trading partners should implement all security features…via a commercially-available implementation” (IET page 168, emphasis added). Is this a contradiction or does it mean that “in-house development” can provide everything except for “security features”? 

Sandia Recommendation: Clarify these conflicting passages. 
NAESB Response:  
7.1.17 Central Address Repository (CAR) 
Sandia Finding:  Standard 4.3.19 states that the CAR should make available a consolidated repository of the Transportation Service Providers' current URLs listed in Standard 4.3.18 in two ways: (1) a vehicle to link to sites and categories, and (2) a downloadable list. The CAR is available to any Internet user.   Standard 4.3.20 states that a userID or password should not be required to access the Central Address Repository or the Transportation Service Provider's Informational Postings web site. 

Sandia Analysis: The CAR can be used as a target list for a malicious individual. Leaving the CAR unprotected and available to any Internet user can result in attacks being directed at the customers of a specific site. It is tailor-made for attacking using a denial-of-service type of attack. 

There was a similar item in the previous assessment. Due to increased threats on the Internet, the recommendation reiterated here. 

Sandia Recommendation: Protect the CAR using SSL and basic authentication. It is recommended that the standard be reworded to state that a userID and password be required to access the CAR for security purposes. The access password can be a single userID/password combination created, and changed yearly, by NAESB for the member organizations, but implemented locally by each member. The userID/password can be distributed securely by the NAESB office to members. 

NAESB Response:  We concur with the finding and the analysis.  However, for the central address repository, the recommendation that NAESB use both SSL encryption and a logon authentication would hinder the public from convenient and easy access, and possibly block access for legitimate users, while protecting against an unlikely risk. Several government agencies also make URL listings available for access and download without SSL encryption and logon authentication.  Most, if not all, entities on the CAR could be located on the public FERC website.  Because of the unlikely event of an attack, the cost to implement such security measures, and the barriers to easy access by the public, NAESB at this time will not implement the security measures of SSL encryption and logon authentication for the Central Address Repository.

7.1.18 Open Ports 
Sandia Finding:  In Appendix D of the NAESB WGQ Quadrant Electronic Delivery Mechanism Manual, it is suggested that ports 8001-8020 be left open for load balancing and other implementations such as DCE and IIOP. 

Sandia Analysis: Any open, unsecured port assists an attacker in gaining access and accomplishing port flooding. Open ports can be identified using readily available portmappers, which provide an attacker with a starting point for malicious activity. Once an attacker has located an open port, he or she can exploit software vulnerabilities to gain access to the system or flood open ports to halt a transaction, application, or the system as a whole. Since transactions are time-dependent, slowing, or halting system traffic could result in a measurable loss of business. 

Sandia Recommendation: Keeping unused, unsecured ports open poses a risk. Any ports not in use by an application as part of the transaction should be closed. Open ports should be protected by system and network security controls such as intrusion prevention systems, access control lists, current system patches, and an overall secure configuration. We recommend removing the statement in Appendix D referring to optional ports. Likewise, referencing a secure configuration be applied to the trading partner system would ensure ports cannot be enumerated and mitigations are in place to reduce the number of vulnerable ports. 

NAESB Response:  
7.1.19 Ports in Use 
Sandia Finding:  Appendix D lists allowable TCP and UDP ports used as part the transaction process and required for specific applications. These include standard ports for HTTP and SMTP. This standard does not directly address the use of open ports, but lists required ports for specific applications. 

Sandia Analysis: While use of these required ports is necessary to complete the transaction, it may not be necessary to specify which ports are opened and closed. Moreover, any open port presents a risk. See subsection 7.1.18 for more details. Therefore, ports should be closed unless utilized in the transaction and protection of these open ports is necessary to reduce the chance for disruption. Knowing packet destinations and origins can assist an attacker in learning about the anatomy of a transaction, becoming man-in-the-middle, spoofing packets, sending bogus receipts, and generally altering a transaction. 

Sandia Recommendation: Do not address specific ports, but rather make a statement in the Appendix that only ports necessary to transaction related traffic should be opened, and they should be protected by network and system security controls. All other ports will be closed. Securing the network and system is addressed in subsection 7.1.2. 

NAESB Response:  We concur with the finding and the analysis that NAESB is using non-standard ports and that there are no security benefits gained by using the specified ports.  NAESB appreciates Sandia's recommendation, and have decided to place port specifications within the TPA.  Any additional work effort would require significant resources to implement the recommendation, and the risk assessed is minimal.  
7.1.20 Message replay attacks 
Sandia Finding:  Message replay is not addressed fully in the standards. 

Sandia Analysis: Currently there is not a complete mechanism in place that will disallow replay attacks. Both client and server mechanisms need to be in place to keep this from being a viable attack. Timestamps could be spoofed, if not digitally signed, altering the outcome of a transaction. 

There are timestamps in the EDI/EDM transfer of files, in the header for example, but it’s unclear if that is digitally signed, but we believe it is. That doesn’t seem the case for all methods however, such as Batch FF/EDM. 

There was a similar item in the previous assessment. The tools are available for mitigation of this vulnerability and are readily available for use. 

Sandia Recommendation: Ensure that all transaction methods include the timestamp in an area of the transaction that is digitally signed. If the resolution of the timestamp is not fine enough to ensure that only one transaction will be sent with that timestamp, an additional field containing a sequence number will be required such that the combination of the timestamp and sequence number field will always be guaranteed to be unique. This method will only work if the transaction is digitally signed using an accepted cryptographic checksum. An example of such a cryptographic checksum algorithm is the Secure Hash Algorithm defined in FIPS Pub 180-1. PGP uses several accepted cryptographic checksum algorithms, such as IDEA, RSA, DSA, MD5, SHA, and SHA-1. However, there have been demonstrated compromises for all but SHA-1 and as computing power increases, these compromises will become feasible for an attacker to perform within a few years. 

NAESB Response:  We concur with the finding and the analysis that NAESB Internet ET may be susceptible to replay attacks.  However, the adoption by NAESB of SSL encryption for Internet ET messages  precludes the interception of the message by a third party and replaying it repeatedly to a destination server – a “deep denial of service” attack.  While this technique does not preclude the possibility of a replay attack from a “man-in-the-middle” (DNS spoofing), it does mitigate the most likely causes of replay attacks.  Furthermore, the “man-in-the-middle” attack is unlikely and would take significant resources to prevent.

NAESB appreciates Sandia’s recommendation, but does not at this time, over and above the existing 128-bit SSL requirements.  The resources required to implement the recommendation are significant, and the risk assessed is minimal.  As more cost effective solutions become commercially available, this response will be revisited.  

For Interactive Flat Files:  The Interactive Flat File mechanism allows the user to construct a comma-separated-value (CSV) file using software such as a spreadsheet and then upload it using a Web browser.  NAESB supports the use of 128-bit SSL encryption to protect this data from viewing or alteration. 

Because the uploaded transaction is in the form of a file, it is possible for the user to apply a digital signature to the file after its creation.  The same administrative issues as described above in the discussion on the Customer Activities Web sites apply also to Interactive Flat Files.  That is, there is the potential to have to maintain a large number of OpenPGP/PGP public keys.  However, as a practical matter, there appear to be very few users of this particular Internet ET mechanism, which reduces the administrative burden.  Of course, the user would still be required to purchase and install the OpenPGP/PGP client on the desktop, and there would still be a training requirement.  However, there appears to be little to be gained by having this capability for this particular on-line user while most on-line users would not have the capability.  

Checks and balances already exist for the natural gas transactions, such as scheduled quantities after the nominations have been processed, and confirmations, both upstream and downstream – so that the risk of foul play as a result of no digital signature is minimized.  With NAESB standards, the risk is of a commercial nature instead of physical impairment.  If the digital signature technology were readily available, NAESB would use it – but the exposure right now is not great enough to warrant the expense and resources to implement digital signatures.   For the above reasons, NAESB appreciates Sandia's recommendation and has taken steps to implement the SSL 128-bit encryption, but does not at this time plan to implement digital signatures for interactive flat files. 

7.2 Recommendations for NAESB Principles 
7.2.1 Principle 4.1.15 
Sandia Finding:  This recommendation references Principle 4.1.15 and provides suggested rewording of this principle. 

Sandia Analysis: Principle 4.1.15 states: “The NAESB should not set standards for site-level security. Individual organization security standards should be relied upon.” 

There was a similar item in the previous assessment. However, as system security has matured, we are modifying the recommendation to take advantage of the work of other standards bodies. 

Recommendation: Sandia recommends that the NAESB standards have minimum requirements for site security, but that they do not enumerate requirements for clients. Rather, it would be beneficial to refer to a well-known standards organization such as SANS9 or NIST10 and require that workstations conform to those standards for secure systems at some specific level. See the subsection 7.1.2 for additional information. 

NAESB Response:  

7.3 Other Areas for Improvement 
7.3.1 Missing Definitions 
Sandia Finding:  Many items are left undefined. 

• What are the “QEDM standards” referred to on page 154 of the IET Standard? 

• What are “open standards” ( IET page 155)? (Are open standards the same as non-proprietary standards?) 

• What is a “gisb-acknowledgement-receipt” (IET page 164)? 

• What is a “transaction set” (IET page 174)? 

NAESB Response:

7.3.2 Strange Numbering 
Sandia Finding:  Why are the RXQ items not numbered consecutively? They start with 0.1.1 (IET page 163), proceed to 0.1.2, as expected, but then jump inexplicably to 7.1.1. (Meanwhile, on page 169 there is a paragraph numbered “7.3.50”. What is this?) 

NAESB Response:
7.3.3 Missing Principles 
Sandia Finding:  Reference is made to “NAESB Internet ET Principle 4.1.x37” and “NAESB Internet ET 4.3.x70” (IET page 160). Presumably this is not one of the numbered paragraphs (IET pages 163-70) since the first digit of those paragraphs is either 0 or 7, but not 4. What, then, are Principles 4.1.x37 and 4.1.x70 and where are they found? Similarly, reference is made to the Internet ET Standard [10].3.3 and other related standards (p. 23). Where are these standards found? 

NAESB Response:
7.3.4 Multiple Definitions 
Sandia Finding:  Many items, such as the definition of Exchange Failure (IET pages 154, 156, 165, 168, 204), are presented multiple times, lengthening the Standard and generating confusion when any two of the definitions differ. Information on timestamps, throughout the IET, has similar problems. 

NAESB Response:
7.3.5 Definitive References 
Sandia Finding:  The references should be definitive. For example, if the Standard recommends Dwight & Erwin’s book on CGI, then the reference should not read “A source on CGI is…” as it does now, using an indefinite article, but rather should use the definite article, as in “The source on CGI is…” or “The recommended source on CGI is…” 

NAESB Response:
7.3.6 Inconsistent References 
Sandia Finding:  The references in the Reference Guide are not consistent with those in the body of the Standard. For example, the reference for PGP in the References Guide is different than the URL in RXQ.0.2.89 (IET page 166). The same is true of HTTP (see RXQ.0.2.92 (page 166)). (Please also note that the URL for SSL in RXQ.0.2.88 (page 166), namely http:deverloper.netscape.com/docs/manuals/security/sslin/contents.htm, is not found.) 

NAESB Response:
THE FOLLOWING IS TEXT FROM THE 2001 RESPONSE…………POTENTIALLY USE SOME OF THIS LANGUAGE IN THE ABOVE 2007 RESPONSE………………..
7.1.2  Time Synchronization

Sandia Finding:  The time-stamp should be included in the HTTP response back to the sender of the original HTTP transaction.  It is recommended that the server clock generating the time-stamp be synchronized with the National Institute of Standards and Technology (NIST) time in order to mitigate discrepancies between the clocks of the sender and receiver. (Standard 4.3.10)

Sandia Analysis:  There is a need for client machines to verify that the time on the server is within a certain "delta" time.  By modifying the time on a server, it is possible to "game" the system by either shutting off transactions early, or by giving an insider extra time to examine other's transactions.  By having the client check time on the server, it can notify the user of a possible problem with the time on the server.

Sandia Recommendation:  Define a standard that requires clients to acquire time-of-day from the server and check that time against their own time reference.  If the time difference is greater than say, ten seconds notify the user of the discrepancy.

GISB Response:  We concur with the finding, analysis and recommendation.  To implement the recommendation, GISB Standard No. 4.3.10 will be modified:

from:

4.3.10 The time-stamp should be included in the HTTP response back to the sender of the original HTTP transaction.  It is recommended that the server clock generating the time-stamp be synchronized with the National Institute of Standards and Technology (NIST) time in order to mitigate the discrepancies between the clocks of the sender and receiver.

to:

4.3.10
The time-stamp should be included in the HTTP response back to the sender of the original HTTP transaction.  The server clock generating the time-stamp should be synchronized with the National Institute of Standards and Technology (NIST) time in order to mitigate the discrepancies between the clocks of the sender and receiver.


With this change, the language is strengthened and the implementers of GISB standards have the opportunity to propose other mechanisms that would further enhance coordination of server clocks.

7.1.3   Management of keys

Sandia Finding:  How to manage keys is covered in the TPA (exchange, verifying, changing, making keys and replacing keys).

Sandia Analysis:  We realize that there is overhead involved in the exchange of new keys, but the risk of having a key become compromised is greater the longer the key is in use.  Operationally, keys could be set to expire 385 days (365 days plus a cushion) after being created to allow for yearly re-keying on a regularly scheduled basis. 

Sandia Recommendation:  It is recommended that keys expire at least on a yearly basis.  By expiring keys yearly, the mechanisms for exchanging keys are exercised on a regular basis and keys do not have an infinite lifetime, thereby reducing the likelihood of a key compromise.

GISB Response:  We concur with the finding and the analysis.  To mitigate the risk, we will change GISB Standard No. 4.3.15 to require that keys should have a limited lifetime, the lifetime to be determined by the key’s owner.   To implement the recommendation, GISB Standard No. 4.3.15 will be modified: 

from:

4.3.15
Trading partners should implement all security features (secure authentication, integrity, privacy, and non-repudiation) using a file-based approach via a commercially available implementation of PGP 2.6 or greater (or compatible with PGP 2.6). Trading partners should also implement basic authentication. This should be regarded as an interim solution since this technology is not an open standard. This technology supports all of the above security features while providing independence of choice of Web servers and browsers. Encryption keys should be self-certified and the means of exchange should be specified in the trading partner agreement.

to:

4.3.15
Trading partners should implement all security features (secure authentication, integrity, privacy, and non-repudiation) using a file-based approach via a commercially available implementation of PGP 2.6 or greater (or compatible with PGP 2.6). Trading partners should also implement basic authentication. This should be regarded as an interim solution since this technology is not an open standard. This technology supports all of the above security features while providing independence of choice of Web servers and browsers. Encryption keys should be self-certified and the means of exchange should be specified in the trading partner agreement. Encryption keys should have a limited lifetime whose duration is determined by the key’s owner.  A key’s end of life is expressed in the expiration date field contained in each PGP public key.  A lifetime of one year or less is recommended.

7.1.4   Central Address Repository (CAR) 

Sandia Finding:  Standard 4.3.19 states that the CAR should make available a consolidated repository of the Transportation Service Providers' current URLs listed in Standard 4.3.18 in two ways: 1) a vehicle to link to sites and categories, and 2) a downloadable list.

The CAR is available to any Internet user.

Standard 4.3.20 states that a userID or password should not be required to access the Central Address Repository or the Transportation Service Provider's Informational Postings web site.

Sandia Analysis:  The CAR can be used as an attack list for a malicious individual.  Leaving the CAR unprotected and available to any Internet user can result in attacks being directed at the customers of a specific site.  It is tailor made for attacking using a denial-of-service type of attack.  

Sandia Recommendation:  Protect the CAR using SSL and basic authentication.  It is recommended that the standard be reworded to state that a userID and password be required to access the CAR for security purposes.  The access password can be a single userID/password combination created, and changed yearly, by GISB for the member organizations, but implemented locally by each member.  The userID/password can be distributed securely by the GISB office to members.

GISB Response:  We concur with the finding and the analysis.  However, for the central address repository, the recommendation that GISB use both SSL encryption and a logon authentication would hinder the public from convenient and easy access, and possibly block access for legitimate users, while protecting against an unlikely risk. Several government agencies also make URL listings available for access and download without SSL encryption and logon authentication.  Because of the unlikely event of an attack, the cost to implement such security measures, and the barriers to easy access by the public, GISB at this time will not implement the security measures of SSL encryption and logon authentication for the Central Address Repository.

7.1.5   Encryption for Batch Processing

Sandia Finding:  PGP 2.6 (using keys generated with the RSA algorithm) is used for encryption and digital signatures on batch data.  The header information in the POST operation is not encrypted. 
Sandia Analysis:  Header information from batch processing can be used to forge packets for use in the interactive type of process.  There is also a wealth of information to be gained by an attacker from the responses that are useful in defining attack strategies.

Sandia Recommendation:  Batch processing of requests should be encrypted using SSL.  Response messages to requests should be encrypted also.

GISB Response:  We concur with the finding, analysis and recommendation.   Batch processing of requests should be encrypted using SSL with 128-bit encryption and   response messages to requests should also be encrypted using SSL with 128-bit encryption.  Programming libraries exist for all platforms to accomplish this in the batch browser software, and all web servers also have this capability.  The batch browser and the Web server are the two software components used to exchange X12 and Flat Files in the current GISB standard.  To support this recommendation, the following standard will be added:

4.3.z
For EDI/EDM, 128-bit Secure Socket Layer (SSL) encryption should be used.

7.1.6   Interactive Processing

Sandia Finding:  Interactive processing does not require strong authentication of the user before processing a transaction.

Sandia Analysis:  Interactive processing can be spoofed since there is no PGP signature present for the transaction.  Without strong authentication of the transaction, the sender can be anyone.  By acquiring response messages from some client-server communication, an attacker has enough information to create a transaction spoofed as someone else.

Sandia Recommendation:  Add a standard that requires PGP signatures for interactive processing of transactions under SSL encryption protection.  Define responses that are available under the interactive processing. PGP allows for digital signing and encryption of data contained on the clipboard. This method can be used to sign interactive data.

GISB Response:  We concur with the finding and with the analysis. The implementation of this recommendation is presented in three parts – the response applicable to Informational Postings, the response applicable to Customer Activities Web sites, and the response applicable to Interactive Flat Files. 

For Informational Postings:  Informational Postings have always been considered information available to the public at large.  Therefore, GISB standards have intentionally not imposed any security requirements for this data category.  Since this information is intended for the public, an authentication mechanism (such as a logon) is not imposed.  By not encrypting this data, GISB recognizes that it is vulnerable to an interception of the message with possible alteration of its content prior to it being viewed by the requestor.  However the risk of such interception and modification is low compared to the effort required to do so.  GISB could apply SSL encryption to this content to prevent this possibility, but it should be noted that this will have a slight adverse affect on response time.  Digitally signing this “display only” content, if possible, would have no value, as the Web browser has no mechanism to utilize the attached signature.  

GISB appreciates Sandia's recommendation, but does not at this time plan to take any action.  As described above, the resources required to implement the recommendation are significant, and the risk assessed is minimal.  Because of the unlikely event of an interception and modification of content, the cost to implement security measures to prevent such interception, and the barriers to easy access by the public that the security measures would impose, GISB at this time will not implement the security measures of PGP signatures for interactive processing of transactions under SSL encryption protection for the Informational Posting Web sites.

For Customer Activities Web sites:  For Customer Activities Web sites, as noted in Sandia’s report, GISB standards already call for applying encryption to Customer Activities data, and moreover, the GISB Standard No. 4.3.61 has been changed to refer to 128-bit encryption only (see finding 7.1.7).  Sandia also suggests applying a digital signature to this data.  A digital signature provides for non-repudiation.  This means that the source of the transaction is provable and tamper-proof.  Sandia further suggests using PGP with its ability to digitally sign what is on the clipboard.  It is acknowledged that Sandia’s recommendation suggests the best-known way to deliver non-repudiation.  This would require that the browser contain code to write and read content to and from the clipboard, which appears to be supported with the most recent versions of IE and Navigator.  It should be noted, however, that the user could disable pasting via script in IE, and possibly with Navigator.  GISB’s standard also allows use of the ICA protocol (otherwise known as Windows Terminal Server), which moves screen images to the client, but the data entry form is actually running on the server machine, not the client.  In this case, there is no way for the user on the client side to apply a digital signature using its private key.  

Using PGP for digital signatures creates a considerable administrative burden as well, since the trading partners would have to maintain, in many cases, a very large number of public keys.  PGP keys are often exchanged using diskettes and the US Mail, since use of email can be an insecure key exchange mechanism.  There may be performance issues as the size of the PGP key ring grows to be very large.  As we support an expiration period for these keys, the administrative task may grow even more.  Of course, use of PGP by every on-line user means that they must purchase the PGP software and it must run on their desktop.  This may affect sites that attempt to achieve a standard configuration and minimal client-side software for their users.  Additionally, it creates a training requirement for the users.  

All in all, the recommendation to use digital signatures is not implementable for those companies using the ICA protocol, and is costly for others.  As an alternative, the browsers can provide for signing of Web forms using a certificate.  A check with Microsoft revealed that IE 5.5 does not have this capability, which disallows this alternative, as the GISB standards are required to work using either IE or Navigator browsers.

As such, GISB will be unable to provide for non-repudiation by applying a digital signature to an interactive transaction.  Disallowing the ICA protocol may make this more possible, but it is still burdensome, at best, to implement this feature.  It is suggested that we forego this until such time as a more practical approach is possible.

The risk of not implementing digital signatures is offset by the checks and balances that already exist for the natural gas transactions.  For example, scheduled quantities transactions are sent after the nominations have been processed, and confirmations, both upstream and downstream are sent, so the use of confirmations from a variety of sources should minimize the risk of foul play as a result of no digital signature.  Moreover, with GISB standards, the risk is of a commercial nature instead of physical impairment.  If the digital signature technology were readily available, GISB would use it – but the exposure right now is not great enough to warrant the expense and resources to implement digital signatures and remove the ICA protocol as a choice that GISB standards currently allow.  GISB will continue to look for ways to implement these security measures when they become more mainstream and cost effective.

As described in the above discussion, GISB appreciates Sandia's recommendation and has taken steps to implement the SSL 128-bit encryption, but does not at this time plan to take any action on the recommendation regarding digital signatures.  As described above, the resources required to implement the digital signature recommendation are significant, would require companies to relinquish the use the ICA protocol, and the risk assessed is minimal.  Because of the checks and balances from a variety of sources to minimize the risk, the cost to implement digital signatures, and the reduction in the protocol choices that a company currently has, GISB at this time will not implement the security measures of PGP digital signatures for interactive processing of transactions for the Customer Activities Web sites.

For Interactive Flat Files:  The Interactive Flat File mechanism allows the user to construct a comma-separated-value (CSV) file using software such as a spreadsheet and then upload it using a Web browser.  GISB supports the use of 128-bit SSL encryption to protect this data from viewing or alteration (see finding 7.1.7, GISB Standard No. 4.3.61).  

Because the uploaded transaction is in the form of a file, it is possible for the user to apply a digital signature to the file after its creation.  The same administrative issues as described above in the discussion on the Customer Activities Web sites apply also to Interactive Flat Files.  That is, there is the potential to have to maintain a large number of PGP public keys.  However, as a practical matter, there appear to be very few users of this particular EDM mechanism, which reduces the administrative burden.  Of course, the user would still be required to purchase and install the PGP client on the desktop, and there would still be a training requirement.  However, there appears to be little to be gained by having this capability for this particular on-line user while most on-line users would not have the capability.  

Checks and balances already exist for the natural gas transactions, such as scheduled quantities after the nominations have been processed, and confirmations, both upstream and downstream – so that the risk of foul play as a result of no digital signature is minimized.  With GISB standards, the risk is of a commercial nature instead of physical impairment.  If the digital signature technology were readily available, GISB would use it – but the exposure right now is not great enough to warrant the expense and resources to implement digital signatures.   For the above reasons, GISB appreciates Sandia's recommendation and has taken steps to implement the SSL 128-bit encryption, but does not at this time plan to implement digital signatures for interactive flat files.  GISB will continue to look for ways to implement digital signatures as they become more mainstream and cost effective.

7.1.7   Secure Socket Layer (SSL) 

Sandia Finding:  40 bit SSL is the basic standard, while 128 bit SSL is preferred.

Sandia Analysis:  40 bit SSL offers some protection.  It has been around for a long time (in computer time) and is nearing the end of its useful lifetime.  Performance of computers is such that 40 bit SSL will be able to be broken in minutes in the near future.  40 bit SSL was broken in 1996 by a student in less than 8 hours of computer processing time.  Since GISB only changes standards infrequently and all changes must be approved by the members, it should start acting now to require 128 bit SSL instead of 40 bit.

Sandia Recommendation:  40 bit SSL should be changed to 128 bit SSL on standards 4.3.61 and 4.3.83.  All basic client authentication should be done under the protection of 128 bit SSL.

GISB Response:  We concur with the finding, the analysis and the recommendation. To implement the recommendation, GISB Standard Nos. 4.3.61 and 4.3.83 will be modified: 

From:

4.3.61
At a minimum, data communications for Customer Activities Web sites should utilize 40-bit encryption.  Where possible, 128-bit encryption is recommended.


4.3.83
For Interactive Flat File EDM, 40-bit Secure Sockets Layer (SSL) encryption should be used.  Where possible, 128-bit SSL encryption is strongly recommended. 

To:

4.3.61
Data communications for Customer Activities Web sites should utilize 128-bit Secure Sockets Layer (SSL) encryption.   
4.3.83
For Interactive Flat File EDM, 128-bit Secure Sockets Layer (SSL) encryption should be used.  
7.1.8
Basic Authentication

Sandia Finding:  Basic Authentication is in standard 4.3.84 and is outlined in the “Sending Transactions” section and in the “Security” section under Security Requirements.  HTTP basic authentication includes a userID and password.  Basic authentication is also known as realm one security.

Sandia Analysis:  GISB standards allow for the use of unsecured transactions between partners not wishing to be secure.  Should these transactions be compromised, there will be damage to the credibility of the GISB standards as a secure EDM.

Sandia Recommendation:  In the “Security” section under Basic Authentication remove the statement “Those companies who wish to conduct business across the Internet in an unsecure fashion may do so by mutual agreement.”

GISB Response:  We concur with the finding, analysis and recommendation.  The sentence “Those companies who wish to conduct business across the Internet in an unsecure fashion may do so by mutual agreement” will be removed from the Security Requirements section of the EDM Implementation Guide. 

7.1.9  
Security Standards

Sandia Finding:  Currently GISB has a set of minimum security standards, which can be found in the GISB standards and in the TPA.  The basic security standards include: functional acknowledgements, basic authentication, PGP, and key management.

Sandia Analysis:  Utilization of these standards completely and consistently is important.  Use of PGP encryption and/or signatures on all transactions, whether batch or interactive, will help the security of the system.  As long as the Gas industry is not considered an active target by an individual, or a group, lax use of the standards can be allowed to occur.  However, a single individual working alone, with reasonable knowledge of the GISB standards can work to undermine the electronic commerce of the industry.

Sandia Recommendation:  Require the use of strong encryption and strong authentication on all transactions.

GISB Response:  GISB concurs with the finding and the analysis, and applies the recommendation differently to the different types of transactions:  Informational Postings, Customer Activities Web sites, Interactive Flat Files, and ANSI ASC X12 EDI. Please refer to the response for finding 7.1.6 for GISB’s response regarding Informational Postings, Customer Activities Web sites, and Interactive Flat Files.    Please refer to the response for finding 7.1.5 for GISB’s response regarding ANSI ASC X12 EDI.   

7.1.10 Using a Web Server 

Sandia Finding:  In Tab 6 section “Receiving Transactions”, GISB does not currently require either a Secure Sockets Layer (SSL) or Secure Hyper Text Transfer Protocol (S-HTTP).  This forces the sending of userIDs and passwords in the CLEAR.  GISB does recommend SSL for flat file EDM in standard 4.3.83.
Sandia Analysis:  Establishing an SSL session prior to the HTTP POST process (whether it is batch or interactive) protects the userID, password and any header information.  This information can be used to create spoofed transactions by an attacker.

Sandia Recommendation:  Require the use of strong encryption and strong authentication on all transactions.

GISB Response:  GISB concurs with the finding and the analysis, and the recommendation.  To implement the recommendation, the response to finding no. 7.1.7 addresses this item.

7.1.11
Web Access Ports

Sandia Finding:  GISB is using non-standard ports (5713, 6112, 6304, 6874, and 7403) for access to web servers.  GISB limits the TCP ports used as a standard for EDM communications standards 4.1.37 and 4.3.70.  GISB states that non-standard ports in a non-privileged range add another level of security. 

Sandia Analysis:  Port numbers can be scanned in a matter of minutes; therefore using non-standard ports doesn’t afford any protection.  Using ports that are allocated to another service can give opportunity for conflict at a user site.  Additional ports in the list should be taken from an unallocated portion of the port space.

Sandia Recommendation:  Use standard TCP ports for web servers.  If that option is not viable, use ports that are not already allocated to other services. 

GISB Response:  We concur with the finding and the analysis that GISB is using non-standard ports and that there are no security benefits gained by using the specified ports.  GISB appreciates Sandia's recommendation, but does not at this time plan to take any action.  The resources required to implement the recommendation are significant, and the risk assessed is minimal.  GISB will investigate registering all of the specified ports with the Internet Assigned Numbers Authority, which would eliminate the concern of potential conflicts with other services.

7.1.12 Message replay attacks 

Sandia Finding:  Message replay is not addressed in the standards. 

Sandia Analysis:  Currently there is no mechanism in place that will disallow replay attacks.  Both client and server mechanisms need to be in place to keep this from being a viable attack.

Sandia Recommendation:  By having the client check time on the server before sending any transactions, it is possible to include a time field in the header information.  A server then should not be allowed to process two orders from the same requester using the same time stamp.  This method will only work if the transaction is digitally signed using an accepted cryptographic checksum. An example of such an algorithm is the Secure Hash Algorithm defined in FIPS Pub 180-1. PGP uses an accepted cryptographic checksum algorithm.

GISB Response:  We concur with the finding and the analysis that GISB EDM may be susceptible to replay attacks.  However, the adoption by GISB of SSL encryption for EDM messages (see item 7.1.5) precludes the interception of the message by a third party and replaying it repeatedly to a destination server – a “deep denial of service” attack.  While this technique does not preclude the possibility of a replay attack from a “man-in-the-middle” (DNS spoofing), it does mitigate the most likely causes of replay attacks.  Furthermore, the “man-in-the-middle” attack is unlikely and would take significant resources to prevent.

GISB appreciates Sandia’s recommendation, but does not at this time plan to take action other than the SSL encryption.  The resources required to implement the recommendation are significant, and the risk assessed is minimal.  As more cost effective solutions become commercially available, this response will be revisited.  

7.2
Recommendations for GISB Principles

7.2.1
Grouping of Principles

Sandia Finding:  The principles outlined in Tab 4 pages 8-11 appear in chronological order according to GISB correspondence. 

Sandia Analysis:  The principles are a key component of the standards document and are important guidelines for trading partners.  The principles cover topics that can be grouped together in similar categories.  Some principles lend themselves to consolidation.

Sandia Recommendation:  Consider grouping similar principles into like categories such as:

· Common Governance Guidelines and Principles( 4.1.x

· Web site or Web Page Principles ( 4.2.x

· Data Formatting Principles ( 4.3.x

Consider consolidating the number of principles when two or more principles appear similar.  For example 4.1.17, 4.1.18 and 4.4.19 could be consolidated into one principle.

GISB Response:  We concur with the finding and analysis, and the recommendation will be implemented by providing a cross reference in the EDM standards manual that groups the principles functionally.   For example, the standards can be categorized to areas of application – batch processing, customer activities web site standards, informational posting standards, and general application to all areas.  The standards categorization does not imply a renumbering, but rather a cross-reference that could apply to both the standards manuals and the little standards books.    The numbers would be preserved and the standards would not be combined.

7.2.2
Future Technology Model 

Sandia Finding:  In version 1.4 of the EDM Standards the Future Technology Model diagram on page 8 Tab 4 appears unchanged from version 1.3.  The model includes numbering 1 through 6 and depicts the electronic interchange of data. 

Sandia Analysis:  The model is an important diagram that outlines the EDM flow.  There are two sentences that describe the technology and mechanisms in terms of the customer and provider.

Sandia Recommendation:  Clarify the Future Technology Model to describe what each of the six numbers refers to.  Also consider moving the model to its own page as is done with the Batch Flow Diagram later in the document.  If the third party system participation is optional show it as such.  Describe the sequence of events that the diagram is trying to illustrate.  Also it can stand alone as a diagram and does not need to be numbered as a principle.

GISB Response:  We concur with the finding and the analysis that the model is an important diagram – but we specify that the diagram was important and applicable to prior versions of the standards.  For version 1.4, the diagram is not important to the understanding of the standards.  The diagram’s benefits were focused on the industry transition from value added networks to the Internet.  At this point, the diagram and related standard 4.1.11 provide more confusion than clarification, and there are other diagrams in the implementation guide that provide a better depiction of the Electronic Delivery Mechanism (EDM) technology model used.  Specifically there is a ‘Batch Flow Diagram’; ‘Informational Postings EDM Flow Diagram’; flow diagram for EBB EDM, and flow diagram for IFF (Interactive Flat File).  Rather than follow the Sandia recommendation to update GISB Standard No. 4.1.1, standards 4.1.1 and 4.1.11will be removed from future releases of the GISB standards and the existing diagrams noted will suffice to explain the technology model. Additionally, the following changes will be made to the EDM Manual:
On page 6 of Tab 4, the title will be changed

From: 

“Major functions of the Internet EDM Model covered by the Standards” 

To:

“Major functions of Internet EDM covered by the Standards”
And the text in Tab 3, Executive Summary, p. 1, Open Standards will be changed
From:

“A brief delineation of these components and their relationship to the model are covered at a high level in the Business Process and Practices (Business Process Description) section and in more detail in later sections of this manual.”

To:

“A brief delineation of these components is covered at a high level in the Business Process and Practices (Major functions of Internet EDM covered by the Standards) section and in more detail in later sections.”
7.2.3
Principle 4.1.2

Sandia Finding:  This recommendation references Principle 4.1.2 and provides suggested rewording of this principle.

Sandia Analysis:  Principle 4.1.2 states: “The Electronic Delivery Mechanism does not pick winners, rather it should create an environment where the marketplace can dictate a winner or winners.”  This principle is not clear.
Sandia Recommendation: This principle is not clear and should be reworded.  Consider rewording as follows: “The EDM process and related principles will evolve over time into a market directed set of standards to govern EDI.”

GISB Response:  We concur with the finding and the analysis. GISB appreciates Sandia’s recommendation, but the language recommended by Sandia changes GISB’s original intent and GISB does not, at this time plan to take any action.
7.2.4
Principle 4.1.6

Sandia Finding:  This recommendation references Principle 4.1.6 and provides suggested rewording of this principle

Sandia Analysis:  Principle 4.1.6 states: “Data providers (transportation service providers) should interface with third party vendors according to GISB standards.”  This principle is not clear.
Sandia Recommendation:  Consider rewording as follows: “Data providers (transportation service providers) should interface with 3rd party vendors, when required, and follow GISB standards for EDM.”

GISB Response:  We concur with the finding and the analysis.   GISB appreciates Sandia’s recommendation, but the language recommended by Sandia changes GISB’s original intent and GISB does not, at this time plan to take any action.
7.2.5 Principle 4.1.8

Sandia Finding:  This recommendation references Principle 4.1.8 and provides suggested rewording of this principle.

Sandia Analysis:  Principle 4.1.8 states: “The same business result should occur regardless of the electronic delivery mechanism: this principle should guide the definition of the business process, data content of the transaction, and the timing of the transaction.”  The Sandia Team feels that this is a key principle that is well written.  This principle sets the foundation for many of the other principles.
Sandia Recommendation:  As recommended earlier, like principles should be grouped together.  It is recommended that this principle be grouped within the governance principles.  It is also recommended that it be moved to the first or second principle within this group. 

GISB Response:  We concur with the finding, the analysis and the recommendation will be implemented by providing a cross reference in the EDM standards manual as described in the response to finding 7.2.1.  .

7.2.6
  Principle 4.1.15

Sandia Finding:  This recommendation references Principle 4.1.15 and provides suggested rewording of this principle.

Sandia Analysis:  Principle 4.1.15 states: “The GISB should not set standards for site-level security.  Individual organization security standards should be relied upon.”  This principle seems to contradict standard 4.3.15.  Standard 4.3.15 seems to recommend that a basic level of security features be implemented. 
Sandia Recommendation: Consider revising principle 4.1.15 to include concepts stated in standard 4.3.15.  Possible wording of Principle 4.1.15 is the following: “The GISB will recommend a minimum level of standards for site level security.  Individual organization security standards should be integrated with the recommended GISB minimum standards.”

GISB Response: We do not concur with the finding, the analysis or the recommendation.  GISB Standard No. 4.1.15 addresses site level security and states that it is beyond the scope of GISB standards and therefore should not be changed.  GISB Standard No. 4.3.15 addresses messaging level security.  Recommended modifications for this standard are reflected in finding 7.1.3.

7.2.7
Principle 4.1.16, Principle 4.1.17 and Principle 4.1.19.

Sandia Finding:  This recommendation references Principle 4.1.16, Principle 4.1.17 and Principle 4.1.19 and provides suggested rewording of these principles.

Sandia Analysis:  The statements "easy to locate" and "easy to download" can be interpreted in many ways.  These statements leave the meanings open to individual interpretations of the trading partners and therefore individual implementations.
Sandia Recommendation:  Consider consolidating these principles into one and consider rewording such as: “Informational Postings Web sites should be accessible by all members, and the information contained on these web sites should be downloadable.”

GISB Response:  We concur with the finding and the analysis.   GISB appreciates Sandia’s recommendation, but the language recommended by Sandia changes GISB’s original intent and GISB does not, at this time plan to take any action. 

7.3
Recommendations for GISB Standards

7.3.1
Grouping of Standards

Sandia Finding:  The standards outlined in Tab 4 pages 12-24 appear in chronological order according to GISB correspondence.

Sandia Analysis:  The standards are a key component of this document and provide valuable information to the member trading partners.  These standards cover topics that can be grouped together into similar categories.  Some standards may also lend themselves to consolidation.

Sandia Recommendation:  Consider grouping similar standards into like categories rather than chronologically.  Such grouping may include:

· Data Transmission Standards 

· Data Formatting Standards 

· Browser and Time stamping Standards

· Informational Posting Standards 

· Customer Activities Web sites Standards

Also consider consolidating the number of standards when two or more appear very similar.

GISB Response: We concur with the finding and analysis, and the recommendation will be implemented by providing a cross reference in the EDM standards manual that groups the standards functionally.  For example, the standards can be categorized to areas of application – batch processing, customer activities web site standards, informational posting standards, and general application to all areas.  The standards categorization does not imply a renumbering, but rather a cross-reference that could apply to both the standards manuals and the little standards books.    The numbers would be preserved and the standards would not be combined.

7.3.2
Standard 4.3.4

Sandia Finding:  This recommendation references Standard 4.3.4, which states: “Transactional data should be retained for at least 24 months for audit purposes.”

Sandia Analysis:  This standard involves a critical distinction for member partners.  The ability to track transactional data is certainly a desirable goal for any system.

Sandia Recommendation:  This standard needs some clarification before it can be implemented, specifically, who should retain this data.  Party A? Party B? Both?  Also the volume of data generated should be a consideration.  Will there be additional storage expense and/or security concerns raised with the implementation of this standard?

GISB Response:  We concur with the finding, the analysis and the recommendation.  As such, GISB Standard No. 4.3.4 will be changed.  Moreover, trading partners are responsible for the storage expense associated with the retention of the data as well as the security needed for the retained data.  To implement the recommendation, GISB Standard 4.3.4 will be modified:

from:

4.3.4
Transactional data should be retained for at least 24 months for audit purposes.

This data retention requirement only applies to the ability to recover or regenerate electronic records for a period of two years and does not otherwise modify statutory, regulatory, or contractual-record retention requirements.

to:

4.3.4
Trading partners should retain transactional data for at least 24 months for audit purposes.

This data retention requirement only applies to the ability to recover or regenerate electronic records for a period of two years and does not otherwise modify statutory, regulatory, or contractual record retention requirements.

7.3.3
Standard 4.3.6
Sandia Finding:  This recommendation involves Standard 4.3.6 which states: “Transportation Service Providers should make all pertinent EBB functions and information available via the Internet or via the technology recommended by GISB within a reasonable amount of time after each such function or information has become standardized as appropriate by GISB.”

Sandia Analysis:  While the intention of this standard is well received, the actual implementation of it as written is unclear.  A standard that states “within a reasonable amount of time” is open to interpretation by members.

Sandia Recommendation:  Make this standard more specific.  State exactly what GISB thinks is a reasonable amount of time.  The Sandia Team believes that one month is a reasonable amount of time to incorporate the new standard to their processes, given that members have been afforded the opportunity to participate in the definition of any standards changes.  GISB should include a specific time frame into the wording of this standard.

GISB Response:  We concur with the finding the analysis and the recommendation.  As such, GISB Standard No. 4.3.6 will be changed.  The modified standard does not include a specific time frame for implementation. With the rewording, there is no longer any uncertainty on its implementation timing.  To implement the recommendation, GISB Standard No. 4.3.6 will be modified:

from:

4.3.6
By August 1, 1997, Transportation Service Providers should establish a HTML page(s) accessible via the Internet's World Wide Web. The information that is currently provided should be posted as follows:

1)
Notices (critical notices, operation notices, system wide notices, etc.)

2)
FERC Order No. 566 affiliated marketer information.  (affiliate allocation log, 24 hr. discount posting, etc.)

3)
Operationally available and unsubscribed capacity

4)
Index of customers

5)
Transportation Service Provider's tariff (Terms, conditions and rates), or general terms and conditions.




and


Transportation Service Providers should make all pertinent EBB functions and information available via the Internet or via the technology recommended by GISB within a reasonable amount of time after each such function or information has become standardized as appropriate by GISB.




and


Within a reasonable amount of time, all EBB information, functions and transactions should be achieved via one mode of communications.  Information and functions should remain available through existing systems until one mode of communication is available.  Implementation time lines for this activity would be determined during the 1997 annual planning activities held in 1996.  


to

4.3.6
Transportation Service Providers should establish a HTML page(s) accessible via the Internet.  The following information should be posted:

1)
Notices (critical notices, operation notices, system wide notices, etc.)

2)
FERC Order No. 566 affiliated marketer information.  (affiliate allocation log, 24 hr. discount posting, etc.)

3)
Operationally available and unsubscribed capacity

4)
Index of customers

5)
Transportation Service Provider's tariff (Terms, conditions and rates), or general terms and conditions.

7.3.4   Standard 4.3.8

Sandia Finding:  This recommendation refers to Standard 4.3.8, which states: “The minimum acceptable protocol standard should be HTTP.  All sending and receiving parties should be capable of sending and receiving using HTTP.”

Sandia Analysis:  This is an important standard for all EDM transactions.  This standard should be clearly defined for all member trading partners.

Sandia Recommendation:  Clearly state which version of HTTP should be used in this standard.  On page 7 under Security it mentions the HTTP 1.0 specification.  GISB should state which version of HTTP and HTTPS are to be used for EDM transactions.  It is also important to update these standards at least yearly as technology changes dictate.  

GISB Response:  We concur with the finding, the analysis and the recommendation.  To implement the recommendation the following changes to the EDM Standard Manual and the EDM standards will be made:

In the section titled "Related Standards", sub-section "Hypertext Transfer Protocol (HTTP)" (page 44 of the PDF file), change


from:

"HTTP has been in use by the World-Wide Web global information initiative since 1990. This specification reflects common usage of the protocol referred to as 
HTTP/1.0".

to:

"HTTP has been in use by the World-Wide Web global information initiative since 1990. Appendix A of the Electronic Delivery Mechanism Related Standards manual contains a listing of the HTTP version(s) supported by GISB."

And modify GISB Standard No. 4.3.8

from:

4.3.8 The minimum acceptable protocol should be HTTP.  All sending and receiving parties should be capable of sending and receiving using HTTP.

to:

4.3.8
The minimum acceptable protocol should be HTTP.  All sending and receiving parties should be capable of sending and receiving the HTTP versions supported by GISB.

7.3.5 
Standard 4.3.11

Sandia Finding:  This recommendation refers to Standard 4.3.11, which states: “The HTTP response should be sent to the sending IP address.  Other response documents should be returned to the official designated site defined in the TPA.”

Sandia Analysis:  This allows the initial message response to be sent to the IP address of the incoming message, whereas further traffic is sent to the IP address in the TPA, possibly a different address.  This arrangement appears to offer an excellent opportunity to spoof the system.  Reliance on IP addresses also allows an adversary to use IP spoofing to attack the system.
Sandia Recommendation:  Sandia recommends a mechanism be put in place to “close the loop” between the possibly two different IP addresses to prevent this from being a problem. This could be done by either changing the standard to allow only one address to be used for all responses, or defining a mechanism to be used to reconcile responses sent to different addresses.

GISB Response:  We concur with the finding and the analysis that reliance on IP addresses in GISB Standard No. 4.3.11 allows for “spoofing,” and that a mechanism should be put in place to “close the loop.”  The analysis however, is incomplete.  Only synchronous responses are sent back to the sending address.  These responses do not contain any proprietary or ‘business’ information.  Basically, these responses contain a time-stamp as an acknowledgement of receipt of the transaction.  Spoofing of this transaction creates no business risk.  Moreover, basic authentication (userID and password) is utilized for these transactions.  The use of SSL, as described in the response to finding 7.1.5 makes this transaction even more secure and more difficult to spoof.  

For these cases, GISB appreciates Sandia's recommendation, but does not at this time plan to take any action.  The resources required to implement the recommendation are significant, and the risk assessed is minimal.  Spoofing as described in the finding would create no business risk since the transactions employ basic authentication and PGP encryption.  Any material responses are sent to the registered URL, not the address of the requesting transaction.  SSL will be required to protect the userID and password as noted in the response to finding 7.1.5.

7.3.6
Standard 4.3.15

Sandia Finding:  This recommendation refers to Standard 4.3.15, which states: “Trading partners should implement all security features using a file based approach via a commercially available implementation of PGP 2.6 or greater.  Trading partners should also implement basic authentication.  This should be regarded as an interim solution since this technology is not an open standard.  This technology supports all of the above security features while providing independence of choice of Web servers and browsers.  Encryption keys should be self-certified and the means of exchange should be specified in the Trading Partner Agreement.”

Sandia Analysis:  The Sandia Team feels this standard as written is too lengthy and combines many important standards.

Sandia Recommendation:  This standard contains several important aspects of GISB security.  It is recommended that this standard be clarified and broken down into three separate security standards.  For example:

· Server Authentication

· SSL encryption 

· PGP 2.6 or compatible 

GISB Response:  We concur with the finding and the analysis.  GISB appreciates Sandia's recommendation, but does not at this time plan to take any action.  The resources required to implement the recommendation are not insignificant and exceed the benefits that would be achieved from implementing such change.  Moreover, the risk assessed is minimal.

7.3.7
Consolidating like Standards

Sandia Finding:  Standards 4.3.36, 4.3.37 and 4.3.38 all address similar Internet concerns.

Sandia Analysis:  These three standards all address similar Internet concerns and provide an opportunity to combine like standards.

Sandia Recommendation:  Consider combining these three standards into one standard with wording such as: "Industry web sites should be accessible via the public Internet using TCP/IP and Internet Compatible browser software."

GISB Response:  We concur with the finding and the analysis.  GISB appreciates Sandia’s recommendation, but does not at this time plan to take any action.   The resources required to implement the recommendation are not insignificant and exceed the benefits that would be achieved from implementing such change.  Moreover, the risk assessed is minimal.

7.3.8
Standard 4.3.70


Sandia Finding:  This recommendation refers to Standard 4.3.70 which states:  “Transportation Service Providers should be limited to the GISB approved list of available TCP ports and UDP ports of EDM implementation included in the Appendix of the EDM standards manual under Client Firewall Requirements for Service Provider EDM Implementation.”

Sandia Analysis:  This is actually included in Tab 4 under the TCP Communications section.

Sandia Recommendation:  Change the reference from ‘Appendix’ to ‘Tab 4 Business Process and Practices under TCP communications section’.

GISB Response:  We concur with the finding and analysis, and the recommendation.  The recommendation will be implemented  by creating a new Appendix ("Appendix XXX - Minimum Technical Characteristics for an EDM Server dated (mm/dd/yyyy) ") that will contain all relevant TCP and UDP information. The following changes will be made to the GISB EDM Manual:
· Move the portion of pdf page 20 starting at “Allowable TCP ports” through the end of the following paragraph, ending with “Plugins and modules”, including the trademark references at the bottom to Appendix XXX. Also, insert "See Appendix XXX for a list of allowable TCP ports." as the last sentence of the first paragraph of the section titled "TCP Communications".
· Move the text on pdf page 21 starting with “**The reservation of 20” and ending with “usage of these ports” to Appendix XXX.
- On PDF page 37, the creation of the new Appendix effectively changes GISB Standard 4.3.70:
from:

"Transportation Service Providers should be limited to the GISB approved list of available TCP ports and UDP ports for EDM implementations included in the Appendix of the Electronic Delivery Mechanism Related Standards Manual under Client Firewall Requirements for Service Provider EDM Implementations."

to:

"Transportation Service Providers should be limited to the GISB approved list of available TCP ports and UDP ports for EDM implementations included in Appendix [XXX] of the Electronic Delivery Mechanism Related Standards Manual."

As such, the text on page 37 should be revised to conform to the revised 4.3.70 language.

- Page 63, replace:

"The HTTP Server should be configured as port 80.  If port 80 is not available, use one of the five recommended alternate ports: 5713, 6112, 6304, 6874, 7403."

with:

"Servers should be configured to use one of the allowable TCP ports listed in Appendix [XXX]."
- Page 89, replace:

“The HTTP Server or the server side application should be configured as port 80.  If port 80 is not available, use one of the following recommended alternate TCP ports:

· HTTP 80, 5713, 6112, 6304, 6874, 7403

· SSL 443

· ICA 1494

· RMI (JAVA) 1099-1100

· JAVA Telnet 31415

· TCP Optional 8001-8020
Allowable UDP Ports (not TCP ports)

· Secure ICA 1604”

with:

“Servers should be configured to use one of the allowable TCP ports listed in Appendix [XXX].””
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7.4
Other Areas for Improvement

The following recommendations are submitted for consideration in the format and layout of the standards document:

7.4.1
Document Tabs

Sandia Finding:  The current EDM Related Standards document, Version 1.4, contains Tabs 1-10 and each tab starts with page 1.

Sandia Analysis:  The renumbering of each tab in this important document could lead to confusion if readers are looking to quickly locate a specific page or section.  The idea of 10 different page number 1's in the same document may confuse some readers.  There also appears to be a Tab missing between Tab 6 and Tab 7.

Sandia Recommendation:  Consider the notion of numbering the pages of each Tab sequentially, starting at 1, continuing to the end of the Tab.  In the Table of Contents the Tabs will remain the same and the beginning page numbers can be added to the right.  Example Tab 1 … Page 1-1

                                               Tab 2 … Page 2-1

                                               Tab 3 … Page 3-1

There appears to be an entire Tab section missing from the Table of Contents in version 1.4.  In the document between Tab 6 and Tab 7 there is a 28-page section that appears to be a separate section.  It begins with a Batch Flow Diagram.  Either renumber this as a part of Tab 6 or Tab 7 or create a new Tab 7 and renumber the remaining Tabs.

GISB Response: We concur with the finding and the analysis.  GISB appreciates Sandia recommendations and will forward the recommendations to the appropriate sub committee to consider renumbering as it applies to all GISB publications. Also, GISB agrees with Sandia’s recommendation regarding Tab 6 and 7. The pages between tab 6 and tab 7 currently numbered 1-28 will be renumbered 4-31 as part of Tab 6.
7.4.2
Definitions and Acronyms

Sandia Finding:  In the current version 1.4, Tab 4 contains the following sections in order starting with Principles on page 8, Definitions on page 11, and Standards on page 12.

Sandia Analysis:  The definitions section does not seem to belong in the middle of principles and standards sections.  It affects the flow and readability of the document.  Also it is noted that some key acronyms are used in the document before they are defined.

Sandia Recommendation:  Consider moving the Definitions section to the front of Tab 4 before the principles and standards section.  This will help the reader understand key terms and provide a quick reference point.  Define key acronyms the first time they are used in the document. Define "Internet Compatible" and "Upstream/Downstream Identifier".

GISB Response:  We concur with the finding and the analysis.  GISB appreciates Sandia's recommendations and will forward the recommendations to the appropriate sub committee to consider organizing as it applies to all GISB publications
7.4.3
Web Pages

Sandia Finding:  Tab 8 describes the Technical Implementation of the EBB/EDM functionality.  This section covers important aspects of web sites including page layout, navigation, forms, matrix and lookups.

Sandia Analysis:  The Sandia Team feels this is an important section and conveys many key concepts to members.  The page layout section is well written and the print screen examples are very helpful.

Sandia Recommendation:  GISB may consider taking this section one step further and developing a sample or model web site, which includes these layouts and concepts.  The web site could then be referenced as a URL within Tab 8 and allow the Trading Partners the ability to link to actual examples.  This may help the partners actually view the examples and gain a better understanding of the formatting, layout, and common look and feel.

GISB Response:  We concur with the finding and analysis, and we appreciate Sandia's recommendation, but do not at this time plan to take any action.  The resources required to implement the recommendation are not insignificant and exceed the benefits that would be achieved from implementing such change.  Moreover, the risk assessed is minimal.  Printed examples of formatting, layout and common look and feel are provided within the EDM standards manual.  
7.4.4
Reference Guide Section

Sandia Finding:  In Tab 10 Appendix A the Reference Guide section defines reference information for some key concepts.

Sandia Analysis:  This is an important reference section for Trading Partners and GISB members.

Sandia Recommendation:  Consider adding two additional items and related references to this section.  We recommend that the Guideline Adoption Procedure and X12.58 encryption standard entries be added.  The Sandia Team also recommends that this section be reviewed and updated periodically as needed.

GISB Response:  We concur with the finding and the analysis, and will implement the recommendation by changing the wording under the Frequently Asked Questions.  Many of the ANSI X12 standards are not specified or recommended by GISB including X12.58. It would be inconsistent for GISB to document a standard that it does not specify or recommend. Because X12.58 is not a GISB recommendation, no additional information is needed in Appendix A, Tab 10. To emphasize this fact, the following changes should eliminate any ambiguity on how X12.58 relates to any GISB standard or recommendation. The Frequently Asked Questions (see pdf page 74) will be modified in the last paragraph on page 26:

 from: 

Both encryption methods are supported and do not conflict with each other.  The use 
of PGP and X12.58 encryption must be specified in the Trading Partner Agreement. 

to:

The use of internal encryption such as X12.58 is outside the scope of the GISB encryption standards.

7.4.5
GISB EDM document compatibility

Sandia Finding:  The GISB EDM version compatibility is not discussed in the standards document or the Trading Partner Agreement.

Sandia Analysis:  It is noted that both parties need to support the same GISB EDM version.  If the parties do not support the same version there should be an error message of notification to state there is a mismatch of the EDM version number.
Sandia Recommendation:  It is recommended that both parties (trading partners) should support the same GISB EDM version.  This should probably be stated in the Trading Partner Agreement.  New standards should also include a statement about the compatibility with previous versions of the standard.

GISB Response:  We concur with the finding, the analysis and the recommendation.  To implement the recommendation, we are creating a new principle: 

4.1.X
Trading Partners should mutually select and utilize a version of the GISB EDM standards under which to operate, unless specified otherwise by government agencies.  Trading Partners should also mutually agree to adopt later versions of the GISB EDM standards, as needed, again unless specified otherwise by government agencies.

7.4.6
Consistency of Terms

Sandia Finding:  In Tab 4 page 10 item 4.1.23 mentions the Standard Client Configuration and in Tab 9 page 7 the encryption section mentions the Client Configuration Standard.

Sandia Analysis:  Important terms and concepts should be referred to in a consistent manner throughout the document.

Sandia Recommendation:  Change Tab 9 page 7 wording to "Standard Client Configuration".  Look for other key concepts in terms of consistent wording and usage. 

GISB Response:  We concur with the finding and analysis, and the recommendation.  A search identified only one instance of the use of the term “client configuration standard” in the EDM Manual, in the section titled “Technical Implementation - Interactive FF/EDM” under the sub-title “Security” and heading “Encryption.”  The phrase will be changed as shown below.  

The recommendation will be implemented with the modification to the EDM manual:

from:

Encryption

“Standard 4.3.83 calls for the use of 40-bit encryption using Secure Socket Layer (SSL) technology. SSL is accomplished by obtaining a certificate from providers and using Web servers capable of using these certificates.  The browsers specified in the client configuration standard are known to be able to handle SSL mechanisms. Any pages to be protected with SSL need to be invoked with the HTTPS protocol by using “https” versus “http” as part of the hyperlink (HREF) name. Note that this means using a Fully Qualified versus Relative link name. This, in turn, causes a new DNS lookup from the browser. When the hostname is provided by more than one machine, this may result in the request being sent to a different machine. This would only cause problems where necessary state information is being maintained in the memory of the Web server’s machine.”

to:

Encryption

“Standard 4.3.83 calls for the use of 128-bit encryption using Secure Socket Layer (SSL) technology. SSL is accomplished by obtaining a certificate from providers and using Web servers capable of using these certificates.  The browsers specified in the Standard Client Configuration are known to be able to handle SSL mechanisms. Any pages to be protected with SSL need to be invoked with the HTTPS protocol by using “https” versus “http” as part of the hyperlink (HREF) name. Note that this means using a Fully Qualified versus Relative link name. This, in turn, causes a new DNS lookup from the browser. When the hostname is provided by more than one machine, this may result in the request being sent to a different machine. This would only cause problems where necessary state information is being maintained in the memory of the Web server’s machine.”

7.4.7   Clarify Encryption

Sandia Finding:  The document references encryption of batch data on page 19 between Tabs 6 and 7.  This section also addresses decryption and signature verification.

Sandia Analysis:  The document specifies very clearly when and how the transactions should be decrypted, but provides only general references to the fact that the transactions are encrypted. 

Sandia Recommendation:  Clarify where and how it is expected that the encryption take place in the process.  Provide additional details on the encryption.

GISB Response:  We concur with the finding, the analysis and the recommendation.  To implement the recommendation, GISB will make the following changes to the EDM manual – “Encryption/Digital Signature” within the “SECURITY” section:
From:

Encryption and signatures are applied to files already translated to a GISB standard data format. (Use of internal encryption such as X12.58 encryption is outside the scope of GISB encryption standards but does not conflict with PGP.).
To:
“Encryption and signatures are applied to files already translated to a GISB standard data format, and before the data is sent to the batch browser.” (Use of internal encryption such as X12.58 encryption is outside the scope of GISB encryption standards but does not conflict with PGP.).
7.4.8   Compliance Statement

Sandia Finding:  There is no definition statement of compliance to the GISB standards.

Sandia Analysis:  In the standards document, there are several places where the member is given a choice between different levels of security.  These options have some significance on security of the EDM.  If these choices are still to be contained in the document, then there should be several levels of compliance defined for the standards.  For example, compliance with all the standards and using 40 bit SSL encryption could be defined as being "Compliant to GISB version 1.4, weak encryption", while the same situation using 128 bit SSL instead could be defined as "Compliant to GISB version 1.4". 

Sandia Recommendation:  If there are security choices allowed in the standards, define specific titles for the compliance level to the standard.

GISB Response:  We concur with the finding, the analysis and the recommendation. Specifically, GISB Standard No. 4.3.61 references a requirement to use 40-bit encryption for Customer Activities Web Sites with a strong recommendation to use 128-bit encryption where possible.  To implement the recommendation, GISB Standard No. 4.3.61 will be modified to refer to 128-bit encryption only (see response to finding 7.1.7).  As such, there is no longer a security choice present in any of the standards that would necessitate specific titles for compliance levels.

GISB appreciates the time, resources and expertise provided by the U.S. Department of Energy and through its project, Sandia National Laboratories.  We believe that this surety assessment and GISB’s resulting actions have made our standards stronger and have focused our efforts on security, performance, interoperability and ease of use.   

The Sandia National Laboratories report noted that:

 “The Assessment Team believes that the GISB EDM Standards provide a valid base mechanism for the use of electronic commerce.  The mechanisms provided by the standards, when used in accordance with the standards, afford reasonable protection to the partners.  However, we believe there is opportunity for an adversary to affect the system in a negative way, even to the point of forging transactions.  With the addition of some incremental security measures, these standards can become more resistant to malicious activity than they currently are today.”
We support the assessment and have made changes in our standards to strengthen them so that electronic transactions using GISB standards are less likely to be vulnerable to electronic attacks.  The changes in the standards are accompanied by transactional checks and balances, such as acknowledgements and confirmations, which afford further verification of information traded electronically.[image: image1.png]















� For finding 7.2.6, GISB did not agree with the finding, the analysis or the recommendation.  GISB agreed with all other findings and analysis.


2 The formatting recommendations for findings 7.4.1, 7.4.2 and 7.4.3 will be evaluated for inclusion in future versions.


� The “restatement of a standard” recommendations for findings 7.2.3, 7.2.4, 7.2.7, 7.3.6 and 7.3.7 were not supported by GISB.


� A low cost commercially available solution is unavailable for the recommendations for findings 7.1.4 7.1.11, 7.1.12, 7.3.5 and 7.4.3 and the recommendations were not supported by GISB.





Prepared April 15, 2001
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