NORTH AMERICAN ENERGY STANDARDS BOARD RESPONSES

TO THE

SANDIA NATIONAL LABORATORIES

SURETY ASSESSMENT FINDINGS REGARDING THE 

REQ/RGW/WGQ INTERNET ELECTRONIC TRANSPORT

	Sandia

Section Number
	Requires explanation of current standard(s), but change in standard(s) language not needed
	Requires changes in standard(s)
	Requires additional research
	Next Steps/

Deliverables

	7.1.1


	
	 Latest software versions
	 
	

	7.1.2 
	Workstation configurations;      Security guidelines
	
	
	

	7.1.3


	
	“Company Proprietary” OK
	
	

	7.1.4
	“should” vs. “shall”
	
	
	CB to get text from WGQ

	7.1.5
	
	   Sharing Keys
	
	

	7.1.6
	
	
	Receiver non-repudiation
	Check current practices of NAESB members re “mandatory signatures”

	7.1.7
	
	
	Sender non-repudiation
	Check current practices of NAESB members re “mandatory signatures”

	7.1.8
	
	
	Receipts/Error response
	Research how big a problem this would be (also depends on outcome of 7.1.6 and 7.1.7)

	7.1.9
	
	Abnormal error notification usage
	
	

	7.1.10
	
	
	Bogus decryption errors
	Believe NAESB already complies (?)  How much mkt disruption will this cause if it means instantaneous decryption?

	7.1.11
	
	
	IET Digital Signature Standard
	Depends on outcome of 7.1.6-10

	7.1.12
	
	   Exchange failure
	
	

	7.1.13
	Previous software versions acceptance
	
	
	“NAESB believes versions through 1.5 are insecure” – or – delete reference to versions – or -- clarify

	7.1.14
	
	
	   Refnum and Refnum orig
	Have to research ERCOT practices

	7.1.15
	
	
	
	

	
	
	
	
	

	
	
	
	
	


