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NORTH AMERICAN ENERGY STANDARDS BOARD WGQ EDM and REQ/RGQ TEIS Subcommittees’ Initial Technical Findings
to the
SANDIA NATIONAL LABORATORIES

SURETY ASSESSMENT Regarding the 

INTERNET ELECTRONIC TRANSPORT and REQ/RGW QEDM and the WGQ QEDM
1) 7.1.1 Versioning of software and protocols [p. 4]
Sandia Finding:

Sandia Analysis:

Sandia Recommendation:

NAESB Response:  Agree that latest software versions should be set forth in Standards, though latest versions cannot be mandatory due to interoperability requirements (PGP compatibility with OpenPGP).
CB Note: outside of NAESB versions, the only other versions listed in the Internet ET are HTTP (1.1) and PGP (2.6)as well as AS2 (12) .
2) 7.1.2 General Network and System Security [p.4]

Sandia Finding:

Sandia Analysis:

Sandia Recommendation:

NAESB Response:  Explain that industry participants are not expected to accept mandatory standards, and NAESB doesn’t mandate standards in any event. Explain the industry’s balancing security and open access for all, as well as the voluntary, not mandatory or regulatory, nature of NAESB’s standards.  Mr. Behr suggested adding to standards a list of recommended security precautions, while at the same time emphasizing that NAESB seeks to facilitate cooperation and communication in the marketplace.
CB Note: Recommend including NIST or SANS links with notation that participating parties are expected to maintain minimum industry accepted practices.    
3) 7.1.3 Protection of sensitive information [p. 5]
Sandia Finding:

Sandia Analysis:

Sandia Recommendation:





NAESB Response:  
