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RECOMMENDATION TO NAESB EXECUTIVE COMMITTEE

                                       For Quadrant: 
                                       Requesters:


                                       Request No.: 

                                       Request Title:



1.  RECOMMENDED ACTION:
EFFECT OF EC VOTE TO ACCEPT RECOMMENDED ACTION:

      Accept as requested



      Change to Existing Practice

      Accept as modified below


      Status Quo

      Decline

2.  TYPE OF DEVELOPMENT/MAINTENANCE

Per Request:




Per Recommendation:
      Initiation




      Initiation 

      Modification




      Modification

      Interpretation



      Interpretation

      Withdrawal




      Withdrawal

      Principle 




      Principle 

      Definition 




      Definition 

      Business Practice Standard 


      Business Practice Standard 

      Document 




      Document 

      Data Element 



      Data Element

      Code Value 




      Code Value 

      X12 Implementation Guide


     X12 Implementation Guide

      Business Process Documentation

      Business Process Documentation

3.  RECOMMENDATION

SUMMARY:


This standards recommendation changes the OASIS Standards to incorporate the use of x.509 based Public Key Infrastructure and the Secure Sockets Layer version 3 protocol as the required method to secure access to OASIS.  
Recommended Standards:

Business Practice Standards for Securing Electronic Communications in OASIS
Definitions

Standard X – For the purposes of this standard the following definitions shall be applied:
Standard X.1 Authorized User – Any person or software application that has complied with the User Registration requirements of the  Transmission Provider (TP) and/or Transmission Services Information Provider (TSIP).
Standard X.1 Authorized Certification Authority – Any Certification Authority (CA) service provider that has been named to provide CA services and certificates to 1) an Eligible Customer via an executed Certification Authority Declaration, or 2) the OASIS TSIP.
Standard X.2 Eligible Customer – as defined in the FERC Pro Forma Open Access Transmission Tariff.
Standard X.3 Qualified Relying Party (QRP) – Any entity that relies, directly or indirectly, on the electronic authentication of an Authorized User and has met all obligations to be considered a QRP as established in the Certification Authority Declaration statement.

Business Practices

Standard Y OASIS Cyber Security - Transmission Providers or their agents (Transmission Services Information Providers) and all Authorized Users of OASIS shall comply with the following Business Practices related to OASIS Cyber Security.
Standard Y.1 User Certification Authority  All Eligible Customers shall execute the standard Certification Authority Declaration identifying the Certification Authority service provider(s) the Customer intends to use prior to any Authorized Users of that Eligible Customer being granted anything beyond basic, read-only access to any OASIS node.

Standard Y.1.1 Default User Certification Authority Authorized Users associated with any entity that has not executed, or is not obligated to execute the Certification Authority Declaration (e.g., regulatory agencies, academic institutions, etc.) shall be required to obtain and use an X.509 certificate from a Certification Authority named by the TP or their TSIP prior to their being granted basic, read-only access to that TP’s OASIS.

Standard Y.2 Qualified Relying Party Certification Authority All OASIS TSIPs shall be required to execute the standard Certification Authority Declaration identifying the Certification Authority service provider(s) the TSIP intends to use secure access to the TSIPs OASIS.
[prs: Not sure if we want or need to have TSIPs execute the Certification Authority Declaration.  Users will want to know what CA they need to enable in their browsers/software.  OASIS TSIPs probably will balk at the financial liability language.  (In OASIS 2, market operators may have to accept it as they may owe the user/customer and customer should have some mutual assurance that MO liable.)

Standard Y.2.1 Extension of QRP Status A TP that designates a TSIP as their agent and OASIS administrator shall be extended all rights as a QRP for any transactions entered into with that TP via the TSIP, provided the TSIP has met all obligations as a QRP in accordance with the Certification Authority Declaration on the TPs behalf.
Standard Y.3 Acceptance of Certificates Any Authorized User shall be required to recognize and accept any valid (e.g., not revoked, etc.) certificate presented by a Qualified Relying Party issue by that QRPs registered Certification Authority(ies).  Any QRP
Standard Y.3 Certification Authority Registry Any entity executing a Certification Authority Declaration or acting as a Qualified Relying Party shall register the identity of their Certification Authority service provider(s) in a  central registry maintained for the Industry.
Technical Standards

Red-line changes to the OASIS Technical Standards (Standards and Communication Protocols for OASIS):

3.1 REGISTRATION AND LOGIN REQUIREMENTS

a. Location of Providers: To provide Users with the information necessary to access the desired Provider, all Primary Providers shall register their OASIS Node URL address with www.tsin.com. This URL address should include the unique four letter acronym the Primary Provider will use as the PRIMARY_PROVIDER_CODE.

b. Initial User Registration: TSIPs shall require Users to register with a Primary Provider before they are permitted to access the Provider's TS Information. There must be a reference pointing to registration procedures on each Primary Provider's home page. Registration procedures may vary with the administrative requirements of each Primary Provider.  User registration procedures must include the identification of the User’s x.509 Certificate(s) issued by an Authorized Certification Authority(ies) that will be used to access the TSIPs OASIS.
c. Initial Access Privileges: Initial registration shall permit a User only the minimum Access Privileges. A User and a Primary Provider shall mutually determine what access privilege the User is permitted. The TSIP shall set a User's Access Privilege as authorized by the Primary Provider.

d. User Login: After registration, Users shall be required to login every time they establish a dial-up connection. If a direct, permanent connection has been established, Users shall be required to login initially or any time the connection is lost. TSIPs may require additional procedures beyond the presentation of a User’s valid X.509 Certificate as part of their User Login and authentication process.
e. User Logout: Users shall be automatically logged out any time they are disconnected. Users may logout voluntarily. 

5.1 SECURITY

Breaches of security include many inadvertent or possibly even planned actions. Therefore, several requirements shall be implemented by the TSIPs to avoid these problems:

a. Provider Update of TS Information: Only Providers, including Secondary Providers, shall be permitted to update their own TS Information.

b. Customer Input Only ASCII Text: TSIPs shall be permitted to require that inputs from Customers shall be filtered to permit only strict ASCII text (strip bit 8 from each byte).

c. Provider Updating Over Public Facilities: If public facilities are involved in the connection between a Provider and the OASIS Node, the Provider shall be able to update his TS Information only through the use of ASCII or through encrypted files.

d. Secure Communications: With the exception of general information accessible to the public at large, all communication with the OASIS node shall be secured by mutual authentication of X.509 Certificates issued by Authorized Certification Authorities through the use of HTTP and the Secure Sockets Layer Version 3 (SSL) protocol (HTTPS).
e. User Registration and Login: All Users shall be required to register and login to a Provider's Account before accessing that Provider's TS Information.  In cases where multiple TPs share a common TSIP, a single login account for each User to access all TPs shall be permitted.
f. User Authentication and Passwords: All Users shall be required to present a valid X.509 Certificate issued from a Authorized Certification Authority to securely communicate with the TSIPs OASIS.  Users may be required to enter a personal password, or PIN, either on their local system or on the TSIPs OASIS when they wish access to TS Information beyond the lowest Access Privilege.  This requirement is dependent on the User’s internal security practices and the TSIPs practices. 
g. Service Request Transactions: Whenever Service Request transactions are implemented entirely over OASIS Nodes, both an individual Customer certificate for the request, and an individual Provider certificate for the notification of acceptance shall be required as specified by the HTTPS protocol.  Use of Customer and Provider passwords may be required in addition to X.509 Certificates.
h. Data Encryption: Communication between Users (including software applications acting on behalf of one or more Users) and OASIS nodes shall be encrypted using the HTTPS protocol.
i. Viruses: Since only data is being transmitted between the OASIS Nodes and the Users, viruses are unlikely to be passed between them. Therefore, TSIPs shall be responsible for ensuring that the OASIS Nodes are free from viruses, but need not screen data exchanges with Users for viruses.

j. Performance Log: TSIPs shall keep a log on User usage of OASIS resources.

k. Disconnection: TSIPs shall be allowed to disconnect any User who is degrading the performance of the OASIS Node through the excessive use of resources, beyond what is permitted in their Service Level Agreement.

l. Premature Access: The TSIP log shall also be used to ensure that Users who are affiliated with the Provider's company (or any other User) do not have access to TS information before it is publicly available.

m. Firewalls: TSIPs shall employ security measures such as firewalls to minimize the possibility that unauthorized users shall access or modify TS Information or reach into Provider or User systems. Interfaces through Public Data Networks or the Internet shall be permitted as long as these security requirements are met.


4.  SUPPORTING DOCUMENTATION
a.  Description of Request:

b.  Description of Recommendation:

c.  Business Purpose:

d.  Commentary/Rationale of Subcommittee(s)/Task Force(s):
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