Certification Authority Declaration

Whereas ________________________ (the Company) recognizes and acknowledges the energy industry’s (the Industry) need for secure electronic communications meeting the goals of:

· Privacy: The assurance to an entity that no one can read a particular piece of data except the receiver(s) explicitly intended;

· Authentication: The assurance to one entity that another entity is who he/she/it claims to be;

· Integrity: The assurance to an entity that data has not been altered (intentionally or unintentionally) between “there” and “here,” or between “then” and “now”; and

· Non-Repudiation: A party cannot deny having engaged in the transaction or having sent the electronic message.

And, the Company further recognizes the Industry’s endorsement of public key cryptography which utilizes public key certificates to bind a person’s or computer system’s public key to his/her/its identity and to support symmetric encryption key exchange.

And, the Company has reviewed the Industry guidelines with respect to recommended “best practices” for establishing a trusted public key infrastructure (PKI) set forth in Attachment A to this Declaration, where the Company represents the Sponsoring Organization.

And, the Company has evaluated each nominated Certification Authority’s (CA) Certification Practices Statement (CPS) in light of those Industry “best practices.”
The Company hereby declares,

[prs: The point of this first section is simple to have the Company acknowledge they have read, understand, and agree to the reasons for executing this declaration…used the term declaration rather than agreement, since this is a unilateral document executed by one party.  Any better or more appropriate term?] 
I. Nomination of Certification Authority(ies)

The following Certification Authority(ies) have been selected and are hereby nominated (Nominated CAs) to provide PKI services to the Company pursuant to each CAs published Certification Practice Statement:
[prs: What information is pertinent to be included?  Other critical attributes?]
	Certification Authority
	CPS Identifier 
	CA’s Root Identifier
	CRL Repository Location(s)

	
	
	
	

	
	
	
	

	
	
	
	


II. Acceptance of Certificates

All Industry Qualified Relying Parties (QRPs) accepting valid certificates issued by any of the above named CAs to the Company, and meeting all obligations set forth below shall be accorded all rights as a QRP as specified in this Declaration.

III. Transaction Liability

The Company stipulates that, provided a QRP has fulfilled all of their obligations as set forth in this Declaration, the Company shall be bound by all rights and obligations, financial or otherwise, for any and all electronic transactions entered into between the Company and the QRP that are verified and traceable as having been executed with the use of a valid certificate issued to the Company by any of the above Nominated CAs.
[prs: This is the key to the document.  Need whatever language is necessary such that a QRP (i.e., market operator, etc.) can point to this document and their audit trails of transaction activity engaged in through use of a certificate issued to the Company executing this agreement, and have some grounds to hold the Company liable for charges related to those transactions.]
IV. Company Obligations

By execution of this Declaration, the Company hereby warrants that the following obligations have been met by the Company for each of the above nominated CAs.
A. Execution of CA Agreements/Contracts

The Company has executed all agreements and/or contracts with the Nominated CA(s) as required by the CA’s CPS necessary for the CA to issue certificates to the Company for use in securing electronic communications.

B. Compliance with CA CPS

The Company represents to all potential QRPs that the Company complies with all obligations called forth in each Nominated CA’s CPS, including but not limited to obligations related to:

· Certificate Application Procedures

· Applicant Identity Proofing/Verification

· Certificate Management Practices
C. Company Certificate Management Program

The Company has established an internal certificate management program, trained all affected employees in that program, and established controls to insure compliance with that program.  The Company’s certificate management program includes, but is not limited to:
· Certificate issuance policies
· Certificate security and handling policies

· Certificate revocation policies

[prs: this may be redundant to previous declaration that the company complies with CA’s CPS.  Most CPSs would spell out how they issue certs, rules for revocation, etc.]
D. QRP Registration Program

The Company has performed all necessary actions, executed any and all contracts/agreements, and complied with all policies and procedures to be recognized as an authorized and registered user with the Qualified Relying Party. 
V. Qualified Relying Party Obligations

To be recognized as a Qualified Relying Party under this Declaration, the QRP must adhere to the following obligations prior to accepting a certificate issued to the Company by any of the Nominated CAs as part of an electronic transaction.
A. Execution of a Certification Authority Declaration
The QRP must produce for the Company a copy of this Declaration executed by the QRP notifying the Company of the QRP’s Nominated CAs.

[prs: Need something like this for mutual liability coverage. The QRP may actually owe $$ to the Company as a result of a transaction, and need a way for the Company to hold the QRP liable for charges related to the transaction.] 
B. Certificate Verification

To be accorded any of the protections provided by this Declaration as a QRP, the QRP must verify, for each electronic transaction secured through use of a digital certificate issued in the name of the Company by any of the Company’s Nominated CAs, that:

· the certificate is valid and has not been revoked,
· the entire certificate validation/trust chain to the Nominated CA’s root certification authority is intact and valid,
· certificate validity has been checked against the appropriate Certificate Revocation Lists (CRLs) and those CRLs have not expired, 
· the certificate presented in the transaction corresponds to a duly registered user account of the QRP, and

· the user account associated with the certificate presented is authorized to perform the requested transaction.

Executed [DATE]

[COMPANY/ORGANIZATION]

By:
___________________________________

Title: 
___________________________________

Attachment A.

Certification Authority and PKI “Best Practices” for the Energy Industry

The following recommended “best practices” should be used by the Energy Industry to evaluate prospective Certification Authorities.  The terms used are in accordance with the definitions contained in the Internet Engineering Task Force (IETF) Request For Comments (RFC) 2527 – Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices Framework

· Certification Practices Statement
The Certification Authority (CA) should publicly publish a Certification Practices Statement (CPS) defining all policies, practices, and requirements associated with the issuance and management of certificates to all potential subscribers.
· Certification Authority Compliance Audit
CAs should provide to all potential subscribers evidence of successful completion of an independent, third-party audit of compliance of the CA’s operations with their CPS.  Such audits should be conducted at least every two (2) years.
· Certificate Application Procedures
Potential CAs for the Energy Industry should implement application procedures that limit the application for issuance of a certificate to be under the auspices of a designated Sponsoring Organization.  The CA should provide for independent verification of the Sponsoring Organization’s affiliation with the Energy Industry.  Applicants of the Sponsoring Organization may be any of the following: 1) an individual within the Sponsoring Organization, 2) an agent authorized by the Sponsoring Organization, or 3) a device or application administered by an individual within the Sponsoring Organization.
· Certificate Applicant Identity Proofing
The CA and/or its authorized Registration Authority (RA) should implement a  face-to-face applicant identity proofing procedure which includes the presentation of at least two forms of identification, one of which should be a picture ID issued by a government entity.
· Certificate Encoding
Certificates should comply with the X.509 Version 3 standard.
· Certificate Naming Requirements
Certificates should contain an X.500 compliant distinguishe name.  The CA must ensure name uniqueness within all certificates issued by that CA.
· Certificate Key Length
End entity certificates should be issued with a minimum key length of 1024 bits.
· Certificate Lifetime
End entity certificates should be issued with a lifetime of no longer than two (2) years.
· Certificate Issuance

· Private Key Management

· Certificate Revocation
CAs should institute policies and procedures whereby subscribers are obligated to notify the CA of the need for revocation of an issued certificate due to known or suspected compromise of the certificate’s private key, misuse, abuse, or termination of the affiliation between a subscriber and the subscriber’s parent organization. The CA’s CPS should also specify the CA’s obligations and actions to be taken in the event of any suspected or actual compromise of any certificates in the trust chain from the Root CA to the end entity certificates issued or the CA’s cessation of services.
· Certificate Revocation List
CAs should publish a Certificate Revocation List (CRL) on a frequency of at least every twelve (12) hours, and with a maximum validity period of twelve (12) hours.  Updated CRLs should be published promptly following the revocation of any certificate. CRLs should be made accessible at multiple locations.  
· Certification Authority Audit Record and Retention
CAs should maintain a full audit record of all actions taken in the operation of their CA service.  The CA’s audit record retention period should be a minimum of seven (7) years.  The CA’s CPS should state the policy and procedures for a subscriber to request and obtain these audit records.  The CPS should also state the provisions to be implemented for the retention and retrieval of audit records in the event the CA should cease operations.
· Certification Authority Repository
The CA should maintain a public repository for the publication of information, including but not limited to: 1) their CPS, 2) all required CRLs for the CA’s trust chain, 3) directory of certificates issued, etc.
