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North American Electric Reliability Council
Princeton Forrestal Village, 116-390 Village Boulevard, Princeton, New Jersey 08540-5731

PKI STEERING COMMITTEE

JOINT PKISC/NAESB CONFERENCE CALL/WEBCAST

October 27, 2004

DRAFT MINUTES

Chairman Larry Bugh convened a meeting of the PKI Steering Committee on October 27, 2004.  Role was taken and participants from the PKISC, NAESB, and the ISO-RTO Council were welcomed.  An attendance list is attached as Exhibit A.  The meeting agenda was presented and approved. 

The minutes of the September 3, 2004, Joint PKISC/NAESB meeting were presented for approval.  Christopher Burden requested two changes: 1) Item 4, paragraph 3, sentence 5, change automatically to manually; 2) Item 4, paragraph 5, last sentence, change Oats to Oatts.  The minutes were unanimously approved as amended.

Review and Discuss ISO-RTO Council (IRC) Recommendations

A presentation prepared by The MITRE Corporation at Chairman Bugh’s request facilitated the discussion.  The discussion enumerated each IRC recommendation and described its impact on the draft e-MARC certificate policy and, ultimately, the deployment of PKI to the industry.

Significant discussion centered on the PKI architecture (IRC recommendation 1, 2, and 4).  Consensus supported a web of trust rather than the proposed hierarchy of trust.  All agreed that the success of this model depends on two things:  1) Independent third-party review and acceptance of certificate authorities’ certificate practice statements for compliance to e-MARC, and 2) Independent third-party inspection of certificate authorities’ facilities to verify that they are following processes and procedures as described in their certificate practice statements.  Both are required to establish trust, without which PKI is moot.

The subject of multiple certificates (IRC recommendation 3) prompted a lengthy discussion.  The prevailing opinion in the end was to allow two certificates for end entities — one for authentication and another for digital signature with non-repudiation.  

Next Steps

Mr. Reopell will revise the e-MARC document to reflect the decisions made during the call.  He will send the updated draft to NERC by November 23, 2004.  NERC will forward the document to all participants along with the minutes of the call.

The next Joint NERC/NAESB PKI conference call/webcast will be December 9, 2004, from 2–5 p.m. EST.  NERC will distribute details in advance. 


Attendance List

	Name
	Organization

	Larry Bugh
	ECAR

	Christopher Burden
	Williams Gas Pipeline

	James Keaton
	Southwest Power Pool

	Charles Noble
	ISO New England

	Michael Oatts
	Southern Company

	Kevin Perry
	Southwest Power Pool

	Barbara Rehman
	BPA

	Paul Sorenson
	OATI

	Leigh Spangler
	Latitude Technologies

	James Wood
	Southern Company

	Allan Johnson
	Mirant

	Andy Tritch
	Suncor

	Dan Basden (for Monroe Landrum)
	Southern Company

	James Wood
	Southern Company

	Greg Gilbert
	Southern Company

	John Calder
	Dominion 

	Larry Brown
	EEI

	Patrick Tronnier
	OATI

	Rich Bacon
	Western

	Scott Mix
	Kema Consulting

	Steven Parker
	Pacificorp

	Talal Murib
	Southern Company

	Malcolm Dellow
	The IMO

	Matt Fairchild
	MCG

	Lloyd Nation
	Southern Company

	Karl Tammer
	NY ISO

	Leigh Spangler
	Latitude Technologies

	Richard Bishop
	CNG

	Anita Lee
	AESO

	Russ Reopell
	The MITRE Corporation

	Toan Luong
	The MITRE Corporation

	Lynn Costantini
	NERC
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