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Meeting Notes

1. Administrative: 
Mr. Burden called the meeting to order and welcomed participants.  Mr. Oncken gave the antitrust advice.  Participants introduced themselves.  The agenda was adopted as written.   
2. Brief history of the NERC PKI Steering Committee effort and current status of the e-MARC policy
Mr. Bugh gave a brief history of the NERC PKI Steering Committee effort and the current status of the e-MARC policy.  He stated e-MARC originated out of a recommendation from the ESC/OSC that a standard PKI implementation was needed for applications in the energy industry, and was subsequently developed by the PKI Steering Committee of the NERC CIPAG as a NERC project.  Mr. Bugh stated the PKI Steering Committee voted on a draft document in April 2004 but the vote was not successful.  He said several parties have been working on modification to e-MARC to address the concerns raised during the balloting process.  Mr. Bugh said there is an expectation that a revised policy will be presented to the PKI Steering Committee.

Mr. Perry stated the security working group has developed a series of recommendations to address the problems with e-MARC that have been sent to the IRC IT Committee.  Those recommendations are subject to approval of the IT Committee.  

3. Brief introduction of NAESB PKI discussion from Las Vegas WEQ ESS/ITS meeting

Mr. Burden stated PKI is an ongoing agenda item for the NAESB ESS/ITS meetings.  He stated the original intention was to implement e-MARC for commercial transactions, but when progress on e-MARC stalled, the subcommittees began exploring alternatives to increase security for commercial transactions both for the present and future.  He stated it is the intention of the ESS/ITS that any solution would be compatible with and ultimately lead to the use of e-MARC.  

Mr. Burden noted this meeting was a result of the July ESS/ITS meeting, because the subcommittees wanted to know the status of e-MARC before further action was taken.  

4. Discussion/Development of a high-level work plan to further a joint NAESB and NERC PKI (e-MARC) effort.
Mr. Bugh stated understanding the IRC Security Working Group’s proposals would be helpful in projecting how much work is left to be done on e-MARC.  Mr. Perry described the IRC Security Working Group’s proposal, as follows:

1.  e-MARC should be fully compliant with X.509 standards.  This recommendation was based on the concerns that e-MARC would prescribe a certificate that might not be compatible with all browsers – ex. Apache.  

2.  Adopt a basic trust model that would accept multiple certificates.  The model would be a high level document that would limit itself to how the trust is established.  This would allow the potential certificate providers to demonstrate how they conform to the requirements.  This recommendation was based on the concerns about long sequential CA chains with a single root CA.

3.  Allow CAs to provide flexibility through multiple levels of certificates for an organization.  This recommendation was based on concerns that not all usages of certificates would have strict non-repudiation requirements.  

4.  Allow for two classes of certifications:  SSL authentication and non-repudiable certificates.  There was not consensus within the working group for this recommendation.  

5.  Allow inspection but not documentation of CA assets.

The recommendations as noted above are not the official recommendations of the IRC Security Working Group.  Instead they were captured through conversations at this meeting.  The IRC official recommendations will be available after the IRC IT Committee has considered the recommendations for approval in late September.  After this meeting Mr. Perry will communicate the results to Mitre, the consultants working on the e-MARC policy with NERC.  Mitre will then take into consideration the recommendations, modify the e-MARC accordingly, and make the e-MARC document available for the joint NAESB/NERC meeting in late October.

The group discussed the recommendations.  Mr. Bugh noted they were not unexpected.  Mr. Reopell responded to each of the recommendations.  Regarding recommendation 1, Mr. Reopell stated a prototype could be done using Apache to verify it was compatible.  Regarding recommendation 2, Mr. Reopell said removing the trust anchor would be complicated, because participants would have to locate and download a counterparty’s root CA before they could communicate.  Additionally, he said if a root CA goes bad, all parties would have to remove it from their systems manually because there is no automated removal.  Mr. Perry stated the counterpoint was that lessening the restrictions on the certificate policy would increase competition for certificates.  Mr. Burden noted that was one of the primary objections to e-MARC.  Regarding recommendation 5, Mr. Reopell stated there was never an intention to make private information public.  

During additional discussion, Mr. Bugh clarified that it is difficult to ascertain the number of e-MARC certificates that would be issued.  He estimated that there were 6,000 to 7,000 certificates used in OASIS, and many more for ETAG.  However, since one of the advantages of e-MARC is the reduction in duplication of certificates, it is hard to determine an accurate number.  Additionally, cost considerations were noted.  Mr. Oatts stated that cost needed to be re-examined by function.  

5. Next meeting(s) information and adjournment

The next meeting was scheduled for October 27.  Mr. Burden will coordinate meeting arrangements with NERC and NAESB.  It is anticipated the group can review the IRC IT Committee’s actions on the recommendations.  
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