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Todd Oncken, Deputy Director

RE:
WEQ Information Technology Meeting Final Minutes – April 5, 2004
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April 19, 2004 

NORTH AMERICAN ENERGY STANDARDS BOARD

WEQ INFORMATION TECHNOLOGY SUBCOMMITTEE 

April 5, 2004, 1:00 p.m. – 5:00 p.m. Pacific
Folsom, CA hosted by CAISO
Final Minutes
1. Welcome

Mr. Landrum welcomed meeting participants and thanked Ms. Szot of CAISO for hosting the meetings.  Mr. Oncken gave the antitrust advice.  Participants introduced themselves.
The draft agenda was reviewed and a discussion of future meetings was added.  Mr. Keaton moved, seconded by Mr. Mitreski, to adopt the agenda as written.  The agenda was adopted unanimously.  
The minutes from the February 16-17, 2004 Information Technology Subcommittee (ITS) meeting were reviewed.  Mr. Dison moved, seconded by Mr. Wood, to adopt the minutes as written.  The minutes were adopted unanimously.  
Mr. Landrum reviewed the action items from the February 16-17 meeting.  During the review there was discussion on the status of the TSIN Registry and proposed correspondence with NERC to open communication regarding any future registry changes needed for OASIS II.  It was agreed that communication with NERC (through an informal conference call) would be appropriate so that the ITS could receive an update on the registry redesign and establish a NERC point of contact for registry issues.  Ms. Rehman, Mr. Stone and Mr. Sorenson agreed to act as the ITS registry liaisons.  A report on the conference call will be given at the next meeting.  All other action items have been addressed or are included in the joint meeting agenda.  
2. Report on e-MARC Issues

Mr. Keaton discussed the proposed plan for e-MARC implementation, as assigned at the November 2003 ITS meeting.  Mr. Keaton briefly explained e-MARC and PKI (Public Key Infrastructure) technology, noting that e-MARC was a specific, NERC-proposed implementation of PKI.  He said the theory behind e-MARC was that energy industry participants could have a single PKI identity that would be valid across systems.  It is anticipated that the e-MARC Policy is near completion.  Mr. Keaton suggested that implementation of PKI and e-MARC was a long-term project, since e-MARC is significantly different than the current systems and includes auditing and restrictions of use.  
The ITS discussed general implementation considerations.  One implementation suggestion for was to reference in the S&CP that a common PKI is required, and then develop a separate OASIS security guide.  Ms. McQuade noted that the Department of Defense recently endorsed PKI for its vendors and suggested the ITS research the specification it has approved, and then share any findings with NERC.  It was noted that an overriding goal is to have a common security solution for both OASIS and ETAG.  
Mr. Keaton’s working group prepared two work papers for the meeting:  PKI Implementation Plan for OASIS and PKI Implementation Plan for Electronic Tagging.  Both work papers propose similar solutions.  Mr. Keaton stated the work papers do not represent an implementation plan for e-MARC, but instead provide a framework for moving from today’s technology into e-MARC.  
PKI Implementation Plan for OASIS:  Mr. Keaton reviewed the work paper.  The work paper reflects the position that smaller initiatives, such as establishing minimum SSL and bit standards for encryption, could provide the framework for a future PKI implementation.  Mr. Keaton stated that PKI implementation creates technical and timing challenges.  It was noted that the contemplated security standards would provide a system that, while not as robust as PKI, would increase confidentiality in a cost-effective manner.  After extensive discussion it was determined that standards establishing minimum SSL and bit standards for encryption could be developed pursuant to NAESB Standards Request R03007, which has already been through the NAESB Triage and JIC processes.   

Participants discussed whether implementation of PKI, not necessarily through e-MARC, would serve the OASIS security requirements.  Mr. Singh noted that there are currently many PKI implementations.  Mr. Keaton stated that has been one of the major hurdles for the e-MARC policy.  It was noted that two advantages of e-MARC are that it would be a common system for multiple implementations and NERC would own the policy and could modify it as needed.  Another open issue for the implementation is what information is considered to be sensitive, thus warranting encryption.
Mr. Dison moved, seconded by Ms. Rehman, that the ITS establish a team to develop an SSL X.509 standard for OASIS 1A.  During discussion it was noted that this work would feed into OASIS II development.  It was noted that the motion, as worded, gives the ITS the flexibility to develop an appropriate security standard.  The motion passed unanimously.  
PKI Implementation Plan for Electronic Tagging (ETAG):  Mr. Keaton explained that the current ETAG implementation creates an ID number for each tag that authenticates the transactions, and using PKI in ETAG brings the idea that data transmitted in the tag is guaranteed.  It was suggested that the intent during development of the ETAG specification was to include more security beyond the security key.  

Mr. Stone stated that the implementation for ETAG would be different than for OASIS, because ETAG registration impacts the entire grid, not just the provider-customer relationship.  Mr. Keaton suggested implementation of an SSL X.509 standard would be very efficient because of the current ETAG implementation and the determination of what data the standard should cover is not required.  
It was noted that addressing PKI or e-MARC in ETAG would be challenging, since NAESB would soon have ownership of the business practices through the adoption of the NAESB Coordinate Interchange Business Practices standard and NERC would maintain ownership of the ETAG specification through its TISWEG.  Mr. Dison suggested it would be appropriate for the ITS to propose the development of security standards for ETAG and work with NERC to make any necessary changes to the ETAG technical specification.  Mr. Scott agreed that working with NERC on this project would be essential and noted that changes to the ETAG specification would not need to go through the NERC standards process, since any change would be a modification to a specification, not a standard.  Mr. Scott also stated that NERC is in the development stages of a process to convert the reliability aspects of the current NERC Operating Policies, planning standards and compliance templates to NERC Standards, version 0, by the end of 2004.  Mr. Scott stated this would be a good item for discussion at the April 21 joint NAESB CIBP Task Force, NERC Interchange Subcommittee and NERC Coordinate Interchange Standards Drafting Team meeting.   
The following items were identified as key aspects for this project:  determination of a trusted vendor; and, performance, especially in instances where the same message might have only some information that is encrypted.  Mr. Keaton suggested that even if performance was a factor, the importance of security for ETAG messages was more important.  
Mr. Dison moved, seconded by Ms. Rehman, to amend the previous motion to 1) also incorporate the security standards into the NAESB Coordinate Interchange (CI) standards, and 2) to work with NERC to incorporate those security standards into the functional specifications of E-TAG.  It was determined that action on this motion could also be pursued under NAESB Standards Request R03007.  The motion passed unanimously.  
The following individuals volunteered to participate in the PKI Implementation team:  Mr. Stone, Mr. Sorenson, Mr. Keaton and a representative from Southern Company.  It is anticipated that most work of the group will be done through conference calls.  Further, it is not anticipated that the team will be creating a technical document, but rather rely on external documents such as the e-MARC policy.    
3. New Business

No new business was discussed.  
4. Discussion of Upcoming Meetings
Given the high degree of commonality with ESS issues, it was agreed that the ITS meeting schedule would be suspended in favor of the Joint ITS/ESS meetings and any ITS-specific items would be discussed during the joint meeting.  The ITS did not release any of its pre-scheduled meeting dates.  However, it was decided that the OASIS II Task Force would meet in the place of the ITS meeting during May.  
5. Adjourn
The meeting adjourned at 4:00 p.m. Pacific.
6. Attendance
	Name
	Organization
	Comments

	Dan Baisden
	Southern Company
	In Person

	Richard Bishop
	PacifiCorp
	In Person

	Christopher Burden
	Williams Gas Pipeline
	In Person

	John Calder
	Dominion
	Phone

	Ed Davis
	Entergy
	Phone

	Bert Gumm
	Idaho Power
	In Person

	Jim Hansen
	SCL
	In Person

	Bob Harshbarger
	Puget Sound Energy
	In Person

	Jim Hartwell
	NPCC
	In Person

	Chris Johnson
	AREVA
	In Person

	James Keaton
	SPP
	In Person

	Monroe Landrum
	Southern Company
	In Person

	Rae McQuade
	NAESB
	In Person

	Cheryl Mendrala
	ISO New England
	Phone

	Aleks Mitreski
	Entergy
	In Person

	Todd Oncken
	NAESB
	In Person

	John Putz
	Sungard
	In Person

	Barbara Rehman
	BPA
	In Person

	Jack Savage
	Modesto Irrigation District
	In Person

	Gordon Scott
	NERC
	In Person

	Paul Sorenson
	OATI
	In Person

	Larry Stone
	SoftSmiths
	In Person

	Lisa Szot
	CAISO
	In Person

	James T. Wood
	Southern Company
	In Person
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