NAESB WGOREQ-Electronic Delivery Mechanism Related Standards

CHANGE LOG

Tab 2, Executive Summary

Section/ Areato Change/Comment Suggested Change
Par agraph
Header Replace WGQ with REQ REQ for WGQ
19 Added sentence introducing the concept | Selected sentence off NAESB website
of NAESB, as should be present in all explaining NAESB.
Exec Summaries.
[al] Most, but not all, references to WGQ Replaced most instances of WGQ with
REQ.
[al] Numerous references to Batch FF/EDM Removed references to Batch FF/EDM,
following lead of Tab 6.
19,20 Spelled out al acronyms the first time NAESB, al 4 quadrants, EDM, EDI,
they appeared, as should be the casewith | FTTF
an Exec Summary
19 Statement on “technologies that have The tense was change to ‘being
been determined” developed’ rather than that al changes
have been made and finalized. (Two
instances)
19 Discussion on process Added wording to indicate whose back
end systems
19 Identified who benefits from standards Added Gas and Electric utilities,
changed the word ‘bank’ to ‘financial
institution.
20 | dentify whose transactions we are Changed NAESB WGQ EDM to ‘retail
describing electric transactions'.
20 More precise wording on who will Added ‘international community’.
reguire consensus
20 | dentify testing partners Changed Gas to Electric
21 Concerns about reliability Updated wording to more accurately

describe the current state of affairs with
the Internet
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BUSINESS PROCESS AND PRACTICES

[Editor’'s Notes — to be deleted after review]

Section/ Area to Change/Comment Suggested Change
Paragraph
[al] “Transportation Service Provider” and No action taken. What term will we
“TSP’; these sound like natural gas use in REQ? Once we decide, we will
terms. Regardless, | think it needsto be | need to go through the entire document
changed due to the ambiguity. and replace.
[al] “Natural Gas’ or “Gas’ “Energy”
[all] “GISB” or “Gas Industry Standards “NAESB/GISB”
Board”
[al] “3' party” “third-party”
[all] “shippers’ “parties’
[all] Name of REQ EDM? | used “EDM- Used EDM-REQ to differentiate REQ
REQ” to differentiate from NAESB implementation from WGQ); can easily
WGQ EDM be globally replaced later.
[al] Genera editing Tightened up language using standard
techniques (e.g. “ utilize” becomes
“use”’)
A “Gas Industry” “Electric Industry”, even better
“Energy Industry”
A, paral Language about EBB and FF does not Delete language about EBB and FF
apply
A, paral Need language regarding the reasons for | Added language “Role of EDM-REQ
an EDM for REQ; includes. need for in NAESB
future collaboration w/ WGQ); scope of
initial EDM-REQ);
A, paral Need REQ-specific language for the role | Added language
of the Internet EDM in REQ, including:
large volumes, large transactions;
existing implementations of EDM;
ebXML; AS2; of EDI; of XML
A, paral XML: my understanding is that we need | Included some language; needs to be
to address this in the standard. expanded and made consistent
throughout document
A, para2 Language about EBB and FF does not Delete down to “separated flat files’.
apply
A, para2 “Protect from non-repudiation” isworded | Maybe “with nonrepudiation”
incorrectly
A, para3 L anguage about EBB Delete entire paragraph
A, parad Questions in front can be removed; Deleted
instead simply state value statement.
A, para28 | “Pipdine’ Replaced with “ Energy”
A, para30 | Need language about OpenPGP Language added by Dick B
C, 41 Principles; deleted a bunch of them; No action taken.
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should we renumber?

C,4.1.1,8, | Language about EBB, IPs, and/or FF Deleted relevant language or bullet
11, 13, 16—
35, 38
C,4.2 Definitions; deleted a bunch, adding No action taken
some: should we renumber?
C, 4.2 Should we add a list of REQ entity types | Added some then stopped. Arethese
(LDC, TDSP, EDC, CR, ESP, ESCO, needed?
€tC)
C, 4.2.1-10, | Language about EBB, IPs, and/or FF Deleted relevant language or bullet
12-20
C, 4221 Need language describing Failover Added language
scenario/process
C,4.2.29 We reference ‘trading partner agreement’ | Added language re: trading partner
and should have a definition. Will there | agreement
be an REQ standard?
C, 43 Standards: deleted a bunch; will be No action taken
adding some; should we renumber
C,432 Language about ‘ pipeline’ Deleted language.
C,433 Language about 15-minute window: No action taken
does this apply to REQ and EDI/EDM?
C,434 Data retention requirements Language modified by Dick B
C, 4315 Need Open PGP language Modified to include Open PGP
language
C,4.3.16 Appearsto be related to |P or EBB Deleted
mechanisms
C, 4.3.5-7, | Language about EBB, IPs, and/or FF Deleted relevant language or bullet
9, 17-35,
37-52, 54-
63, 65-69,
72-73, 75-
76, 78-86
C, 4.3.87 Language talks about changing business | Deleted
rules
C, 4.3.88 Need 128-bit language Added by Dick B
D, 7.3.24 Not relevant to REQ Deleted
D, 7.3.35 Not relevant to REQ Deleted
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Location

Details of
Change

Comments

Pargraph 1 & 2

Deleted — dealt with
history of DRN
common codes and
Gas Transaction
Points

Paragraph 3

Modified - EBB
working group 5 to
REQ-TEIS, deleted
reference to FERC
order 563, and
changed GISB to
NAESB while
removing references
to Capacity Release
and Nominations

Paragraph 4

Changed WGQ to
REQ, two places

Paragraph 5

Deleted — deals with
flagging
CommonCode fields
with *.

NAESB WGO
Electronic Data
Interchange
Trading
Partner
Agreement

Deleted entire section
— see comments.

| doubt we want to use the WGQ EDI TPA as it
stands but we do need a standard document for
exchange of technical information. Possibly the
Texas model would work, just a thought.

Here is the URL for the document discussed in
the original paragraph.

http://www.naesb.org/protected/tpa980820.doc

Party section

Deleted most of this
because it deals with
W. G. entities only.

Made a feable attempt at describing Retail Electric
Party or Entitiy roles. | am not a word smith so feel
free to add/delete/re-write. | think it would be helpful
to have a section defining all the entities involved.

ANSI ASC X12
Standards

changed WGQ to
REQ

ISA contents
paragraph 2

changed WGQ to
REQ & deleted last
sentence.

Last sentence can be added back once we decide
what to do about a standard document to trade
technical information.

ISA contents
paragraph 4

changed WGQ to
REQ

GS Contents

change WGQ to REQ
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997 Usage change WGQ to REQ
Hypertext change WGQ to REQ
Transfer
Protocol
(HTTP)
HTTP Deleted entire table | feel the tranasction set table needs to be a State by
Trnasaction- since it is Gas State list, should we just put a reference to each
set Codes transaction names state’s _documentation or a note of future reference

only.

once the standard documents are ldentified.
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CHANGE LOG
Tab 6
Section/ Areato Change/Comment Suggested Change
Par agraph
[al] Numerous references to WGQ. Replaced WGQ with REQ
[all] Numerous references to Batch FF/EDM Removed references to Batch FF/EDM
Page 51/pl | Extraneous “to” Removed
Page 52 Description of input-format dataelement | Removed reference to FF, added XML
incorrect for REQ use
Page 52 time-c data element lacks time-zone Added time-zone indicator
indicator
Page 53 Transaction set data element requires Changed transaction-set to 16 character
enhancement to remove gas industry free form text field
specific references
Page 58 Incorrect description of transaction set Provided new description for
for REQ purposes transaction set
Page 65 References to Central time zone Removed restriction to use Central time
Page 65 References to gas nominations Removed references to gas
nominations
Page 66 Timestamp time-c references lack Added identifier for time zone
timezone indicator
Page 66 Text incorrectly indicatesthat SSL or S | Removed references to SSL being
HHTP are optional optional and all referencesto SSHTTP
Page 66 Text specific to pipelines and gas Replaced with more generic text
industry
Page 69 References to WGQ standard 4.3.12 Removed references
Page 69 Text specific to gas industry regarding Replaced with more generic text
capacity release
Page 70 References to Centra Time zone Removed
Page 70 References to nomination deadline Removed
Page 71 time-c data element has no time zone Added time zone indicator and
indicator provided description of its use
Numerous | examples of gishb-acknowledgement- Updated all examples of time-c to
Examples | receipt containing time-c missing time include time zone indicator

zone indicator
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CHANGE LOG
Appendix
Section/ Areato Change/Comment Suggested Change
Par agraph
[all] References to WGQ Replaced with REQ
Page 104 “natura gas industry” reference under Replaced “natural gas industry” with
definition of NAESB “energy industry”
Page 104 Missing reference to PGP Corporation Added reference to PGP Corporation
Page 108- | Appendix C and D not applicable to REQ | Removed pages 108-112
112 at thistime
Page 113 Reference to WGQ Customer Activities | Removed reference.

Web Site
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CHANGE LOG

Tab 2, Executive Summary

Section/ Areato Change/Comment Suggested Change
Par agraph
Header Replace WGQ with REQ REQ for WGQ
19 Added sentence introducing the concept | Selected sentence off NAESB website
of NAESB, as should be present in all explaining NAESB.
Exec Summaries.
[al] Most, but not all, references to WGQ Replaced most instances of WGQ with
REQ.
[al] Numerous references to Batch FF/EDM Removed references to Batch FF/EDM,
following lead of Tab 6.
19,20 Spelled out all acronyms the first time NAESB, al 4 quadrants, EDM, EDI,
they appeared, as should be the casewith | FTTF
an Exec Summary
19 Statement on “technologies that have The tense was change to ‘being
been determined” developed’ rather than that al changes
have been made and finalized. (Two
instances)
19 Discussion on process Added wording to indicate whose back
end systems
19 Identified who benefits from standards Added Gas and Electric utilities,
changed the word ‘bank’ to *financial
institution.
20 |dentify whose transactions we are Changed NAESB WGQ EDM to ‘retall
describing electric transactions'.
20 More precise wording on who will Added ‘international community’.
reguire consensus
20 | dentify testing partners Changed Gas to Electric
21 Concerns about reliability Updated wording to more accurately

describe the current state of affairs with
the Internet
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EXECUTIVE SUMMARY

The North American Energy Standards Board (NAESB) serves as an industry forum for
the development and promotion of standards which will lead to a seamless marketplace
for wholesale and retail natural gas and electricity as recognized by its customers,
business community, participants, and requlatory entities. NAESBFhe-Norh-American
Energy—Standards—Beard _is divided into four major quadrants for the purposes of
standards development: Wholesale Gas Quadrant (WGQ), Wholesale Electric Quadrant
(WEQ), Retail Gas Quadrant (REQ), and Retail Electric Quadrant (REQ). This document
identifies the standards developed by the Whele-Gas Retail Electric Quadrant {NAESB
WGO)-has-developed-standardsspecifically for accomplishing electronic commerce over
the Internet using ANSI ASC X12_ Electronic Data Interchange/Electronic Delivery
Mechanism (EDI/EDM flat—files{(FF/EDBM), —and Customer Activities Web site
presentations__including Electronic Bulletin Board/Electronic Delivery Mechanism
(EBB/EDM). Technologies necessary for all Internet Electronic Delivery Mechanisms
(EDM) to rapidly, reliably and safely move data across the Internet are beinghave-been
determined. For EDI and flat files, once received from a trading partner via the Internet,
the data is decrypted and moved through a translator or other appropriate processor for
NAESB WGREQ standard file formats and forwarded to each trading partner’'s a-back-
end processing application. However, file format translation and back-end processing
are outside the Internet EDM scope. For NAESB WGREQ Customer Activities and
Informational Posting Web sites, requirements for data presentation, navigation and
session security are beinghave-been determined.

This document is a high-level guide to implementing various technologies necessary to
communicate transactions using the standard protocols. As such, this guide is not
intended to be a comprehensive, in-depth manual. Wherever possible, this guide points
to more in-depth material. The Reference section provides locations on the Internet to
obtain more information as well as books and periodicals that have been recommended.

Open Standards

There are several major topic areas related to Internet Electronic Delivery Mechanism
covered in this manual. When looking to implement Internet EDM, one should become
familiar with the following components of the implementation:

Communications Protocols

Sending of Transactions

Receipt of Transactions

Security

HTTP Transport for Secure EDI (a.k.a. IETF EDIINT AS2)

The “open” standard technologies selected by NAESB W-GREQ to address these areas
are designed to provide flexibility and scalability. There are business benefits gained
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from adherence to "HTTP Transport for Secure EDI" such as:

Allows potential to more readily, electronically trade with others (e.g., gas and
electriceleetrie utilities, financial institutionsbanks, suppliers, retail customers)

Makes it more likely that packages can be purchased to replace custom written
applicationss currently in place to support retail electric transactions.NAESB

WGQ EDM

Strengthens the surety of receipt and error notification

HTTP Transport for Secure EDI (AS2) is an emerging standard, largely based on the

| original NAESB Wholesale Gas QuadrantWGQ EDM, that is being developed by the
Internet Engineering Task Force, the Internet standards body. Adherence with a formal,
international Internet standard, such as AS2 ensures that the specification will not
change without due process and any changes that do occur will be the result of a broad

| consensus _in the international community. Individual companies and entire industries are
free to use as much or as little of AS2 as they see fit, providing the maximum flexibility to
meet business needs. The specific implementation of the standards is dependent upon
what fits the trading partner's needs and available resources. A brief delineation of
these components is covered at a high level in the Business Process and Practices
(Major functions of Internet EDM covered by the Standards) section and in more detail in
later sections.

Same Application Implementation For All Trading Partners

The basic assumption in designing and implementing the Internet EDM application is
that it is not platform-specific. What is meant by this is that an organization’s Internet
EDM application serves the role of communicating with all trading partners in the
‘ electricgas industry no matter what hardware, operating system and programming
languages they use at their site. For this reason, testing with other trading partners with
| a variety of platforms is very important in ensuring that eachyeur EDM application is
compatible with a range of platforms used by various trading partners.

| Testing With Electric Gas Industry Internet EDM Participants

To provide a way for parties interested in Internet EDM testing to initiate testing
relationships, the NAESB home page will have a list of organizations willing to act as
testing partners and their respective test coordinator. (Is this true for REQ?) The Future
Technology Task Force (FTTF) meets on an intermittent basis be scheduled
teleconference or in-person meetings to discuss issues, problems, further refinement of
the standards. These discussions will provide a means to benchmark results and provide
feedback to each other on possible enhancements to the participants’ implementations.
The FTTF realized that the technology being implemented is relatively new and all
organizations can benefit from the sharing of research and technical information and the
resolution of gas business issues integrated with the new technologies.

Importance of the Trading Partner Agreement When Using EDM

The expectations of who will perform what function and how it will be accomplished in
Internet EDM should, at some level, be laid out in the trading partner agreement. This
clarification in the agreement would help to expedite a smoother communication
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between the trading partners when first setting up their Internet EDM relationship. The
newness of the Internet EDM standards and the various implementations of the
applications between trading partners bring to the forefront a quandary of issues related
to establishing the business rules associated with these standards. The specifications in
the trading partner agreement should be tested before production implementation to
formulate a solution to any problems revealed during testing well before reliance on the
implementation.

Concerns About Future Reliability of the Public Internet

The Internet has proven it's viability as a business communication method in _many
different industries, but constantCertirted monitoring of the Internet's viability as a
communications medium#a frastructdre will_continue to take place. Increased traffic
and potential lack of sufficient transmission capacity on the Internet is difficult to predict
and quantify at this time. Concerns may be resolved by new Internet service providers
and new communications technologies to compensate for the rapid growth of the
Internet.

Further Information

Please see the NAESB home page at http://www.naesb.org/ for additional useful
information on the implementation of Internet EDM.
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BUSINESS PROCESS AND PRACTICES

[Editor’s Notes — to be deleted after review]

Section/ Areato Change/Comment Suggested Change
Paragraph
[al] “Transportation Service Provider” and No action taken. What term will we
“TSP’; these sound like natural gas use in REQ? Once we decide, we will
terms. Regardless, | think it needsto be | need to go through the entire document
changed due to the ambiguity. and replace.
[al] “Natural Gas’ or “Gas’ “Energy”
[al] “GISB” or “Gas Industry Standards “NAESB/GISB”
Board”
[al] “3 party” “third- party”
[al] “shippers’ “parties’
[al] Name of REQ EDM? | used “ EDM- Used EDM-REQ to differentiate REQ
REQ’ to differentiate from NAESB implementation from WGQ; can easily
WGQ EDM be globally replaced |ater.
[all General editing Tightened up language using standard
techniques (e.q. “utilize’” becomes
“use’)
A “Gas Industry” “Electric Industry”, even better
“Energy Industry”
A, paral L anguage about EBB and FF does not Delete language about EBB and FF
apply
A, paral Need language regarding the reasons for | Added language “Role of EDM-REQ
an EDM for REQ:; includes. need for in NAESB
future collaboration w/ WGQ; scope of
initial EDM-REQ;
A, paral Need REQ-specific language for the role | Added language
of the Internet EDM in REQ, including:
large volumes, large transactions;
existing implementations of EDM;
ebXML; AS2; of EDI; of XML
A, paal XML: my understanding is that we need | Included some language; needs to be
to address this in the standard. expanded and made consistent
throughout document
A, para?2 L anguage about EBB and FF does not Delete down to “separated flat files’.
apply
A, para?2 “Protect from nontrepudiation” is worded | Maybe “with nonrepudiation”
incorrectly
A, para3 L anguage about EBB Delete entire paragraph
A, para4 Questions in front can be removed:; Deleted
instead simply state value statement.
A, para28 | “Pipeline” Replaced with “Energy”
A, para30 | Need language about OpenPGP L anguage added by Dick B
C, 41 Principles; deleted a bunch of them; No action taken.
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should we renumber?

C,4.1.1, 8, | Language about EBB, IPs, and/or FF Deleted relevant language or bullet
11, 13, 16—
35,38
C,4.2 Definitions; deleted a bunch, adding No action taken
some:_should we renumber?
C,4.2 Should we add alist of REQ entity types | Added some then stopped. Arethese
(LDC, TDSP, EDC, CR, ESP, ESCO, needed?
€tc)
C,4.2.1-10, | Language about EBB, |Ps, and/or FF Deleted relevant language or bullet
12-20
C,4.2.21 Need language describing Failover Added lanquage
scenario/process
C,4.2.29 We reference ‘trading partner agreement’ | Added language re: trading partner
and should have adefinition. Will there | agreement
be an REQ standard?
C,4.3 Standards. deleted a bunch; will be No action taken
adding some; should we renumber
C,432 L anguage about ‘ pipeline’ Deleted language.
C,4.33 L anguage about 15-minute window: No action taken
does this apply to REQ and EDI/EDM?
C,434 Data retention requirements L anguage modified by Dick B
C,4.3.15 Need Open PGP language Modified to include Open PGP
lanquage
C,4.3.16 Appearsto berelated to IP or EBB Deleted
mechanisms
C,4.3.5-7, | Language about EBB, |Ps, and/or FF Deleted relevant language or bullet
9,17-35
37-52, 54-
63, 65-69
72-73, 75
76, 78-86
C,4.3.87 L anguage talks about changing business | Deleted
rules
C,4.3.88 Need 128-bit language Added by Dick B
D, 7.3.24 Not relevant to REQ Deleted
D, 7.3.35 Not relevant to REQ Deleted

13

June-30,-2001February 1, 2003




| NAESB WGOREQ-Electronic Delivery Mechanism Related Standards

A. Overview

Role of REQ Internet EDM in NAESBWhere lnternet EDM-Fitsin-Gas
Industry Commerce

[The Retail Electric Quadrant (REQ) of NAESB commissioned the development of
an Electronic Delivery Mechanism (EDM-REQ) that addressed the specific needs
and requirements of the REQ.

In 2002 the existing GISB EDM was modified to reflect the change to NAESB
and the creation of the Wholesale Gas Quadrant (WGQ) roots. Most of the
changes that went into the new NAESB WGQ EDM (EDM-REQ) were cosmetic.
Yet these changes underscored the ownership of this standard by the WGQ, and
the lack of ownership by the REQ.

The REQ believes that NAESB should have one EDM, collaboratively
established by the four quadrants. 2002-03 REQ and NAESB goals and
timelines do not allow the time required to collaborate with the WGQ and other
NAESB quadrants on a NAESB-wide EDM. The REQ EDM initiative is focused
on action under the control of REQ: establishing an Internet EDM standard for
use by the REQ. The current plan is to collaborate with the other quadrants
towards a common NAESB EDM later in 2003. Leaders of the EDMREQ
initiative are intimate and engaged with the EDM-WGQ efforts and are optimistic
that in the future there will be a single NAESB EDM standard.

There are many areas of overlap in the EDM-REQ and EDMWGQ. These areas
should be consolidated into a single section of the future NAESB-wide EDM,
eliminating unnecessary repetition and potential conflicts. For example, some
narrative later in this section describing how solutions can be deployed applies
generically to any NAESB EDM solution.

The EDM-REQ extends the base EDM-WGQ to establish a standard for future
REQ implementations. REQ has established this EDM-REQ standard now to
meet REQ annual plan timelines. It is the intention of the REQ to collaborate in
the future with other NAESB gquadrants towards the goal of a common NAESB-
wide EDM standard.

The initial scope of the EDMREQ is focused on the EDI/EDM and XML/EDM
components necessary to facilitate continent-wide REQ e-business. FF/EDM,
IP/EDM and EBB/EDM were intentionally removed from the EDM-REQ with the
intention of addressing these requirements at a later date.

TFhe EBMRole of Internet EDM in the REQ

REQ electronic commerce requires the exchange of large volumes of
transactions and transaction data. The EDMREQ enables REQ parties to
securely and reliably exchange these transactions over the Internet. These
transactions include:
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is—to—address—electronic—commerce—over—the—Internet—using—Customer

Acthdtlec el sl srocopiadone (EESIEDM (ol floc (ER/EDMY cpcd ANS
ASC X12 (EDI/EDM) transactions used in DE, MA, MD, NJ, NY, PA, TX,

VA,
XML transactions used in Ontario.

Retail electric marketplaces including DE, MD, NJ, NY, PA, and TX have used
the EDMW GQ with some extensions to support retail e-business since 1999. In
2002, the Ontario marketplace implemented the ebXML Messaging EDM
standard. The MA marketplace currently has the EDIINT AS2 EDM standard
slated for 2003 implementation. All of these implementations share common
architectural technologies thanks to involvement from NAESB technical
architects.

The successful deployment of future REQ marketplaces requires an Internet
EDM standard. Deploying and maintaining multiple standards is not cost-
effective for regional and national REQ parties.

separated—ﬂat—ﬁles—ln—Versmn 105 of the EDI\/I-REQ standard mcorporates aII
technical specifications of the NAESB/GISB WGQ EDM Version 1.6, including:

EDI/EDM compliance with method of the broader "HTTP Transport for
Secure EDI" standard being developed by the Internet Engineering Task
force (IETF).

Mutually-agreeable business practices to protect the sender of a document
with non-repudiation and with digitally-signed Error Notifications.
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why—use—EDl-standard—data—formats{fortransactions—at—all2—With EDI, data
already existing in your own computer applications can be used to build
neminations—and-other—energy gas—industry transactions. Information from a

trading partner serviceprovidersuch-as-scheduling—allocation-nveieirg—can be

mapped to a common format. This common format eliminatesthe-need-for-the
following-reduces as-these-additional-stepsleaveroomfor—errors, unnecessary

intervention and complications in processing by eliminating or reducing:

The transfer of data from a paper document to an application format input
file at each trading partner site;

The H#-electronicfilesare-used—mapping between various application data
formats for each and every trading partner.

JA company that relies on computerized systems to conduct business and
exchanges transactions with several trading partners can communicate those
transactions more efficiently with EDI standard data formats and with Internet
EDM as the communications mechanism. EDI employs standard data formats
for all trading partners.

Using the Internet for communications, By—using-the—publictrterret-a trading
party needs to support only fertransmissien,—a single connection to its trading

partners. This can eliminate is+required—eliminating—the complexity of different
connection methods for different trading partners.

Exchanging transactions over a —EbB-using—a-Value-Added Network (VAN) has
the following disadvantages:

VAN’s have {/alde-added-Network)-can-proven rapidly-become-expensive

in REQ marketplaces where large volumes of transactions (e.g. residential

customer usage) and large transactions (e.g. interval usage) are
commonplace.

Ha-sighificant-velume—of-data—is—exchanged—VAN’S may impose charges

based on number of transactions or number of characters sent, whereas,
the public-Internet does not impose transactions charges.
—n—a—VAN envirepment—transmission of transactions sent to trading
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partners who use a different VAN may be considerably delayed because of
data transfer schedules between the VAN's. The Internet EDM solution
eliminates this delay because the transaction is sent directly to the trading
partner’s designated receipt site.

Most VAN'’s do not support XML-formatted transactions.

Roles in Electronic Commerce

Jin all electronic commerce, one party initiates, or sends, a transaction and the
other party receives the transfer. In the Internet environment, the sender is
referred to as the client and the receiver is referred to as the server. You should
expect to act in both the client role and the server role during the electronic
commerce process. Once a transaction set is successfully received for
processing, the original receiving party switches to the client role to send a
confirmation transaction back to the original sender's server. Therefore, it is
essential that both the sending and receiving aspects of electronic commerce are
addressed in your implementation.

[The standards adopted for Internet EDM, as with all NAESB/GISB standards,
should be adhered to by the trading parties as minimum standards. A trading
party may offer additional functions or features as options but should not require
their use. Such additional features or functions are termed “mutually agreed to”
in that if both trading partners agree on the inclusion, the additional feature
requirements will be met. However, if either trading party does not agree to the
inclusion of additional features, then the partners must allow for transmission and
receipt of data using the minimum standards.

[The Trading Partner Agreement is a key reference in electronic commerce. It will
define the “designated site” for each partner (see the Business Practices
Subcommittee documentation), values used for variable parameters, and
optional features that will be used by the partners.

Assess Your Capabilities

linternet EDM can be constructed and deployed with internal resources, with
consulting/development help from a third-party, or as an outsourced solution with

a third- Qarty Ihe#e—a#e—nmny—wesﬂens%ha{—madeps—ef—ﬂ%s—na#am%—may—wan{

Hewever—tThe best solutlon for each a—pameelar—orgamzatlon must be
determined based on the assessment of specific needs and the resources
available to that organization.

I----.

m%emal—rese&rees—@wen%heex&teneeeﬁm house Internet systems expertlse it
is sheuld-be-possible to implement Internet EDM the-technelegiesin-this—guide
with little_to no —#—-any—assistance. On—the—sther—Other hand,—smaller
organizations may view COTS Internet EDM or Internet EDM outsourcing as the
most strategic use of their time and money.want-to—use-this—guideto—identify
sendeoctandneytall ooy o e oau .

17 Juhe-362001February 1, 2003



NAESB WGOREQ-Electronic Delivery Mechanism Related Standards

Where possible, As-much-as-poessiblethe-NAESB Internet EDM has adopted

technologles chesen-that can be acquwed fer—mest—ef—the—pregr&rm—needed—te

cost Sample code is prowded Where readllv avallable commermal quality

products that-can—justbe—plugged—in~—do not exist—sample—code-hasbeen
identified. This sample code is not supported but rather has-the-drawback—-of

being-unsupperted—Itis intended for companies that have technical expertlse but
need }ust—some starter code from WhICh to burld thelr own versions

In-house Implementation

[This document is extremely pertinent f you are-cheesing-choose to implement
most or all of the required functionality with internal resourcesty-this-decumentis
particularhpertinent. The pilot test report posted on NAESB/GISB’s home page
captures “lessons learned” from those companies that participated in the pilot
project.

[The pilot test }-was—demonstrated threughout—the—pilot—test-that electronic
commerce using the Internet can work. However, i-is-strongly-encouraged-that

all parties are strongly encouraged to fully investigate the ramifications of
introducing electronic commerce using the Internet. This includes ensuring that
all customer data, internal data, and applications are secure from intruders or
other parties not authorized for access.

[Participation in electronic commerce over the Internet will involve hardware,
software, and technical expertise. Hardware requirements may include a server
to receive incoming EDI files, a firewall processor to block intruder access.
Software will include operating software for the servers, including the firewall,
programming languages which support Internet technologies, and
encryption/decryption software to provide security during the transfer. Technical
expertise may be involved in the development and maintenance of server
applications to process incoming files as well as applications to initiate
communication with the server of your trading partner.

[The NAESB/GISB home page contains the text of the pilot test report and
reference materials that parties may utilizeuse in evaluating and choosing
hardware and software.

Using a Third-Party

JAs with any technology solution, a company must choose between building in-
house, buying off-the-shelf software, or outsourcing, and any combination of the

above —horepremmeny cuoshons ot cosdepe of the macrabon pasar e nt
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| Hewever—The best solution for a particular organization must be determined
based on the assessment of specific needs and the resources available to that
organization.

Third-party providers will-offer a variety of services from a full
“turn key” solution to assistance only where you require it. Such assistance
might include programming, system configuration and system administration as
well as private communication links.

EDM-REQ Network Connections

[Trading partners should maintain redundant connections to the public Internet for
EDM-REQ sites. These redundant connections should be topographically
diverse paths to minimize the probability of a single point of failure. Three
possible approaches to redundant connections are:

1) Maintain multiple ISPs and multiple points of connectivity, each of
which was identified by the same URL making the process of redundancy
transparent to the sender.

2) Maintain different Internet connectivity URLs (presumably on
topographically different ISPs). For this to result in communication
redundancy, the sender should know of the existence of the secondary
URL and have programming in place that will automatically switch batch-
browser transmissions to the secondary URL when the primary URL is
unavailable.

3) Maintain multiple connections to the same ISP. This involves only one
URL but the presumption would be that the ISP would provide alternate
diverse paths for the URL.

JReceivers may maintain multiple URLs and, if such have been disclosed, the
sender should attempt to use these during primary URL outages. The redundant
public Internet connections can be through a single ISP or multiple ISPs. If

multiple URLs are provided for EDMREQ access, the following conditions
should be met:

The information provided by each URL should be exactly the same,
although trans-ids can be different.

The trading partners should be informed of both URLs and their
availability by system wide notice or by Trading Partner Agreement.

The URLSs should be identified as primary and secondary if either:

There is a TSP connection speed difference between the URLs (The
faster connection listed as primary)

or
One URL is only available when the other is down (primary URL being the
most available)
The URLs should be listed as primary and alternate if:
: The URLs have the same TSP connection speed
and

The URLs are customarily available simultaneously
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Note: A URL is considered available (in the context of communication
redundancy) if all the IP facilities are properly functioning up to and including the
HTTP service. This would include any TSP provided facilities including firewalls,

DNS servers, routers, hubs, LANSs, etc. that are between the TSP's HTTP server
and the ISP's point of presence.

INote: In this context redundancy refers to normal operations redundancy (as
opposed to disaster recovery contingencies).

|Private network connections to access EDM-REQ sites may be at any point on
the TSP’s firewall boundary at the TSP’s discretion on a nondiscriminatory basis.
The specific type and speed of their connection should be mutually agreed. It is
at the discretion of the TSP on how multiple private network connections should
be managed. TSPs are not responsible for any additional security exposures
when using private network connections.

TCP Communications

INAESB/GISB Principle 4.1.37 and NAESB/GISB Standard 4.3.70 restrict the
TCP ports used as a standard for EDM-REQ communications. The use of
NAESB/GISB standard ports may require modifications in the client-side firewall
to allow for communications with the various service providers’ EDM-REQ*
implementations. Upon request, the TSP should indicate to their trading partners
which specific TCP ports they will require to be opened to conduct electronic

communication.Allewable FCP-Pors-{nrot- UDPRports)

SSE443

ICA® 1494
RMiJava®-)-1099-1100

[These guidelines will be reviewed and updated by the Future Technology Task
Force, at a minimum, by the spring of each year and presented to the

ICA® is a registered trademark of Citrix Systems Inc.

JAVA® is a registered trademark of Sun Microsystems, Inc.
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NAESB/GISB Executive Committee for adoption by the June meeting of that
group.

*All NAESB/GISB standard Internet communications.

Major functions of ternret-EDM-REQ covered by the-NAESB/GISB

StandardsMajorfunctions—of the Internet EDM Model covered-by-
the Standards

Communication Protocols

JHTTP is the standard protocol and Post is the standard method by which
transactions will be transmitted over the public Internet. The content type used to
package the X12 or NAESB/GISB standard format file and its related parameters
for the HTTP request is multi part. This provides more flexibility in the coding of
the messaging components in the application because of the way it handles the
delimiting of data parts passed in the body of the form as the “package’-is

sppiendbeenllodp e nnslony el

Sending Transactions (Client)

lit is possible to send transactions using widely available interactive web
browsers. This may be appropriate for shippers—parties who do not have a
significant number of transactions to send each day.

lit was determined that in order to provide the level of automation required by
some organizations such as a large pipeline—energy company to handle the
volume of transactions and the level of interface needed for possibly many back-
end process applications, a fully automated batch browser is a required
component of the application. In this form, the batch browser can be an event-
driven mechanism used to push the transaction from the sender’s previous
processes (the back-end application, the translation, and the security process)
across the Internet to the trading partner’'s server site where receipt of the
transaction is acknowledged. The automated batch browser would also better
serve the logging function of transactions being sent.

Receipt of Transactions (Server)

[The receipt of transactions in the multi part HTTP Post request would require
some form of Common Gateway Interface (CGI) program in order to send back a
response that would notify the batch browser that it has received the transaction
and whether the file in its unprocessed form and its parameters were accepted
as sent or rejected. This component of the application would be able to parse
out the parameters and related file and determine if the appropriate parameters
had been transmitted with the file, log the appropriate statistics including a time
stamp about the file and parameters, store the file and send the response back to
the batch browser with the time stamp and other required response elements. |If
the transacting parties mutually agree to use signed receipts, then the application
would additionally attach a digital signature to the response. After the
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appropriate processes have taken place in the CGI, the file would then be
forwarded to the security process, any translation necessary, and finally the
back-end processor.

Security

[Though many decisions as to overall security measures are left to each trading
partner and their environment, several security measures were established as
standards to ensure a minimum level of confidence in conducting business over
the Internet and to provide some uniformity in the implementation of security.

Four primary security aspects were considered as vital in providing the level of
protection of transactions needed for energy industry commerce:

data privacy
data integrity
authentication
non-repudiation

The FTTF found that these concerns are addressed by the use of encryption and
digital signature capability of the Pretty Good Privacy (PGP) security application.
Any process used for encryption and decryption compatible with PGP 2.6 (using
keys generated with the RSA algorithm) meets the minimum standard to be
applied to files transmitted over the Internet.

Additionally, the OpenPGP standard, defined by IETF RFC 2440, is a supported
alternative to PGP 2.6. Implementers of the PGP product should consider
upgrading to PGP version 6.5 for compatibility with the OpenPGP standard and
all previous versions of PGP. To prevent unwanted intruders from connecting to
the Web sites, basic authentication is the required standard. Additional issues
such as firewall security are discussed in the standards, but are considered
implementation issues to be addressed by each organization.
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B. General Standards

Principles:

0.1.1  An entity is a person or organization with sufficient legal standing to enter into a
contract or arrangement with another such person or organization (as such
legal standing may be determined by those parties) for the purpose of
conducting and/or coordinating ratural-gas-energy transactions.

0.1.2 For NAESB/GISB purposes, there should be a unique entity common code for
each entity name and there should be a unique entity name for each entity
common code.

Standard:

0.3.1 Entity common codes should be “legal entities”, that is, Ultimate Location,
Headquarters Location, and/or Single Location (in Dun & Bradstreet
Corporation (“D&B”) terms). However, in the following situations, a Branch
Location (in D&B terms) can also be an entity common code.

1. when contracting party provides a D-U-N-S® Number at the Branch
Location level;
or

2. to accommodate accounting for an entity that is identified at the Branch
Location level.
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C. Electronic Delivery Mechanism Related Standards
Principles:
41.1

2| Pipeline EBB |- 1 Customer
1
Customer System 1
3

Third Party

Standardized Data
Sy=stem

Exchanged via Mailbox Concepts 4
Pipeline Designated Site

4.1.2 The EDM-REQ does not pick winners, rather it should create an environment
where the marketplace can dictate a winner or winners.

4.1.3 The solutions should be cost effective, simple and economical.

414  The solutions should provide for a seamless marketplace for ratural
gasenergy.

4.15 [Deleted]

4.1.6 Data providers (transportation service providers) should interface with third
partythird-party vendors according to NAESB/GISB standards.

4.1.7 Electronic communications between parties to the transaction should be done
on a nondiscriminatory basis, whether through an agent or directly with any
party to the transaction.

4.1.8 [Deleted]
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4.19 Service providers should post clear and precise business processing rules at
the designated site, or in writing, upon request.

4.1.10 There should be at least one standard (computer-to-computer exchange of
transactional data) for data exchange format.

41.11

4.1.12 Protocols and tools that parties elect to support should be
“Internet-compatible”.

4.1.13

4.1.14 The industry should use standard policies and guidelines for testing new data
sets. These guidelines are currently being developed using the NAESB/GISB
guideline adoption procedures (GAP).

4.1.15 Fhe-NAESB/GISB should not set standards for site-level security. Individual
organization security standards should be relied upon.

4116 I|rfcnmationalPosiings\Web Shesshould-basasyio-locate[Deleted]

4.1.17 nformation—wi
lecate-[Deleted

4.1.18

displayed-[Deleted]

4.1.19 Wformation—aero
download:[Deleted]

4.1.20 Display-spaceforcontentonWeb-sitesshould-be-maximized:-[Deleted]
4121 Sr—thebehsics—theooeioorelling—coposiolhJolito—rchichevld b

minimized:[Deleted]

4122 Web-site el var /eis y
developed-[Deleted]

4.1.23
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4.1.25

4.1.26

4.1.27

4.1.28

4.1.29

4.1.30

4131

4.1.32

4.1.33 When standardized, all elements used in standard EBB/EDM—-EDI/EDM and
FFEDM-should be defined in the related NAESB/GISB x.4.z standard.

4.1.34

ee#espend%e%he—GiSB—da{a—seMBed—fePGJSB—ED#EDMﬂDeletedl
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4.1.35

EDI#EDM—&%e—eHhe—Gus%eme#AetMﬂes—Web—sﬁe— DeIeted[

4.1.36 Trading partners should maintain redundant connections to the public Internet
for EDM-REQ Web sites, which include all NAESB/GISB standardized Internet
communication. These redundant connections should be topographically
diverse (duality of) paths to minimize the probability of a single port of failure.

4.1.37 Franspertation-ServiceProvider—EDM implementations should minimize the

number of outbound ports required to be opened on the client-side firewall.

4.1.39 Trading Partners should mutually select and utilizeuse a version of the EDM-
REQ standards under which to operate, unless specified otherwise by
government agencies. Trading Partners should also mutually agree to adopt
later versions of the EDM-REQ standards, as needed, again unless specified
otherwise by government agencies.

Definitions

42.1 |Deleted |!Ln#epmanenal—Pesnngs—|s—the—tepm—tha{—+éemmes—eemmen

4.2.2

4.2.3

424

4.2.5

4.2.6

4.2.7
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4.2.8
429
thaLa#ews—ﬂmHkanee&s-aeeess%#rump%Fy—WebsmeﬁDeletem
4210 * Btbes—
Gemgets—and—e&hepbusmess#unenaqs—en—mdas#yANebateﬂDeleted

4.2.11 “NAESB/GISB EDI/EDM” is the term used to describe ANSI ASC X12
computer-to-computer electronic data interchange of information in files as
mapped from the x.4.z NAESB/GISB standards in the NAESB/GISB
Implementation Guides and communicated between trading partners over the
Internet using the EDM-REQ.

4212 “

4.2.13

4.2.14

4.2.15

4.2.16

4.2.17
Femq)—epattemaway—a—smg#e—page-h;ked—te—ﬂ%m|Delete |

4218 - o
avtomated-computar-to-computertransieroi-latiiles[Deleted)]

4219 - i He” i
tepstorobtarfles nobroap-mtoracipo broweor [Neletec
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4.2.20 Testing data sets between trading partners includes testing of:
1. intended business results,
2.  proposed electronic delivery mechanisms, and

| 3. related EDI/EDM.-and-where-supperted-F-EBDM-implementationissues.

Testing should include enveloping, security, data validity, and standards
compliance (e.g. ANSI X12 and NAESB/GISB EDM Related Standards).

1.2.21 “Failover” defines a scenario a prescribed process is executed when a
NAESB/GISB client fails to establish a connection to the target NAESB/GISB
server.

1.2.22  “EDM-REQ” is the version of the NAESB/GISB EDM that has been tailored to the
specific needs of the Retail Electric Quadrant, and based on the NAESB/GISB
WGQ EDM. The REQ expects that this version will one day be merged back into
a NAESB-wide EDM.

1.2.23  “Trading Partner” is a party that enters into an agreement with another party to
transact business electronically using the EDM-REQ standard.

1.2.24 “TDSP” — Transmission and Distribution Service Provider. Texas ERCOT term
for a Utility; generally analogous to LDC, EDC.

4.2.25 “LDC” — Local Distribution Company

Do we want to include some of the names of entities in the REQ, such as those above?]

1.2.26  “Originating party” is any party originating/creating the document reflecting the
transaction to be submitted. This could also include a third-party.

4.2.27  “Third-Party” is any organization that a trading party uses to provide services to
comply with the required elements of the EDM-REQ.

1.2.28  “Receiving Party” is any party that hosts (either in-house or outsourced) an EDM-
REQ compliant server capable of receiving EDMREQ transaction files.

1.2.29  “Trading Partner Agreement” is a legal agreement between trading parties. This
agreement often dictates service level agreements and problem remediation
processes. [Will there be an REQ TPA standard?]

Standards

43.1 By 4/1/97, all parties ®nding and receiving data should accept a TCP/IP
connection. At a minimum, sending and receiving parties should designate an
Internet address as a designated site for the receipt and delivery of
NAESB/GISB standardized data sets subject to the successful completion of
pilot testing by 1/1/97 to ensure that security, performance (within
NAESB/GISB standard data transmission time), and reliability are acceptable.
The NAESB/GISB data file format should be wutiizeused. The Future
Technology Task Force should determine the direction of outstanding issues
such as security, archiving, receipt notification, etc., by 7/1/96.
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432 On time stamping, data leaves control of the originator by the same time
(deadline), regardless of mechanism (third-3“—party service provider time
stamp is acceptable) and 15 minutes of communication time should be
available to allow accumulation of all transactions-te-the-pipeline—. A standard
network protocol (TCP/IP) should be in service for direct connect to the pipelne
designated site by 4/1/97.

4.3.3

bamsaebon—te—be—subpilled Mo copdel oloo peliele o b parie copaee
provider—or—a—transportation—senvice provider's EBB).—Within the 15-minute

communication window identified in 4.3.2, the transaction file should be
received by the receiving party. Errors in transmission shall be governed by
the terms and conditions of the trading partner agreement between the parties.
The receiving party may aso waive the 15-minute window requirement at its
own discretion)

434 For audit purposes parties Frading-partners-should retain transactional data for
at least 24 months-ferauditpurpeses. This data retention requirement only applies to the
ability to recover or regenerate electronic records for a period of two years and does not
otherwise  modify  statutory, requlatory, or contractual record retention
requirements Fransasthiora—date—should be retained for ot least 24-monthsfor audi

4.3.6

30 June-30,-2001February 1, 2003



NAESB WGOREQ-Electronic Delivery Mechanism Related Standards

taternet[Deleted]

4.3.8 The minimum acceptable protocol should be HTTP. All sending and receiving
parties should be capable of sending and receiving the HTTP versions
supported by NAESB/GISB.

alallla a ala a Bl aYa' atalallaWla aVa
v O oo ctiocc o

4.3.9 For NAESB/GISB-EDI/EDM,—there-is—EDM-REQ has a time stamp (HTTP
Timestamp) that designates the time that a file is received at the designated
site. The receiving party should generate a timestamp upon successful receipt
of the complete file and send as an immediate response to the sending party.
The timestamp should be generated by Common Gateway Interface (CGI) of
the receiving party, prior to further processing by the CGI.

4.3.10 The time-stamp should be included in the HTTP response back to the sender
of the original HTTP transaction. The server clock generating the time-stamp
should be synchronized with the National Institute of Standards and
Technology (NIST) time in order to mitigate the discrepancies between the

clocks of the sender and receiver.Fhe-time-stamp-should-be—included—in-the
LR bacl I I £ 4 - on. .

4311 The HTTP response should be sent to the sending Internet Protocol (IP)
address. Other response documents should be returned to the official
designated site defined in the Trading Partner Agreement.
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4.3.12 As a minimum, within a trading partner agreement, one designated site for
receipt should be identified for each trading partner. That site should be
identified by a specific Uniform Resource Locator, (URL). This does not

preclude multiple designated sites being mutually agreed to between trading
partners.

4.3.13 The sender should make three attempts to complete a unit of work. After three
failed attempts, it should be considered a failure.

4.3.14 The roles of sender and receiver are defined in following table. The entire table
defines a unit of work:

Client (Sender) Server (Receiver) CGlI (Receiver)
Listen for Connect

Connect Accept Connection

Write Read Start of Receipt

Write Read

EOF (send) Read End of Receipt

Read (HTTP response)  Write (HTTP response)

Received

EOF (HTTP response)

4.3.15 Trading partners should implement all security features (secure authentication,
integrity, privacy, and non-repudiation) using a file-based approach via a
commercially available implementation of PGP 2.6 or greater (or compatible
with PGP 2.6) or an OpenPGP compatible product, such as GNU Privacy
Guard. Trading partners should also implement basic authentication. This
should be regarded as an interim solution since this technology is not an open
standard. This technology supports all of the above security features while
providing independence of choice of Web servers and browsers. Encryption
keys should be self-certified and the means of exchange should be specified in
the trading partner agreement. Encryption keys should have a limited lifetime
whose duration is determined by the key's owner. —A key's end of life is
expressed in the expiration date field contained in each PGP public key. A

lifetime of one year or less is recommended.Frading-partrers-should-implement
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4.3.17

4.3.18

4.3.19

4.3.20

4.3.21

S%&nda;d—4%—6—sheeﬂd—be—as—feﬂew&| DeIeted[
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allla\VViTaYalla a
warawana: ] vaaLvie

4.3.22

4.3.23

: oral Jabl

4.3.25

4.3.26

a
-
" > " ho

immediately-above-the-Site-Map-ink:[Deleted]
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4.3.28

4.3.29
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4.3.32

dJ-quay—4 3.36 Internet protocols should be used for accemng al mdustry
business functions.

4.3.37

4.3.38

4.3.39

4.3.40

mdus#y—Web—a{es—| Deleted|
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4.3.43

4.3.44

4.3.45

4.3.46

4.3.47

4.3.48

4.3.49
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4.3.50
4351
4.3.52 j vi Vi whi ' Vi
: i W . . ! ! :
' i i oo :[Deleted
4353 Where a (Transportation Service Provider (TSP) jutilizeuses a subset of

available NAESB/GISB code values for specific data elements for inbound
documents to the TSP, the TSP should make available a list of the supported
code values in a download utilizing a NAESB/GISB electronic format.

i

4.3.54

N a¥a a a alallla
oo - Ctv
)

usirgabbreviationsthefollowing-should-be-used—[Deleted]

Contracts Contracts
SOHHAGES

SUTrtracty
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4.3.55

4.3.56

4.3.57

4.3.58

4.3.59

4.3.60

| eletel

The industry should use common codes for location points and legal entities
when communlcatlng via EDI/EDM—EBB#EDM—&HGI#@J’—FFLEDM

sessren—lDeIete |
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— g

4.3.61 —adfe ommunication or—Customer-Activitie ANaobh

Seeu%e%eeke%s—l:ave#@sls—enewpﬂ@ﬂltgd]

— F : | hould | 11

4.3.62 dow

4.3.63

pavigationa-inlforSita-Map“[Deleted]

4.3.64 Private network connections to EDMREQ Web sites which include all
NAESB/GISB standardized Internet communication may be at any point on the
Transportation Service Provider's (TSP’s) firewall boundary at the TSP’s
discretion on a non-discriminatory access basis. The specific type and speed
of these connections should be mutually agreed. It is at the discretion of the
TSP on how multiple private network connections should be managed, so long
as such management is done on a non-discriminatory access basis. TSPs are
not responsible for any additional security exposures when using these private
network connections.

4.3.65

4.3.66

4.3.67

4.3.68

4.3.69
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4.3.70 Transportation Service Providers should be limited to the NAESB/GISB
approved list of available TCP ports and UDP ports for EDM-REQ
implementations included in the Appendix of the EDM-REQ Related Standards
Manual under Client Firewall Requirements for Service Provider EDM-REQ
Implementations.

4.3.71 Transportation Service Provider EDM implementations should not require any
inbound ports to be opened on the client-side firewall.

4.3.72

accessible-to-all-applicable-users:[Deleted]
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4.3.73

[Delete

4.3.74 Each data element which has been submitted for standardization in the
| NAESB/GISB process should follow the NAESB/GISB ordered data elements
on the Form within a data group selected by the Transportation Service

Provider.

4.3.75 he—sub-categories—and-thelabe orthecategon/—-o OWIRE
sgpoarttescleablo i the Movicadanol fren ao ollowe [Nelefer|

| ned Al .

4.3.76

4.3.77

4.3.78

4.3.79

4.3.80
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4.3.81

43.82 Fercle2 FREDM dar foe ooch fopsaedop (oo nomyantionoiodle oo
containedin-asingle row.[Deleled]

4.3.83 Forlnteractive Flat File EDM_128-bit Secure-SocketsLayer {SSL) encryption
should-beused-[Deleted]FortnteractiveElat File EDM.—40-bit Secure-Sockets
Laye (.SSH enelylptlen S|I9H|G|| Iele- used Where—pessible—128-bit—SSL

4.3.84 Acsess—olnicrachive— ot File EDM-chould he nrotecied—hy—HTTP Rasic
Audthentication:[Deleted]

4.3.85 he-suy -6

apoear—tappheablenthe Movigalone Area oo ollowesDoloiod
Oifere

4.3.86 o-the-extentthat multiple-electronicd
business+esultshoeuld-eecur[Deleted]

4.3.87 [Deleted]When-thereceiverof:
| iration:
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4.3.88 For EDI/EDM, 128-bit Secure Socket Layer (SSL) encryption should be used.

D. Interpretations

NAESB/GISB has adopted the following interpretations of standards that relate to
EDM-REQ Related Standards implementation:
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Location

Details of
Change

Comments

Pargraph 1 & 2

Deleted — dealt with

history of DRN
common codes and

Gas Transaction
Points

Paragraph 3

Modified - EBB

working group 5 to
REQ-TEIS, deleted
reference to FERC
order 563, and
changed GISB to
NAESB while
removing references
to Capacity Release
and Nominations

Paragraph 4

Changed WGOQ to

REQ, two places

Paragraph 5

Deleted — deals with

flaggin
CommonCode fields
with *.

NAESB WGO

Deleted entire section

Electronic Data

—see comments.

Interchange
Trading
Partner

Agreement

| doubt we want to use the WGQ EDI TPA as it
stands but we do need a standard document for
exchange of technical information. Possibly the
Texas model would work, just a thought.
Hereisthe URL for the document discussed in
the origina paragraph.

http://www.naesh.org/protected/tpa980820.doc

Party section

Deleted most of this

Made a feable attempt at describing Retail Electric

because it deals with

Party or Entitiy roles. | am not a word smith so feel

W. G. entities only.

free to add/delete/re-write. | think it would be helpful

to have a section defining all the entities involved.

ANSI ASC X12 | changed WGQ to
Standards REQ

ISA contents

changed WGO to

paragraph 2

REQ & deleted last

Last sentence can be added back once we decide
what to do about a standard document to trade

sentence.

technical information.

ISA contents

changed WGO to

paragraph 4

REQ

GS Contents

change WGQ to REQ
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997 Usage change WGQ to REQ
Hypertext change WGQ to REQ
Transfer
Protocol
(HTTP)
HTTP Deleted entire table | feel the tranasction set table needs to be a State by

Trnasaction-

since it is Gas

set Codes

transaction names

State list, should we just put a reference to each
state’s _documentation or_a note of future reference

only.

once the standard documents are Identified.

RELATED STANDARDS

Common Codes

In keeping with the trends in other industries involved with EDI, EBB—WeHQng—GFeup— EQ
TEIS Feeemmended—recommends the acceptance of the D-U-N- Sa Number as a common

company identifier.

The D-U-

N-S& Number is assigned to companles by the Dun & Bradstreet Corporatlon (D& B) S|m|IarIy,

as— GISB-NAESB |

Leooopbe 006 C SR fuIIy endorsed the use of the D U-N-Sa Number common code

For NAESB W&Q-REQ Common Code purposes, an entity will use one and only one D-U-N-Sa
Number. Entity common codes should be “lega entities,” that is, Ultimate Location,
Headquarters Location, and/or Single Location (in Dun & Bradstreet Corporation (“D&B”)
terms). However, in the following situations, a Branch Location (in D&B terms) can aso be an
entity common code: 1. When the contracting party provides a D-U-N-S& Number at the Branch
Location level; or 2. to accommodate accounting for an entity that is identified at the Branch

1 D-U-N-SO is a registered trademark of Dun & Bradstreet, Inc.
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Location level. Since D&B offers customers the option of carrying more than one D-U-N-Sa
Number per entity, please refer to NAESB's Web Page at www.naesb.org for directions on
determining the one and only one D-U-N-S& Number congtituting the NAESB \WGO-REO Entity
Common Code.

Party Roles

In al of the transaction sets, there are multiple parties that may be involved in the transaction.
There are utilites, marketers, government entities, and various service providers. The Utilities and
Marketers are self explanitory. The government entities may be a state commission such as
ERCOT in Texas. The servi ce prow ders canbea CI S prowder and/or EDI/ EDM prowdersiliheFe

The service providers normaly will not be identified in the envelope or body of the transaction.
The utility, marketer, and government entity will be Identified both in the envelope, or ISA/GS
segments and the body of the transaction in the N1 name segments.
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ANSI| ASC X12 Standards

The NAESB WGO-REQ standards reflect an industry utilization of the American National
Standards Ingtitute (ANSI) ASC X12 standards maintained by the Data Interchange Standards
Association, Inc. (DISA). The technica implementation documents included in this manual
reflect the NAESB ‘WGO-REO subset of the ANSI ASC X12 standards versions. It is
recommended that any industry participant who wishes to utilize the ANSI ASC X12 standards
should aso have a copy of the ANSI ASC X12 Standards Reference document for a full
understanding of the X12 requirements. NAESB members may purchase an ANS| reference
document through NAESB by contacting the NAESB office. Non-NAESB industry participants
may purchase the reference document by contacting:

Manager of Publications

DISA

333 John Carlyle Street, Suite 600
Alexandria, VA 22314

Voice 703-548-7005

Fax: 703-548-5738
www.disa.org

As amember of ANSI, NAESB \WGO-REQ will utilize the ANSI ASC X12 standards and remain
in full compliance. In al standards, occasions arise where the standard does not fully meet a need.
NAESB ‘#<O-REOrecognizes this and will add interim usages and code values when required.
When NAESB WGO-REO utilizes an interim solution, NAESB ‘WGOREO will apply to ANSI
and the appropriate ANSI organizations for acceptance of the interim solution. ANSI’s fina
solution may provide a usage or code value different than the interim solution. NAESB ‘WGO
REQ standards will be updated to reflect the final solution.

The architecture of ASC X12 is designed for end to end communications. The trandator that
generates the ASC X 12 file and envelope will assign control numbers and counts that will appear
within the ISA/IEA segments of the transaction and within the GS/GE segments of the
transaction. These numbers and counts alow the trandator to ensure that all of the segmentsin an
envelope and al of the data elementsin an envelope have been received and that the transmission
was complete.

ISA contents
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The ISA segment marks the beginning of an X12 document. It can be equated to an envelope that
a paper document would come in viathe mail. The envelope may contain one or more functional
groups (defined by the GS segment) and one or more transaction sets.

The ISA is the interchange control segment to be utilized on all NAESB X12
standards. The segment identifies the sender and receiver of the document. The
Interchange Sender ID/Interchange Receiver ID is published by both the sender and
receiver for other parties to use as the sender/receiver ID to route data to them. The
sender must always code the sender’s ID in the sender element and the designated
receiver's ID in the receiver ID. Trading partners utilizing a password for their
documents will use the Security Information element. The receiver of the document
identifies a password for the sender to include in this element.

There are additional elements in the ISA segment. These elements are traditionaly assigned by
the sending party’s trandator. These elements inform the receiver of the date/time that the
envelope was generated, the X12 version number being utilized, whether the transmission is for
test or production purposes, and what characters were used to designate the end of a sub element,
element or segment. Different characters must be chosen for the sub element, eement and
segment delimiters. These delimiting characters must never appear in the data.

For more information on the ISA segment and the possible values for its e ements, contact DISA
a the above address or consult the appropriate version of the ANSI ASC X12 Standards
Reference document corresponding to the NAESB transaction set being
sent/received. Information about control segments (including the ISA and IEA) can be found in
the Overview/Introduction and Control Standards sections of the reference document. Specific
information about the ISA and IEA segments and corresponding elements can be found in the
Segment Directory and Data Element Dictionary sections.

GS contents

The GS segment indicates the beginning of a functional group and provides control
information for the data that follows it. A functional group can be defined as a group of
transactions related to one business application. Within a mailing envelope, there may
be a bundle of information relating to imbalances and a bundle of information relating to
measurement information. Each of these ‘bundles’ is sent within its own (or a separate)
GS Functional Group Header and a GE Functional Group Trailer in the X12
environment. The sender of a transmission provides the Application Sender’s Code that
the receiver of the transmission will reflect back on acknowledging documents. The
receiver of a transmission provides the Application Receiver’'s Code that the sender will
include in the transmission for the receiver to utilize in routing to internal applications.
Group Control Numbers are originated and maintained by the sender of the document.

For more information on the GS segment and the possible values for its elements, contact DISA
at the above address or consult the appropriate version of the ANSI ASC X12 Standards
Reference document corresponding to the NAESB transaction set being
sent/received. Information about control segments (including the GS and GE) can be found in the
Overview/Introduction and Control Standards sections of the reference document. Specific
information about the GS and GE segments and corresponding elements can be found in the
Segment Directory and Data Element Dictionary sections.
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997 Usge

The 997 Functional Acknowledgment is used to indicate the results of the syntactical analysis of
the X12 documents. The documents include the transaction sets and functiona groups with an
ISA/IEA envelope. This standard covers all of the X12 and NAESB standard criteria
that the receiver of the document has incorporated into the recelver’s trandator. The trandator
may be set to accept al information into the receiver’s application processing, it may be set to
accept only ANSI ASC X12 compliant information into the receiver’s application processing, or
it may be set to accept only ANSI ASC X12 and NAESB compliant information into
the receiver’ s application processing. Compliance checking, in atrandator, may be set to any of
severa levels. NAESB recommends that compliance checking be set to the element
level in the Functional Acknowledgement.

The 997 informs the originator of the transaction whether the trandator accepted the file,
accepted it with errors, or rejected it. When errors occur, the 997 identifies the location and type
of error that was encountered. Once a transaction passes the trandator, the 997 is sent to the
originator of the transaction and the data (if accepted) is passed on to the receiver's business
application for processing.

Hypertext Transfer Protocol (HTTP)

The Hypertext Transfer Protocol (HTTP) is an application-level protocol with the lightness and
speed necessary for distributed, collaborative, hypermedia information systems. It is a generic,
statel ess, object-oriented protocol which can be used for many tasks, such as name servers and
distributed object management systems, through extension of its request methods (commands). A
feature of HTTP is the typing of data representation, alowing systems to be built independently
of the data being transferred.

HTTP has been in use by the World-Wide Web globa information initiative since 1990.
Appendix A of the Electronic Delivery Mechanism Related Standards manual contains a listing
of the HTTP version(s) supported by NAESB
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trapnsaction-set
Code Maluyes
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CHANGE LOG
Tab 6
Section/ Areato Change/Comment Suggested Change
Par agraph
[all] Numerous references to WGQ. Replaced WGQ with REQ
[al] Numerous references to Batch FF/EDM Removed references to Batch FF/EDM
Page 51/pl | Extraneous “to” Removed
Page 52 Description of input-format dataelement | Removed reference to FF, added XML
incorrect for REQ use
Page 52 time-c data element lacks time-zone Added time-zone indicator
indicator
Page 53 Transaction set data element requires Changed transactionset to 16 character
enhancement to remove gas industry free form text field
specific references
Page 58 Incorrect description of transaction set Provided new description for
for REQ purposes transaction-set
Page 65 References to Central time zone Removed restriction to use Central time
Page 65 References to gas nominations Removed references to gas
nominations
Page 66 Timestamp time-c references lack Added identifier for time zone
timezone indicator
Page 66 Text incorrectly indicatesthat SSL or S- | Removed references to SSL being
HHTP are optional optional and al referencesto SHTTP
Page 66 Text specific to pipelines and gas Replaced with more generic text
Industry
Page 69 References to WGQ standard 4.3.12 Removed references
Page 69 Text specific to gas industry regarding Replaced with more generic text
capacity release
Page 70 References to Central Time zone Removed
Page 70 References to nomination deadline Removed
Page 71 time-c data element has no time zone Added time zone indicator and
indicator provided description of its use
Numerous | examples of gisb-acknowledgement- Updated all examples of time-c to
Examples | receipt containing time-c missing time include time zone indicator

zone indicator
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TECHNICAL IMPLEMENTATION - INTERNET EDI/EDM &BAFCH
FFEDM

Technologies Selected by NAESB REQWGO

The transport protocol for communication of future NAESB WGQ REQ transactions
should be TCP/IP. In addition, standard Internet protocols should be chosen for specific
tasks. Various Internet protocols were considered to accomplish te delivery of a
transaction at the application protocol level. The Hyper-Text Transfer Protocol (HTTP)
was chosen.

Practical information systems require more functionality than simple retrieval, including
search, front-end update, and annotation. HTTP allows an open-ended set of methods
to be used to indicate the purpose of a request. HTTP is also used as a generic protocol
for communication between user agents and proxies/gateways to other Internet
protocols, allowing basic hypermedia access to resources available from diverse
applications and simplifying the implementation of user agents.

There are two primary Internet software components involved in Web communications.
The first is called a browser and runs as client software. The second is called a Web
server, or HTTP server and usually runs on a dedicated server computer.

The standard data elements, each with element name and description, have been
defined in the Section “Data Dictionary For Internet EDM”. The following two sections
identify what is involved in sending and receiving transactions. After that comes a
discussion regarding the securing of the transactions to be sent. The remaining sections
cover considerations for other aspects of the overall process. While these were not the
focus of the Internet EDM process as mentioned above, selected topics that may affect
your overall implementation are discussed.
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Data Dictionary For Internet EDM

Business Name Definition Format Usage* Condition
from** the party sending the | Common Code |dentifier in Request; used in file transmittal; displayed
transaction format M in HTTP response; and, used in
posting back decryption-related
errors
input-data the filename for the including drive letter and in Request; used in file transmittal of any
transaction data set directory name with filename | M transaction data sets; and, used
transmitted if needed for posting back all transaction
value pairs for atransmittal that
had decryption-related errors.
input-format descriptor of thedata | X12 =& XML :error in Request; “X12" ZEE2 " XML” ; or other
format used for the M NAESB WGOREQ-standard
file transmitted format indicator used infile
transmittal; “error” used in
posting back any decryption-
related errors
receipt- the party to receive Common Code Identifier in Request; M | used in file transmittal and in
disposition-to receipts, the value format posting error notifications
should be the same as
the “from”
receipt-report -type | type of receipt type gisb-acknowledgement - in Request; M | used in file transmittal and in
being requested by receipt posting error notifications
sender
receipt-security- used to request signed | signed-receipt- in Request; used in file transmittal and in
selection receipts protocol=required,pgp - MA posting error notifications
signature;signed-receipt-
micalg=required,md5
refnum used by the party to maximum 40 character in Request; May be used by sender to send
assign aunique integer value MA tracking information to a
message identifier for recipient. Use of this data
tracing purposes element is by mutually agreed.
This data element is conceptually
similar to aMessage-ID filed
within RFC 822.
request-status status describing ok; in Response; “ok” isreturned if al isfine with
success or failure of EEDM###.error description; [ M the CGl/script processing; error
transmission at WEDM###:warning messages/warnings and their
recipient server description. see Table A, related descriptions are returned
“Internet EDM Standard if problems were encountered in
Error Codes and Messages” CGil/script processing or in the
decryption process.
server-id uniquely identifiesthe | domainname or in Response; displayed in the HTTP response
server and CGl/script | hostname.domainname M and posted back for any
processing the no embedded spaces allowed decryption-related errors
transaction
time-c thetimefiletransfer is | Yyyymmddhhmmss-ZZ in Response; displayed in the HTTP response
complete at the server M and posted back for any
decryption-related errors
to** the party the Common Code Identifier in Request; used in file transmittal and
transaction was sent to | format M displayed in HTTP response and

posted back for any decryption-
related errors
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Business Name Definition Format Usage* Condition
transaction-set name of the document | 168 character free form text | in Request; used in file transmittal
type being sent fieldeede examples MA
aeG87Z3NMST,
NAESBWGQ
Related-Standards Tab;
Hypertext Transter Protocol
(HTTP) section—HTTR
transaction-set-Code \alues
table.Enrollment, ErrorRpt
trans-id sequential number integer up to 15 charactersin | inResponse; | displayed in the HT TP response
assigned to the length M and posted back for any
transaction by the decryption-related errors
server CGl/script
upon processing
before being passed to
the decryption process
version the NAESB WGQ numeric, decimal notation in Request; M | used in file transmittal and in
EDM version being (eg. 1.49) posting error notifications
used by the sender

*The Usage column defines whether the element appears in the HTTP Request (Client-generated) or the
HTTP Response (Server-generated), the order in which the element appears in the data stream, and
whether the field is Mandatory (M) or Mutually-Agreed-To (MA).

** Common Code ldentifier
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Batch Flow Diagram

Decryption Decryption
Clear Text Clear Text
formatted file Cypher Text Cypher Text formatted file
i HTTP multi
HTTP multi art
Translator/Parser Web Server CGI part P Web Server CGlI Translator/Parser

User defined Userdefined

file format file format
Back-end Receiving Receiving Back-end
System Sending Sending System
User defined User defined
file format file format
Translator/Parser Batch Browser Batch Browser Translator/Parser

. i HTTP multi
HTTP multi i part
art i
Clear Text Cypher Text P i Cypher Text Clear Text.
1 formatted file

formatted file _ .
Encryption Encryption

Trading Partner X ; Trading Partner Y

Batch Flow Diagram
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SENDING TRANSACTIONS

General Flow

The following is an example of the steps necessary to send an EDI/EDM and-batch
FHEDMHile:

1. Open HTTP connection

2. Check connection status. If in error requeue file according to NAESB REQWGO
standards (this check should be performed here and throughout the following
processes)

3. Post
A Authentication (password must be base64-encoded)
B. Send multipart form
C. Receive HTTP response data

4. Check connection status. If in error requeue file according to NAESB REQWGO
standards

5. Check HTTP status code (200 is good, less than 300 may be acceptable). If
status is not successful requeue file according to NAESB REQWGQ standards

Close connection - wait for other end to close in a reasonable time

Parse HTTP response data elements

If request-status ok, then log success

If request-status error, then log error

10. If no valid request-status requeue file according to NAESB WGOQREQ standards

11. Remove file from sending queue when successful or when failed completely

If trading partners agree to implement signed receipts then the sending party must
include the “receipt-security-selection” data element in the posted data. The receiving
party must digitally sign the gisb-acknowledgement-receipt and encapsulate the gisb-
acknowledgement-receipt and digital signature body parts within a MIME envelope with
a Content-type of application/pgp-signature.

HTTP Post

Most people think of the Web as the process of using a browser to fetch, or download,
documents, not upload them. Indeed, this capability is most prevalent. HTML pages,
text files, and other documents can be retrieved by a browser using HTTP, FTP, or other
protocols. However Web browsers allow the user to input data to a server using HTML
forms. Data is entered into the fields of the form and is transmitted to the server by
pressing a pushbutton or hitting the enter key.

The HTTP protocol has two methods for transmitting a request to a server. Both
methods return a response to the client, which may be a document retrieved from the
server. Both methods can be used to transmit form data. The GET method is the
simplest and is used for requests that pass a small amount of information. Data passed
with the GET method must be translated into a special format known as “URL encoding.”
Furthermore, the data stream transmitted by the GET method has a limit of 1024
characters. The POST method, on the other hand, allows the upload of complete
datasets without special encoding. It is this method which will be used to send NAESB
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REQWGO standard format transactions and receive the response from the server.
Using an Interactive Browser

When most of us think of Web surfing, we think of using an interactive browser. When
you enter an HTTP Uniform Resource Locator (URL), the browser opens the HTML
document identified by the URL. Basically, a URL is an “address” of an HTML document
on a Web server. For purposes of NAESB REQWGQ standards Uniform Resource
Locator (URL) is as defined by the Internet Engineering Task Force (IETF).

In order to use an interactive browser to upload data, an HTML document must be
created for that function. The HTML document can reside on either the server to which
you are uploading or the client’s system. The “form” feature of HTML allows that within
an HTML document, a form can be created which allows the client to type in any
necessary data elements, such as to, from, and input format and then specify a file to be
uploaded from the PC. Some type of “Send” button would be on the form and when
selected, the form would cause an HTTP POST to be issued, thereby uploading the file.
Below is an example of an HTML document with a form which specifies the POST
method and contains the required data elements.

An HTML form like that described here could be used with any retail browser that
supports multipart POST with a file upload. When choosing a packaged browser, it is
mandatory that it supports multipart encoding.

Sample of HTML document with a form to perform a multipart post using an interactive
browser:

<HTML>

<HEAD>

<TITLE>NAESB REQOWGQ File Upload</TITLE>
<H1><CENTER>NAESB REQWGO File Upload</CENTER></H1>
</HEAD>

<HR>

<BODY>

<form ENCTY PE="multipart/form-data® ACTION=" http://www.tar get.ser ver/cgi-bin/upload.exe"
METHOD=POST>

Enter Common Code | dentifier for From and To

From: <input TYPE="text" NAME="from" SIZE=20 VALUE=""><br>
To: <input TYPE="text" NAME="to" SIZE=20 VALUE=""><br>

Deliver Receipt To: <input TYPE="text” NAME="report-disposition-to” SIZE=20 VALUE=""><br>
Receipt Type: <input TYPE="text” NAME="receipt-report-type’ SIZE=30
VAL UE=" gisb-acknowledgement-r eceipt” ><br>

I F requesting signed receiptsalso include:

protocol=required, pgp-signature; signed-receipt-micalg=required, md5” ><br>

Format of thisfile: <input TYPE="text" NAME="input-format" SIZE=6 VALUE="X12"><br>
Send thisfile: <INPUT NAME="input-data" TYPE="FILE" ><br>

<input TYPE="submit" VALUE="Send File" ><br>

</form>

</BODY>

</HTML>

NAESB REQWEO EDM Version: <input TYPE="text” NAME="version” SIZE=5VALUE="1.4"><br>

Receipt Type: <input TYPE="text” NAME="receipt-security-selection” SIZE=30 VAL UE="signed-receipt-

The non-bolded text in this example is the basic HTML required for a document and
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allows your page to show a title in the title bar. The bolded text is the form within the
document and is described in more detail.

The important characteristics of the form within the HTML document are:

ENCTYPE= specifies the encoding type. The “multipart/form-data” encoding
type is identified as the standard encoding methodology.

ACTION= specifies the URL that will receive the uploaded data. The
Trading Partner Agreement identifies the URLSs for both parties.

METHOD= specifies the HTTP protocol method. “POST” has been
defined as the NAESB REQWGQ standard method.

<input ...> Five input areas are specified on this form: from, to, file
format, file name, “Send File” button.

NOTE: This document often refers to “multipart POST” which implies the encoding type
and method as described in this example.

When a user selects the “Send File” button, the browser will take the values entered in
the input fields and reformat them according to the encoding type into a data stream.
For the file identified for upload, the file is opened and its contents are included in the
data stream, rather than the file’s name. The data stream is then sent to the URL
specified by ACTION=. The URL will indicate an HTTP server script or program written
to receive the data.

For a smaller site only performing a few transactions or file transfers this manual process
would be viable as a primary transmission tool. This method could also be considered a
back-up method to any batch or automated process that may be implemented. If the
client provides its own form, the form can be copied for each trading partner. The only
change to the HTML would be to modify the URL shown for the ACTION= attribute.

Using a Batch Browser

For companies that have automated much of their back-end process and prefer to avoid
unnecessary human involvement, a so-called "batch browser" is needed. This browser
needs to be capable of program-based or script-based initiation. At this time, there are
few off-the-shelf batch browsers which use the POST method. Most packaged batch
browsers use the GET method.

However, a batch browser can be created using custom programming. The batch
browser will be coded to perform all of the same formatting that the interactive browser
performed to send a data stream which conforms to the HTTP protocol. A batch browser
must be coded as a sockets program. See Section “Writing a Batch Browser”.

A sockets program can be written with various programming languages which offer the
required library to achieve this function.

Authentication

HTTP basic authentication includes a userid and password. Interactive browsers include
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a basic authentication feature which automatically prompts for userid and password. In
a batch browser, the authentication must be specifically coded. The userid and
password are to be base64-encoded within the document header. Base64-encoding
utilities are readily available on the Internet as either public domain software or
commercial libraries.

Server Response

The receiving server will send a gisb-acknowledgement-receipt as an HTTP response to
the client before dropping the client’'s connection. If the transacting parties agree to use
signed receipts, then the receiving server applies a digital signature to the gisb-
acknowledgement-receipt and encapsulates the entire package in a MIME envelope of
Content-type: application/pgp-signature. The response returned from the Web server will
contain timestamps that include a timestamp recorded when the final byte from the file
upload is received and stored. This timestamp is the official timestamp regarding
transaction turnaround deadlines defined in NAESB REQWGO standards. This
timestamp and all other pertinent file transmittal information should be logged when the
posted file is stored on the receiving server as well as logged by the client. Likewise,
any errors or warnings should be logged at both the server and client.

Throughput Considerations

The performance of the batch browser is one component critical in meeting deadlines. It
is conceivable that it may be called many times for a busy site (such as a pipeline
sending quick responses). It should therefore utilize whatever performance techniques
that are possible. For example, it may be desirable to write a multithreaded version
which can handle a certain number of requests simultaneously with a single copy of the
program.

HTTP Request Data Elements

Required Data Elements (listed in the required order)

Data Element Name Description

from Common Code Identifier of sending/client company.

to Common Code Ildentifier of receiving/server company.

version The NAESB WGQ EDM version being used by the sender, in decimal

notation (e.g. 1.4) The sending of the “version” data element is
intended to assist in the early identification of EDM configuration
errors and will not in itself dictate the version which a receiving party

will support.
receipt-disposition-to Common Code Identifier of the party to receive the acknowledgement
receipt.
receipt-report-type Type of receipt requested “gisb-acknowledgement-receipt”.
input-format Descriptor of the data format within the input data set.
input-data The properly formatted file of electronic commerce data.

Mutually Agreed Upon Data Elements
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Data Element Name Description

transaction-set Descriptor identifying the type of transaction data.efthe-transaction
types-included-in-the-input-data— The values used-must-befrom-the

are_mutually agreed upon, free form text with a maximum of 16
characters.

receiptsecurity- Used to request signed receipts from the party receiving a file upload.
selection

Writing a Batch Browser

A batch lrowser needs to simulate the actions of an interactive browser. As stated
earlier, the interactive browser will take the HTML form and reformat the information
according to the HTTP protocol before it sends the data stream to the HTTP server. The
reformatting involves adding a header and placing field delimiters around the data items.
A batch browser needs to produce the same kind of data stream and therefore, writing a
batch browser requires some specific knowledge of the HTTP protocol. See the NAESB
REQWGO home page for sources of HTTP protocol information.

First, consider the header:

Sample of a typical header sent to the HTTP server

POST /cgi-bin/AS2dispatcher HTTP/1.1

Referer: http://www.get.alife/upl.htm

Connection: Keep-Alive

User-Agent: brow v0.1 XY Z Corp.

Host: localhost

Accept: image/gif, image/x xbitmap, image/jpeg, image/pjpeg, */*

Content-type: multipart/form-data; boundary= 87453838942833
Content-Length: 5379

This information is documentary in purpose. The parts that are important are:

The first line: POST /cgi-bin/AS2dispatcher HTTP/1.1 indicating that the POST method
is used and which program to call.

The content type line:

Content-type: multipart/form-data; boundary= 87453838942833

The content-type element indicates that the encoding method is multipart. It also
identifies the character string used as the boundary. The boundary will appear between
each field as a delimiter. In this example, the boundary is comprised of 27 hyphen
characters followed by a number.

The boundary can be any character string that you choose except that it is required that
it will not to occur anywhere else in the form or in the transaction being sent. This is
usually accomplished by using either the system clock or a random number so that even
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if by some remote chance the string appears in the document it would not appear in any
re-transmission of the file. It is strongly recommended that a relatively long string be
used as a boundary. The boundary when used as a separator requires two hyphen
characters appended to the front of the string as you can note by the lines between the
data fields in the example. The last boundary required in the form is two hyphen
characters appended to the back of the separator boundary, this is used to indicate to
the server program that this is the end of the data.

The content length:
Content-Length: 5379

The content-length value should match the number of bytes contained in the entity body
including the characters in the boundary lines, variable content, blank lines, etc. In
essence, it tells the server how much is going to come after this point.

In this example, the data portion, or body, sent to the server program is as follows and
assumes only required data elements are sent (not mutually agreed data elements):
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87453838942833
Content-Disposition: form -data; name="from"

123456789
87453838942833
Content-Disposition: form -data; name="to"

234567890
87453838942833
Content-Disposition: form -data; name="version"

1.4
87453838942833
Content-Disposition: form -data; name="receipt-disposition-to"

123456789
87453838942833
Content-Disposition: form -data; name="receipt-report-type"

gisb-acknowledgement-receipt
87453838942833
Content-Disposition: form -data; name="input-format"

x12

87453838942833

Content-Disposition: form -data; name="input-data"; filename="c:\temp\smallnom.bin”
Content-Type: multipart/encrypted; boundary=8760; protocol="application/pgp-encrypted"

--8760
Content-Type: application/pgp-encrypted

Version: 1

--8760
Content-Type: application/octet-stream

Version: PGP 6.5

hQCMAzRG1pEOIOVdAQP+JIMrom/9+8yOL60Z9Vr6fFV81FCEXB/oOxmwiMkiwYsHsz0e8
sb7ErC340MrNA/dw3taGMjmI+CXYRF/PLEdg1INZE1ZCtNelL4YdIHAMLWwODGIQxhSuc
z8rMSgQ5mZzcOJIwBdWLW70efgsu/9UljudjYcluz6C03eFQv/43fkB+alATtgydxX498QK6
64ad+Jo/XUICSMWBL66fqJR1KLeLf4wTagqGyl174Aq48WpwvglEh785z2C03UAwWOqgOug
Mt86dPeyd91e2JigqwDYEf/DYEKDO0J9BGIGpS/uAupNK;j8Ocp2IWCIXKOGUbxpVNONNT
gWHS/GntegvDE/7/ewCxDxsnmQS95p0I1141QZ1RgbeNaqx2Dg/ra9g65HNchOCzjul5Vi8
HHf6Yhg2WnROe+npByyCue6rihggNVOJwj0Cvzpb4JE+gMDf394ISUb1Fv7/+SSFHDdnh
dC5YTpqflBc3BO7hiLmtTXgNit31EbX9UVEIObzSa9ZhxbhC6/eSI7Nuf5ZTDsh9nrk+QQJ6
FeC9W4cgXLj71ZySaR0O8Viff+4ktgeuhYusT4kSpnk027aw40/5jomUkfb22CAed=

=0iuo

--8760--

87453838942833 --

The important characteristics of the above stream are:
The boundary string appears at the beginning of each data field in the body.
For each body data field, two identifiers define the contents of the data field. The

Content-disposition identifier defines that “form-data” is contained in the element.
The name identifier defines the name of the data element. These data element
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names must match the name specified by NAESB WGOQREQ. The name
identifier is not completely relevant since the fields should be present in the
correct order but this field should be checked to verify the validity of the form
content.

The actual data value of the field is always preceded by a line termination. This
is typically used as a marker for the server program to indicate that a data value
will follow. For example, note the blank line preceding “X12” in the above
sample. In most programming libraries and commercial products the starting
delimiter is “\r\n\r\n” (c notation).

The data field containing the NAESB REQWGO standard file has two extra
identifiers: first the name of the file sent from the source computer,
filename="c:\temp\smallnom.bin”, and second a content type identifier on a
separate line. This line should always be constructed to reflect the content-type
of the data being transmitted, in accordance with accepted Internet standards. If
the data file contains clear text, X12 data, as shown in the above example, the
content-type identifier follows the recommendations of RFC 1767, “MIME
Encapsulation of EDI Data”, and the “Content-Type:application/EDI-X12” is used.
However, for security purposes it is recommended that all data be encrypted and
digitally signed prior to transmission over the Internet. There are IETF standards
for describing and packaging encrypted data files, most notably, “MIME Security
with Pretty Good Privacy (PGP)”, RFC 2015 and “MIME-based Secure EDI",
RFC TBD.

After the contents of the last data field, the boundary appears again as the last
item of the form with the required two hyphen characters following the boundary
at the end of the form to indicate the end of the data.

When the sender of a file intends to use encryption and digital signature functions to
secure the contents of a data file the file must be prepared in accordance with the above
mentioned IETF standards. ASC X12 data must first be prepared in canonical form as
specified in RFC 1767. The ASC X12 data file would be concatenated with the MIME
Content-type of application/EDI-X12 as the first line of the file.

For example below is a file before encryption:

Content-type: application/EDFX12

ISA~00~ ~01~AAAG6300300~14~1234567890000 ~14~2345678900000
... more data from the X12 file...

IEA~1~000003616

This file is encrypted, signed and packaged, which follows EDIINT AS1 and RFC 2015,
which produces a file containing MIME headers and encrypted content as follows.

Below is the file after encryption:

Content-Type: multipart/encrypted; boundary=8760; protocol="application/pgp-
encrypted"

--8760
Content-Type: application/pgp-encrypted
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Version: 1

--8760
Content-Type: application/octet-stream

Version: PGP 6.5

hQCMAzRG1pEOIOvVdAQP+JMrOm/9+8yOL60Z9Vr6fFV81FCExXB/0o0xm
wiMkiwYsHsz0e8sb7Er340MrNA/dw3taGMjmI+CXYRF/PLEdgINZE1ZCt
NeL4YdIHAMLWwODGIQxhSucz8rMSgQ5mZzcOJwBdWLW70efgsu/9UlI
judjYcluz6C03eFQv/43fkB+alATtgydxX4g8QK664ad+Jo/XUICSMWBL6
6fqJR1KLeLf4wTagGy174Ag48WpwvglEh785zC03UAWOgqgOugMt86dPe
yd91e2JigqwDYEf/DYEKDO0J9BGIGpS/uAupNKj8Ocp2IWCIXKOGUbxpV
NONNTqWHS/GntegvDE/7/ewCxDxsnmQS95p0I141QZ1RQbeNaqgx2Dg/
ra9g65HNchOCzjul5Vi8HHf6Yhg2WnROe+npByyCue6ringgNVOJwj0cVz
pb4JE+gMDf3g4ISUb1Fv7/+SSFHDANhdC5Y TpgflBc3BO7hiLmtTXgNit3
1EbX9.UVEIObzSa9ZhxbC6/eSI7Nuf5ZTDsh9nrk+QQJ6FeCOW4cqXLj7I
ZySaRO8Vtff+4ktgeuhYusT4kSpnk027aw40/5jomUkfb22CAe4=

=0iuo

--8760—

This file is associated with the “input-data” data element of the multipart-form-data and is
sent to the recipient using the HTTP POST method.

The HTTP POST data stream used to send this file would appear as follows:

87453838942833
Content-Disposition: form-data; name="from"

123456789
87453838942833

Content-Disposition: form-data; name="to

234567890
87453838942833
Content-Disposition: form-data; name="version"

1.4
87453838942833
Content-Disposition: form-data; name="receipt-disposition-to"

123456789

87453838942833
Content-Disposition: form-data; name="receipt-report-type"

gisb-acknowledgement-receipt
87453838942833
Content-Disposition: form-data; name="receipt-security-selection"

signed-receipt-protocol=required, pgp-signature; signed-receipt-micalg=required, md5
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87453838942833
Content-Disposition: form-data; name="input-format"

X12

87453838942833

Content-Disposition: form-data; name="input-data"; filename="c:\temp\smallnom.bin”
Content-Type: multipart/encrypted; boundary=8760; protocol="application/pgp-
encrypted”

--8760
Content-Type: application/pgp-encrypted

Version: 1

--8760
Content-Type: application/octet-stream

Version: PGP 6.5

hQCMAzRG1pEOIOVdAQP+IMrOm/9+8yOL60Z9Vr6fFV81FCEXB/00xm
wiMkiwYsHsz0e8sb7ErC340MrNA/dw3taGMjmI+CXYRF/PLEdgINZE1Z
CtNeL4YdIHAMLWwODGIQxhSucz8rMSgQ5mZzcOJwBdWLW70efgsu/9
UljudjYc1uz6C03eFQv/43tkB+alATtgydxX4g8QK664ad+Jo/XUICSmWBL
66fgJR1KLeLf4wTagqGy174Aq48WpwvglEh785zC03UAW0OqgOugMt86dP
eyd91e2JigqwDYEf/DYEKDO0J9BGIGpS/uAupNKj8Ocp2IWCIXKOGUbxp
VNONNTqWHS/GntegvDE/7/ewCxDxsnmQS95p0I141QZ1RQbeNagx2D
g/ra9g65HNCchOCzjul5Vi8BHHf6Yhg2WnROe+npByyCue6rihgg NVOJwj0c
Vzpb4JE+gMDf3g4ISUb1Fv7/+SSFHDANhdC5YTpqflBc3BO7hiLmtTXgN
it31EbX9UVEIObzSa9ZhxbC6/eSI7Nuf5ZTDsh9nrk+QQJ6FeCOW4cqXLj
71ZySaRO8Viff+4ktqeuhYusT4kSpnk027aw40O/5jomUkfb22CAed=

=0iuo

--8760--

87453838942833--
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Although the specifications for multipart POST include several variations on this method,
the NAESB REQWGO standards do not include implementing them at this time. The
most significant of these variations is to send several files in a single post. Additionally,
sending a single file split into more than one post is not expected by the HTTP server.

The output from the browser is important to the understanding of the processing needed
by the server script or program which must interpret the result. The complete data
stream from the browser will look like:

POST /cgi-bin/AS2dispatcher HTTP/1.1

Referer: http://www.get.a.life/upl.htm

Connection: Keep-Alive

User-Agent: brow v0.1 XYZ Corp.

Host: localhost

Accept: image/qgif, image/x-xbitmap, image/jpeg, image/pjpeg, */*

Content-type: multipart/form-data; boundary= 87453838942833
Content-Length: 5379

87453838942833
Content-Disposition: form -data; name="from"

123456789
87453838942833
Content-Disposition: form -data; name="to"

234567890
87453838942833
Content-Disposition: form -data; name="version"

1.4
87453838942833
Content-Disposition: form -data; name="receipt-disposition-to

123456789

87453838942833
Content-Disposition: form -data; name="receipt-report-type"

gisb-acknowledgement-receipt
87453838942833
Content-Disposition: form -data; name="input-format"

X12

87453838942833
Content-Disposition: form -data; name="input-data"; filename="c:\temp\smallnom.bin”
Content-Type: multipart/encrypted; boundary=8760; protocol="application/pgp-encrypted"

--8760
Content-Type: application/pgp-encrypted

Version: 1

--8760
Content-Type: application/octet-stream

Version: PGP 6.5
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hQCMAzRG1pEOIOVdAQP+JIMrOm/9+8yOL60Z9Vr6fFV81FCEXB/oOxmwiMkiwYsHsz0e8sb7ErC3
40MrNA/dw3taGMjmI+CXYRF/PLEdg1NZE1ZCtNeL4YdIHAMLWwODGIQxhSucz8rMSgQ5mZzcO
JwBdWLW70efgsu/9UljudjYcluZ6C03eFQv/43fkB+alATtgydxX4g8QK664ad+Jo/XUICSmWBL66fqJ
R1KLelLf4wTagqGyl174Aq48WpwvglEh785zC03UAW0OqgOugMt86dPeyd91e2JiggwDYEf/DYEKD0J9
BGiGpS/uAupNKj80cp2IWCIXKOGUbxpVNONNTgWHS/GntegvDE/7/ewCxDxsnmQS95p0I1141QZ
1RgbeNagx2Dq/ra9g65HNchOCzjul5Vi8HH6Yhg2WnROe+npByyCuebringgNVOJwjocVzpb4JE+g
MDf3q4I1SUb1Fv7/+SSFHDdnhdC5YTpqflBc3BO7hiLmtTXgNit31EbX9UVEIObzSa9ZhxbC6/eSI7N
uf5ZTDsh9nrk+QQJ6FeC9W4cgXLj71ZySaRO8Viff+4ktqeuhYusT4kSpnk027aw4O/5jomUkfb22CA
ed=

=0iuo

--8760--
87453838942833—

Client Specifications

Each client should be synchronized to Central FHime{Central-StandardCentral- Daylight)
avallable—at-any-of-the-sites—ehr—a-synchronized—one of the network of atomic clocks

accessible via the Internet. Each trading party should observe the client clock over a
period of time to determine the amount of “drift” occurring throughout the day. The client
should be synchronlzed as many tlmes per day as necessary to ensure synchronlzatlon

eIeaeMme.—PIease refer to Appendlx A, “Tlme Synchronlzatlon" for references on publlc
sites for synchronization.

The HTTP Request will provide all required data elements in the order defined. Any
mutually agreed to data elements will follow the required data elements in the data
stream.

RECEIVING TRANSACTIONS

General Flow

The following is an example of the steps necessary to receive an EDI/EDM and-batch
FF/EDMHile:

1. Parse multi-part form

2. Validate HTTP request data elements

3 If HTTP request data elements in error, return appropriate standard error code in
the HTTP response data elements

4, Save data

5. Create gisb acknowledgement receipt

51 If using signed receipts:
5.1.1 Produce adigital signature over the gisb acknowledgement receipt created in step 5.
5.1.2 Encapsulate the gisb acknowledgement receipt and Digital Signature body partsin a
content-type of application/multipart/signed envelope

6. Return HTTP response, the gisb acknowledgement receipt object, back to server
7. Close connection
8. Log final results
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9. Route data file to the next process based upon input format
Using a Web Server

As was stated above, the protocol HTTP using the POST method as the means to
upload a transaction is the standard. On the receiving side of this HTTP request is the
Web server, the second primary component in Web technology. However, the Web
server does not actually save the uploaded file. Instead, it hands this responsibility over
to a special program which, in effect, extends the Web server's functionality with custom
programming. This special program is known as a Common Gateway Interface (CGlI)
program. Besides storing the file, the CGI program has the task of parsing the incoming
HTTP message, noting the date, time and time-zone indicator so to create the
timestamp, and creating an HTML response to the sending browser.

The NAESB REQWGE standard places no particular requirements on the vendor for the
Web server. Most commercially available Web servers will provide the needed
functionality. = However, please refer to comments regarding performance under

"Throughput Considerations" later in this section.-‘While-the-currentapproach-to-security
dons poryodnioa-Soccre Sockers Loy (201 o Socppn Hlusor Tosd Trapstor Deotecol
Lo Ho P eapatlosopror oo o thoso maes oo rocuiresaone i e bdnees. Determine
whether the product you are considering provides a secure version capable of either
SSL er&-=1R, eternentele s fos ey do predieryubielh of fhose 1 orther wpll
BECVO DS D- O e g Sondlard s

Another capability you may wish to consider when choosing a Web server is whether it
supports Binary Gateway Interface (BGI) capability. Specifically, this is the capability to
run Dynamic Link Library (DLL) equivalents of CGI applications. Some vendors call this
capability Internet Server Application Programming Interface (ISAPI) while others call it
Netscape Application Programming Interface (NSAPI).

The CGI Process

A CGI (or BGI) program must be able to parse the multipart form. It accomplishes this
by finding the boundary string in the Content-Type header and scanning for its
occurrences further within the uploaded stream. Upon finding these boundary strings,
the program must next determine the content-disposition for each data element. This
allows detection of the required text elements as well as the NAESB REQWGO standard
format file.

The CGI program is not concerned with the content of the NAESB WGQ-REQ standard
format data. In fact, the standard format file will be encrypted (see the Security section).
The CGI will merely accept the standard format data and store it as a file. The CGI will
use the Content-Length to determine how much data to expect in the body.

Throughput Considerations

It is critical that the Web server and the associated CGI programs perform efficiently.

This is particularly true for pipelines—which—may—expectto—see—alarge—humber—of
pomination-transactions—come-in-close-to-the-deadlinehigh volume sites processing time
sensitive_materials. For the greatest possible throughput, the Web server should be
multithreaded. The CGI program should be multithreaded as well or be small and
efficient as is possible with a C program. BGI programming may provide even better
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performance. It is also suggested that a Web server and operating system be chosen
that allow for scaling to a more powerful computer (possibly multi-CPU). Transaction
volumes are likely to be light at first but may become heavy rather quickly.

Writing the CGI Process

A CGI process is the executable program or module that is called by the HTTP server
when it is identified by a POST or GET operation. (In this case we are only concerned
with POST method operations.)

When the HTTP server receives a POST it will first read the header and populate
environment variables before calling the CGI. A sample header is shown below.

POST /cgi-bin/AS2dispatcher HTTP/1.1

Referer: http://www.get.a.life/upl.htm

Connection: Keep-Alive

User-Agent: brow v0.1 XYZ Corp.

Host: localhost

Accept: image/qgif, image/x-xbitmap, image/jpeg, image/pjpeg, */*

Content-type: multipart/form-data; boundary= 87453838942833
Content-Length: 5379

The important point to note is that you will not specifically code the step of reading the
header and populating the environment variables, the HTTP server performs it for you.
The variables populated are usually listed with the HTTP server documentation.

After reading this header the server will buffer the remaining data transmitted and then
call the CGI process specified in the POST statement. Do not assume that the CGI
process is called as soon as the header is read. The more common implementations
will buffer the entire transmission before calling the CGI. You may want to check your
server implementation if this characteristic is important to you.

The called CGI process will have the following stream available in the standard input
(stdin) and most of the header data available in environment variables.

87453838942833
Content-Disposition: form -data; name="from"
123456789

87453838942833
Content-Disposition: form -data; name="to"
234567890

87453838942833
Content-Disposition: form -data; name="version"
14

87453838942833
Content-Disposition: form -data; name="receipt-disposition-to"
123456789

87453838942833

Content-Disposition: form -data; name="receipt-report-type"

gisb-acknowledgement-receipt
87453838942833
Content-Disposition: form -data; name="input-format"
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X12

87453838942833

Content-Disposition: form -data; name="input-data"; filename="c:\temp\smallnom.bin”
Content-Type: multipart/encrypted; boundary=8760; protocol="application/pgp-encrypted"

--8760
Content-Type: application/pgp-encrypted

Version: 1

--8760
Content-Type: application/octetstream

Version: PGP 6.5

hQCMAzRG1pEOIOVdAQP+JIMrOm/9+8yOL60Z9Vr6fFV81FCExB/o0OxmwiMkiwYsHsz0e8sb7ErC340MrNA/d
w3taGMjmI+CXYRF/PLEdg1NZE1ZCtNeL4YdIHAMLWwODGIQxhSucz8rMSgQ5mZzcOJwBdWLW70efgsu/
9UljuJjYcluz6C03eFQv/43fkB+alATtgydxX4g8QK664ad+Jo/XUICSMWBL66fqIJR1KLeLf4wTaqGy174Aq48
WpwvglEh785zC03UAwW0qgOugMt86dPeyd91e2JiggwDYEf/DYEKDOJOBGIGpS/uAupNKj8Ocp2IWCIXKOG
UbxpVNONNTQWHS/GntegvDE/7/ewCxDxsnmQS95p0I1141QZ1RQbeN.agx2Dg/ra9g65HNchOCzjul5Vi8HHf
6Yhg2WnROe+npByyCuebrihgqgNVOJwj0cVzpb4JE+gMDf3g41SUb1Fv7/+SSFHDdnhdC5YTpqgflBc3B07hiL
mtTXgNit31EbX9UVEIObzSa9ZhxbC6/eSI7Nuf5ZTDsh9nrk+QQJ6FeCOW4cqXLj71ZySaRO8Viff+4ktgeuhYu
sT4kSpnk027aw40/5jomUkfb22CAe4=

=0iuo

--8760--

87453838942833—

This process should check for basic validity in the environment variables and the data
stream. It will parse the variables/data from the format. The data validations should
include:

The “REQUEST_METHOD” environment variable is “POST".

The “CONTENT_TYPE” environment variable should be “multipart/form-data”
and a boundary, which is unique in that it cannot gpear anywhere in the
transaction being sent (see above stream for an example).

The input stream should be in binary mode to accommodate encrypted files.

Each data element is be preceded by the boundary with the required two hyphen
characters appearing before it.

Each data element should contain the correct name on the Content-Disposition
line.

Each data element should have \r\n\r\n (c notation) before the start of the data.

In the receiving program, all tag values in the HTTP header should be evaluated
in a case insensitive manner.

Finding the end of the stream using both content length and the boundary end mark (the
boundary with two required hyphen characters in front and behind) is usually the best
method to detect improperly formatted input.

Immediately after the CGI validates (as above), parses, and saves the data, the CGI
should record the time and construct a gisb acknowledgement receipt described in the
following section. This gisb acknowledgement receipt is usually sent from the CGI by
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writing to the standard output (stdout) of the CGI process. If using signed receipts, the
receiving party must produce a digital signature of the gisb acknowledgement receipt
and send both the gisb acknowledgement receipt and digital signature body parts within
a multipart/signed MIME envelope.

URL/CGI Implementation Guidelines

Fhisstandard-specifiesthateEach company must offer at least one URL (URL is a one-
to-one association with CGI) to accept EDI/EDM and—FFHEDM-files. However, a

maximum number of URLs per company is not included so that companies that wish to
offer additional URLs will not be held back from doing so. Though companies are free to
construct an EDI/EDM and-FFEBM—Web site with multiple "single-purpose"” URLS,
NAESB REQWGO recommends the use of one "general-purpose” URL.

Error notifications include errors that occur some time after the gisb acknowledgement
receipt is sent (such as a file decryption error) as well as errors on the transactions. A
general-purpose URL would handle all error notifications.

Companies that wish to offer multiple URLs must negotiate additional URLs with their

| trading partners. All URLs that will be required for use in the EDI/EDM and-FF/EDM
process must be agreed to and defined in the Trading Partner Agreement (TPA) signed
by both companies. An example of a company that would define multiple URLSs in the
TPA is a company that comes to agreement with its partners that all nominations-related
transactions are sent to a URL offered by an out-sourcing vendor. All other transactions
are sent to a URL offered on its own Web server.

A company can also offer additional URLs which have a special purpose without defining
the URL in a TPA. Such additional URLs would be a way of offering additional customer
service. The trading partners would have the option of using the additional URL. An
example of a company that offers a URL for additional customer service is a company

that offers a URL to accept eapaeﬂy—Felease—mte#natten—Few&ests—\Mth—mmedtate

m#e#matren—teqaests—untﬂ#p—m—that—elaymvomes whlle the general purpose URL

receives aII other transactlons This company W|shes to keep |ts pnmapy—lnvome Web

separate from
all other data exchanqes s—acFe—hatqeI+eeI—en—a—seeeleeIalay—\,t\,lele—seteqcetL

To those companies who wish to offer multiple URLs, NAESB WGO-REQ strongly
recommends that you divide URL usage along transactional grouping lines—sueh-as

nominations—eor—capaciy—+elease.  Create groupings that are likely to correlate to

business functions in a company.—within-the-gas—neaustry. Do not divide URL usage
along an arbitrary internally-understood group such as region of the country. Remember

that the intent of not specifying a maximum number of URLSs is to allow companies the
| freedom to offer services, not to further complicate the EDI/EDM and-FF/EDM-process.
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Some companies have raised a question of offering a “default” URL. The default URL
would be used when the trading partner was not able to determine the proper URL from
the trading partner agreement. NAESB WGOQ-REQ does not recommend that any
company offer a default URL. When situations arise where the TPA does not fully define
the appropriate URL, the partners should communicate the situation, agree to the
appropriate URL usage, and revise the TPA.

Server Specifications

The HTTP server should be synchronized to CenrtralFime{(Central-Standard/-Central
Daylighty-available-at-any of the sites on a synchronized network of atomic clocks. Each

trading party should observe the server clock over a period of time to determine the
amount of “drift” occurring throughout the day. The server should be synchronized as
many tlmes per day as necessary to ensure synchronlzatlon Fhe-mestimpeoranttme
. ine—Please refer to
Appendlx A, "Tlme Synchronlzatlon for references on publlc S|tes for synchronization.

The HTTP server will provide an HTTP response to the client according to NAESB WGQ
standards.

All data element names of the HTTP request and response fields will be in lower case.
Note that the NAESB REQWGGO standard format file contained in the request and
response may follow a different standard.

Carriage returns and line feeds will be ignored in all files.

A field delimiter of “*” will be used in the HTTP response. Please refrain from displaying
a “*” anywhere else in the response so as not to confuse programs that need to parse on
this basis.

No spaces should surround the equal sign or the field delimiter.
The required data elements must appear first in the response.

Additional information can be included after the required elements at the server's
discretion.

The gisb acknowledgement receipt must be enveloped in a multipart/report, as specified
in EDIINT AS2 following the rules for Generalized Receipts. If signed receipts are used,
the gisb acknowledgement receipt (including the multipart/report envelope) is digitally
signed, producing a application/pgp-encrypted body part. Both the multipart/report (gisb
acknowledgement receipt) and the application/pgp-signature body parts are placed in a
multipart/signed envelope and the entire package is returned to the sender.

The first occurrence of the field name within the response will contain the value.

If an HTML response is given, all data must be presented in a user-readable fashion.
For example, if the required machine-readable fields are embedded in comments,
another representation of these fields must be presented to the user.

Servers should be configured to use one of the allowable TCP ports listed in Appendix
E.
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HTTP Response Data Elements

Required Data Elements (listed in the required order)

Data Element Name

time-c

Description

the time of transfer completion at the server. The format will be yyyymmddhhmmss-ZZ,
The —ZZ indicates the difference, in hours, between local time and Coordinated Universal

Time (UTC). For example, 20030107142004-06, reflects a timestamp that was issued by

a_machine within the Central time zone. In cases where a machine is within a time zone

that is ahead of UTC the (-) would change to a (+). For example, a machine located in

Germany would issue timestamps with a +01, indicating a 1 hour difference ahead of

UTC.

request-status

a text status indicator by the server. The only defined value at this time is “ok” for a
successful transfer. The server should supply a descriptive indication of the error
detected following the standards for error codes and messages presented in Table A,
“Internet EDM Standard Error Codes and Messages”.

server-id

a domainname or hostname.domainname uniquely identifying the server associated with
the CGl that received and processed the file.

trans-id

a number (integer) up to 15 characters in length uniquely identifying the received
transaction file at the server. The trans-d will uniquely identify the file only at the
receiving server. A client may receive non-unigue trans -ds across multiple servers.

Samples of HTTP Response Required Data Elements:

successful, plain text format:

--GISB7867

--GISB7867

--GISB7867--

Content-Type:

multipart/report; report-type="gisb-acknowledgement-receipt"; boundary="GISB7867"

Content-type: text/html

<HTML><HEAD><TITLE>Acknowledgement Receipt Success</TITLE></HEAD> <BODY><P>
time-c=19960619082855-06*

request-status=ok*

server-id=coolhost*

trans-id=234423897*

</P> </BODY></HTML>

Content-type: text/plain

time-c=19960619082855-06*
request-status=ok*
server-id=coolhost*
trans-d=234423897*

or

error, plain text format:

--GISB7866

Content-Type:

multipart/report; report-type="gisb-acknowledgement-receipt"; boundary="GISB7866"

Content-type: text/htm|
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<HTML><HEAD><TITLE>Acknowledgement Receipt Error</TITLE></HEAD> <BODY><P>
time-c=19960619082855-06*

requeststatus=EEDM106: Invalid To Common Code Identifier*

server-id=coolhost*

trans-id=234423897*

</P> </BODY></HTML>

--GISB7866

Content-type: text/plain

time-c=19960619082855-06*

requeststatus=EEDM106: Invalid To Common Code Identifier*
server-id=coolhost*

trans-d=234423897*

--GISB7866--

or

warning, plain text format:

Content-Type: multipart/report; report-type="gisb-acknowledgement-receipt"; boundary="GISB7866"

--GISB7866
Content-type: text/html

<HTML><HEAD><TITLE>Acknowledgement Receipt Warning</TITLE></HEAD> <BODY><P>
time-c=19960619082855-06*

request-status=WEDM100: Transaction Set Sent, Not Mutually Agreed*

server-id=coolhost*

trans-id=234423897*

</P> </BODY></HTML>

--GISB7866

Content-type: text/plain

time-c=19960619082855-06*

request-status= WEDM100: Transaction Set Sent, Not Mutually Agreed *
server-id=coolhost*

trans-d=234423897*

--GISB7866--

or, as a more elaborate response to a successful transmittal,

Signed Receipt
Content-Type:multipart/signed; micalg=pgp-md5; protocol="application/pgp-signature";
boundary=8760

--8760
Content-Type: multipart/report; report-type="gisb-acknowledgement-receipt"; boundary="GISBB7867"

--GISB7867
Content-type: text/html

<HTML><HEAD><TITLE>Acknowledgement Receipt Success</TITLE></HEAD> <BODY><P>

time-c=19960619082855-06*
request-status=ok*
server-id=coolhost*
trans-d=234423897*
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</P> </BODY></HTML>

--GISB7867

Content-type: text/plain.
time-c=19960619082855-06*
request-status=ok*

server-id=coolhost*
trans-id=234423897*

--GISB7867--

--8760

Content-Type: application/pgp-signature

Version: 2.6.2

iIQCVAWUBMJIrRF2N9o0WBghPDJAQE9UQQALI7LURVNdBjrk4EqYBIb3h5QXIX/LC//IV5bNVKZIGPICEmIS5iF
d9boEgvpirHtIREEqQLQRKYNoOBACtFBZmh9GC3C041WGquMbrbxc+nls1TIKIA08rViQig/2Yh7LFrK5Ein57U/
W72vgSxLhe/zhdfolTO9BrnHOxEa44b+EI=

=ndaj

--8760—

HTML format (this example is for a successful transmittal):

HTML format (this example is for a successful transmittal): <htmI> <head> <title>
| Upload OK</ title></ head> <!-- time- c= 19960123203618-06*-->_ <!-- request-
status= ok* --> <!-- server- id= coolhost*--> <!-- trans- id= 232323897*--> <h1>
Upload OK </ hl1>< br> <body> <B> File Saved at (time- c): </B>
| 19960123203618-06< br> <B> Status (request status): </ B> ok< br> <B>
Server (server- id): </ B>coolhost< br> <B> Transaction ID (trans- id): </ B>
232323897< br> </ body> </ htm|>

Using a Service Provider for Web Hosting

If you do not wish to install and maintain a Web server, you may wish to contact an
Internet Service Provider (ISP) to provide the hosting service for you. Consider the
following when selecting an ISP for Web hosting:

limit on storage space for receiving files
ability to meet NAESB REQWGO standards for HTTP response

accommodation for CGIl to meet NAESB REQWGQ standards for validation and
processing.
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SECURITY

Security Concepts

The security requirements include the current four primary security aspects: data
privacy, data integrity, authentication, and non-repudiation.

Data privacy: unauthorized parties cannot decipher the content of the data.
Data integrity: unauthorized parties cannot modify or corrupt the data.
Authentication: the receiver is certain of the identity of the sender.

Non-repudiation: the sender cannot deny ownership of the transaction if it was
sent with his/her digital signature.

In general, these needs are met by using the Basic Authentication capability of the Web
server and the encryption and digital signature capability of the PGP and OpenPGP
security application for securing transactions.

Understanding PGP or OpenPGP

Pretty Good Privacy (PGP) is the name of the chosen security application. OpenPGP is
the Internet Engineering Task Force standard version of PGP which excludes all
patented algorithms, allowing free commercial use of the standard. See the NAESB
WGQ home page for information on software packages to implement the PGP or
OpenPGP security application. Both OpenPGP and PGP utilizes a public key/private
key pair to accomplish secure file transfers. The private key must be known only to the
company which generated it. The public key counterpart is shared with trading partners.

Each company must generate its public key and private key pair. The RSA key
generation algorithm should be chosen for versions of PGP which offer alternatives.
Implementers of OpenPGP should choose DSA and El Gamal when creating their key
pair. The public keys will be distributed using a secure method (eg., courier mail) to the
company’s trading partners. You must use the utmost care in protecting your private
key. If it is compromised, the security is broken. It is recommended that a key size of
1024 be chosen when generating the key pair. This provides a significantly secure
transaction.

When a company wishes to send transactions to its trading partner, it will use the
partner’s public key to encrypt the file. Encryption provides data privacy. Only the
private key counterpart can decrypt this file. Hence, the need to guard your private key.

When the sending party encrypts the file, it also uses its own private key to “sign” the
transaction. The receiving party can use the sender’s public key to verify the signature.
The digital signature provides non-repudiation.

Encryption / Digital Signature

Encryption and signatures are applied to files already translated to a NAESB REQWGO
standard data format, and before the data is sent to the batch browser. (Use of internal
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encryption such as X12.58 encryption is outside the scope of NAESB WGQ encryption
standards but does not conflict with PGP.).

Encryption and signatures can be accomplished manually for each file using the on-line
PGP or, on a mutually agreed basis, OpenPGP software, or in an automated (or “batch”)
fashion using programs to encrypt and sign. Whether encrypting in a manual or
automated fashion, it is essential that the correct public key of the trading partner be
used to encrypt and just as essential that the correct sender’'s own private key be used
to digitally sign the file.

Digital signatures may also be applied, on a mutually agreeable basis, to the HTTP
response by the receiver of the transaction.

Decryption / Signature Verification

After a transaction is received and processed by the CGI program, it 5 ready to be
decrypted and have its signature verified. PGP and OpenPGP software will utilize the
appropriate key pair when encrypting, signing, and decrypting if given the correct userlD
in the key ring identifying the trading partner. Upon request for signature verification, the
PGP and OpenPGP software will return a human-readable company name.

It is recommended that all implementers create a process where the name is used to
look up the ID of the company in a database table. If the ID is passed along with the
decrypted file, a process could be created to verify that the company which sent the
transaction corresponds to the company identified within the file, once the data has been
translated.

When digital signatures are applied, on a mutually agreeable basis, the HTTP response
received by the sender of the transaction may be verified to ensure non-repudiation of
receipt of the transaction.

Throughput Considerations

Encryption, digital signing, decryption and signature verification are all very CPU
intensive. It is not recommended that decryption or signature verification be performed
within the CGI that receives and processes the file. In fact, it would not be a good idea
to have these steps performed on the same computer that is attempting to receive
transactions at a time close to a deadline. Therefore, it is recommended that the
secured or to-be-secured transaction be passed to a separate computer for security
processing. This “passing” would likely be accomplished by using the File Transfer
Protocol (FTP). The security processing computer should be optimized for CPU and
memory.

Implementers of Internet EDM sites should review and evaluate Domain Name Server
(DNS) cache refresh intervals so as to ensure trading partner address changes are
recognized on a timely basis. A refresh interval of 24 hours or less is common.

Because decryption and signature verification are not handled at the time the file is
received, the sender will get an HTTP response of successful transfer but doesn’t know
if the file can be decrypted by the receiver. Guidelines for communicating the status of
the decryption step have been developed. See Section “Sending Error Notification
Transactions” and Table A, “Internet EDM Standard Error Codes and Messages”.
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Security Requirements
Basic Authentication

Basic authentication, also known as realm one security, has been defined as one of the
security standards for transmission on the Internet. The userid and password will be
assigned by the server party according to site standards. The trading party agreement
must identify the userid and password for this security as well as procedures for
changing the password, if applicable.

PGP or OpenPGP File Encryption

File encryption of the EDI file is also selected as a security standard for transmission on
the Internet. The encryption software employed is required to be compatible with PGP
2.6 or greater (using keys generated with the RSA algorithm) or the OpenPGP standard,
specified in IETF RFC 2440, on a mutually agreed basis. There are freely available
software implementations of the OpenPGP standard available at http://www.gnupg.org/.

General Security Recommendations
Firewall

A firewall is one or more computers running special software which is designed to
provide control of communications between two networks. Its purpose is to limit the
types of services between these two networks. Often, a company’s connection to the
Internet is intended to provide several other services to its employees who are
connected by an internal network such as a Local Area Network or Wide Area Network
(LAN or WAN). Examples of these services include access to the World Wide Web, use
of e-mail, use of file transfer capabilities and publishing content intended for viewing by
the external world on a Web server. In addition, the internal network will likely have
connections to host computers which provide internal services such as file and print
sharing, fax and database capabilities. So that availability of these services and
confidential internal data are not compromised by unwelcome intruders from the Internet,
there should exist a protective mechanism between the internal network and the public
Internet, the firewall.

There are two general mechanisms employed by firewalls to provide this control: packet
filtering and proxy services. Packet filtering examines important components of the
messages such as the address of the sending and target computers and the designator
(port number) for a specific application running on the target computer. By doing this, it
can prevent access to specific computers or programs on those computers. It can also
reject messages from certain computers. Proxy servers have various capabilities. They
can act as relay agents that can examine attempted use of certain features within an
application thus limiting access to these features. They can also hide (by substituting its
own address) the internal addresses of clients communicating with external hosts. This
hiding makes it difficult for potential attackers to focus on specific internal hosts.

Because firewalls are designed to deal with a broad set of security issues, which may
vary at each organization, and are not specific to the use of HTTP, this guide does not
attempt to provide specific implementation information. Deciding on a specific firewall
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architecture, organizational security policies, and choosing between numerous products
may require outside resources to address these issues.

SENDING ERROR NOTIFICATION TRANSACTIONS

Error Notification

When a client sends a file b a server, the server responds to the receipt of the file.

Though the file may be received correctly, some further processing must be done, such
as decryption and X12 translation. The decryption step which will have a pass/fail status
and then the X12 general translation step which will have a pass/fail status. The X12
general translation is merely the check that the file meets the X12 standards and has not
been corrupted. Further translation and processing of specific transactions and
elements is outside the Internet EDM scope.

When a file passes the decryption step and passes the general translation step, no
notifying communication is sent back to the client. However, if either the decryption step
or the general translation step fails, an error notification must be sent to the client.

In general, this standard format for error notification applies to the posting of an error
message after sender’s session has been disconnected. This error notification has the
potential of occurring only after the original HTTP Response is returned with an “ok” or a
warning (WEDM999 format) for the request-status value, not an error (EEDM999).

Additionally, trading partners are permitted to utilize digitally signed error notifications, if
both parties mutually agree to do so.

Error Notification Data Elements
The data elements for the error notification are the same as those described in Section
“Sending Transactions”, with the exception of the “input-format” and “input-data”

elements. The file containing the data elements for error notification should not be
encrypted.

Required Data Elements for Error Notification (listed in the required order)

Data Element | Description

Name

from Common Code Identifier of sending/client company, the server company which detected the
error

to Common Code ldentifier of receiving/server company, the client company which sent the data
setin error

input-format “error”
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input-data A text block containing the following items:

orig-from The “from” value from the original transmission

orig-to The “to” value from the original transmission.

orig-input-format The “input-format” value from the original transmission.

resp-time-c The “time-c” value from the original response.

resp-server-id The “server-id” value from the original response.

resp-trans -id The “trans-id” value from the original response.

requeststatus The new status of the transaction based on some process beyond CGI
such as decryption; see Table A, “Internet EDM Standard Error Codes
and Messages”.

comments Any comments the original receiving server wishes to include.

Mutually Agreed Upon Data Elements for Error Notification

none defined at this time

Error Notification “input-data” Element Specifications:

The file containing the data elements for error naotification should not be encrypted.
All data element names will be in lower case in the Error Notification.
Carriage returns and line feeds will be ignored in all files.

A field delimiter of “*” will be used in the Error Notification. Please refrain from displaying
a “*” anywhere else in the error notification so as not to confuse programs that need to
parse on this basis.

No spaces should surround the equal sign or the field delimiter.
The required data elements must appear first in the response.

Additional information can be included after the required elements at the server's
discretion.

The first occurrence of the field name within the response will contain the value.

If an error notification is given, a NAESB REQWGQ Error Notification contains two body
parts nested within a multipart/report outer envelope. The first body part contains human
readable content in HTML. The second body part contains machine readable content in
HTML. Additionally, consenting trading partners can mutually agree to digitally sign error
notifications. If digital signatures are used, the multipart/report containing the NAESB
REQ WGO-Error Notification is used to create a digital signature body part, identified by
a content-type of application/pgp-signature. Both the multipart/report NAESB REQWGO
Error Notification and application/pgp-encrypted digital signature body parts are
combined in a multipart/signed envelope.

Error Notification Example:

POST /cgi-bin/AS2dispatcher HTTP/1.1
Referer: http://www.get.a.life/upl.htm
Connection: Keep-Alive

User-Agent: brow v0.1 XYZ Corp.

Host: localhost
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Accept: image/qgif, image/x-xbitmap, image/jpeg, image/pjpeg, */*

Content-type: multipart/form-data; boundary= 87453838942833
Content-Length: 1958

87453838942833

Content-Disposition: form -data; name="from"

234567890
87453838942833
Content-Disposition: form -data; name="to"

123456789
87453838942833
Content-Disposition: form -data; name="version"

1.4
87453838942833
Content-Disposition: form -data; name="receipt-disposition-to"

123456789

87453838942833
Content-Disposition: form -data; name="receipt-report-type"

gisb-acknowledgement-receipt
87453838942833
Content-Disposition: form -data; name="input-format"

error
87453838942833

Content-Disposition: form -data; name="input-data"; filename="c:\temp\error.not”
Content-Type: multipart/report; report-type="gisb-error-notification"; boundary="GISB7868"

--GISB7868
Content-type: text/html

<HTML><HEAD><TITLE>Error Notification</TITLE></HEAD> <BODY><P>
orig-from=123456789*

orig-to=234567890*

orig-input-format=X12*

resp-time-c=19960619102855-06*

resp-server-id=coolhost*

resp-trans -id=234423897*

requeststatus=EEDM601: Public Key Invalid*

comments=Please contact 1-800-555-1212 for correct public key*

</P> </BODY></HTML>

--GISB7868
Content-Type: text/plain

orig-from=123456789*

orig-to=234567890*

orig-input-format=X12*

resp-time-c=19960619102855-06*

resp-server-id=coolhost*

resp-trans -id=234423897*

requeststatus=EEDMG601: Public Key Invalid*

comments=Please contact 1-800-555-1212 for correct public key*
--GISB7868--

87453838942833—

Signed Error Notification

Content-Type:multipart/signed; micalg=pgp-md5; protocol="application/pgp-signature”;
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boundary=8760
--8760
Content-Type: multipart/report; report-type="gisb-error-notification"; boundary="GISB7868"

--GISB7868
Content-type: text/html

<HTML><HEAD><TITLE>Error Notification</TITLE></HEAD> <BODY><P>
orig-from=123456789*

orig-to=234567890*

orig-input-format=X12*

resp-time-c=19960619102855-06*

resp-server-id=coolhost*

resp-trans -id=234423897*

request-status=EEDM®601: Public Key Invalid*

comments=Please contact 1-800-555-1212 for correct public key*

</P> </BODY></HTML>

--GISB7868
Content-Type: text/plain

orig-from=123456789*

orig-to=234567890*

orig-input-format=X12*

resp-time-c=19960619102855-06*

resp-server-id=coolhost*

resp-trans -id=234423897*

requeststatus=EEDMG601: Public Key Invalid*

comments=Please contact 1-800-555-1212 for correct public key*

--GISB7868--
--8760

Content-Type: application/pgp-signature

Version: 2.6.2

iIQCVAWUBMJIrRF2N90oWBghPDJAQE9UQQALI7LURVndBjrk4EqYBIb3h5QXIX/
LC//IV5bNVkZIGPICEmISiFd9boEgvpirHtIREEgQLQRKYNOBACtFBZmh9GC3C041
WGquMbrbxc+nIs1TIKIA08rViQig/2Yh7LFrK5Ein57U/W72vgSxLhe/zhdfol TOBrnH
OxEa44b+El=

=ndaj

--8760--.

Pre-validation before Decryption

Proper trapping of the range of decryption process errors listed in Table A (Internet EDM
Standard Error Messages and Codes) may require program code which is external to
the decryption algorithm. Some versions of the PGP software do not explicitly
discriminate between EEDM601, EEDM602, EEDM603, and EEDM699 type errors.
Under such a circumstance, files inbound to the decryption process should be
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preprocessed to trap the errors not identified by the PGP version being used. For
example, searching the file for the text strings “BEGIN PGP MESSAGE” and “END PGP
MESSAGE” can quickly identify “EEDM602 File not encrypted” and “EEDM603
Encrypted file truncated” type errors when the implemented PGP version only identifies
decryption success, invalid public key (EEDM601), and decryption failure (EEDM699).

CHECKLIST OF TESTING STEPS
Purpose

Preliminary steps in testing are helpful before the full batch browser and server
applications are completed. This checklist is intended to provide a series of small
achievements leading up to the complete solution.

Client/Browser

NOTE: Throughout all transfer tests, compare files stored on the server against the
source file to ensure that the file transferred intact. While transferring to another
company’s server, you may have to contact that company to send the file back to you so
that you can perform the compare.

1. Install an interactive browser. Identify an existing Web server from among
NAESB REQWGSO compliant servers offering interactive upload for test. See the
NAESB REQWGO home page for a list of organizations willing to act as testing
partners. These organizations should have a URL complete with the CGI
program name to which a tester may send test files. File content does not need
to be X12 or other NAESB REQWGS standard format to accomplish this step in
testing.

2. Develop or acquire a batch browser that uses multipart for the encoding
methodology. Transfer the same test file as in step 1 to the URL not requiring
Realm One security.

3. Add Realm One security to your file transfer, and change the URL to the secure
URL. Continue transfer tests with your batch browser.
4. Acquire and install PGP or OpenPGP compliant software. Generate your public

and private key pair. Make sure to choose the RSA key generation algorithm for
PGP or DSA and El Gamal for OpenPGP. Download the test server’s test public
key. Encrypt your data file using this key. Modify your file transfer to send the
encrypted file. Continue transfer tests. Request that the test server contact

decrypt your file.

HTTP Server and CGlI

1. Install Web server. Establish an Internet connection to your server. Ensure that
you have ample storage space for transferred files. Ensure that permissions are
granted to the directories.

2. As an optional preliminary step, acquire or develop an HTML page for interactive
file upload (sample code is earlier in this document). Test interactive file upload
to your own server using an interactive browser.

3. Acquire or develop a CGI program to receive file transfers and process according
to NAESB WGQ-REQ standards. Test transfers to your CGI using your batch
browser.
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10.

Transfer a X12 or other NAESB REQWGO standard format dataset to your
server and process it through your translator or other appropriate processes.
Copy the CGI to a “secure” directory where Realm One security, or basic
authentication, is enabled. Using your batch browser, transfer to both URLS, with
and without authentication. Thoroughly test using the incorrect userid and
password against the secure directory.

Generate a second public/private key pair. Use the second key to encrypt a file
and transfer the file to your server. Decrypt the file.

Once your site security is established, contact a trading partner to test transfers
against your server.

Test with various file sizes to ensure that your CGI can process small and large
files.

Request that several other trading partners and/or several clients within your own
company transfer concurrently to ensure that your server can withstand the load.
Test application with various simulated errors in both file transfers and in PGP or
OpenPGP decryption.
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FREQUENTLY ASKED QUESTIONS

As an end user, do | need a continuously connected internet Web server to
participate in the Internet EDM in the gas industry, or can | just use a dial-up
connection to my ISP and my favorite shrink-wrapped browser software?

An interactive browser connection is not enough to actively participate in the system. It is
not necessary to have a private Web server, you can use a service, however the system
requires that you have access to a permanent internet connection which is capable of
both sending and receiving files (with CGI or BGI) without operator intervention.

If we use ANSI X12.58 encryption do we still need to use PGP or OpenPGP
encryption?

The use of internal encryption such as X12.58 is outside the scope of the NAESB WGQ
encryption standards.
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TABLE A - Internet EDM Standard Error Codes And Messages

These errors and warnings are strictly related to problems found in the recipient CGI or
decryption levels of processing before translation. Errors and warnings generated by the
client batch browser are assumed to be documented at the client site to distinguish them
from problems occurring in the recipient CGI or decryption. Numbering schemes and
descriptions should aid in this distinction.

Note: For HTTP error codes see the NAESB REQWGQ home page for information
sources.
EEDM##H standard error format with ### representing a numeric value further

processing will not take place

WEDM###  standard warning format with ### representing a numeric value further

processing will take place
The string for the error or warning should appear in the following format:

Validation Code:Description;supplemental message to be defined by the
issuing site up to 80 characters

Internet EDM Standard Error Codes and Messages

Validation Code | Description Data Element Required vs. Mutually Agreed
EEDM100 Missing “from” Common | From required
Code Ildentifier code
EEDM101 Missing “to” Common| To required
Code Identifier
EEDM102 Missing input format input-form at required
EEDM103 Missing data file input-data required
EEDM104 Missing transaction set transaction-set mutually agreed
EEDM105 Invalid “from” Common| From required
Code ldentifier
EEDM106 Invalid “to” Common Code | To required
Identifier
EEDM107 Invalid input format input-format required
EEDM108 Invalid transaction set transaction-set mutually agreed
EEDM109 No parameters supplied parameter string | required
EEDM110 Invalid “version” Version required
EEDM111 Missing “version” Version required
EEDM112 “receiptsecurity-selection” | receipt-security- | mutually agreed
not mutually agreed selection
EEDM113 Invalid “receiptsecurity- | receiptsecurity- | mutually agreed
selection” selection
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Validation Code | Description Data Element Required vs. Mutually Agreed
EEDM114 Missing “receipt-| receipt- required
disposition-to” disposition-to
EEDM115 Invalid “receipt-| receipt- required
disposition-to” disposition-to
EEDM116 Missing  “receipt-report-| receipt-report- required
type” type
EEDM117 Invalid “receipt-report-| receipt-report- required
type” type
EEDM118 Missing “receiptsecurity- | receiptsecurity- | mutually agreed
selection” selection
EEDM119 Mutually agreed element,| Refnum mutually agreed
refnum, not present
EEDM601 Public key invalid file itself required - security
EEDM602 File not encrypted file itself required - security
EEDMG603 Encrypted file truncated file itself required - security
EEDM604 Encrypted file not signed
or signature not matched
EEDM699 Decryption Error required for general decryption errors not
specifically identified by PGP or OpenPGP
messages or exit codes
EEDM701 EDM party not associated required
with EDI party
EEDM702 Data Structure Error required if the translator does not handle
this exception
EEDM703 Data set exchange not required if the translator does not handle
established for Trading this exception
Partner
EEDM999 System error required for general system errors to
indicate severe errors in processing at the
receiving site
WEDM100 Transaction set sent not| transaction-set | mutually agreed
mutually agreed
WEDM102 “receiptsecurity-selection” | receipt-security- | mutually agreed
not mutually agreed selection
WEDM103 Missing ‘“receiptsecurity-| receiptsecurity- | mutually agreed
selection” selection
WEDM104 Element refnum received, | Refnum mutually agreed
not mutually agreed;
ignored

90




NAESB WGQ Electronic Delivery Mechanism Related Standards

CHANGE LOG
Appendix
Section/ Areato Change/Comment Suggested Change
Par agraph
[all] References to WGQ Replaced with REQ
Page 104 “natural gas industry” reference under Replaced “natural gas industry” with
definition of NAESB “energy industry”

Page 104 Missing reference to PGP Corporation Added reference to PGP Corporation

Page 108- | Appendix C and D not applicable to REQ | Removed pages 108-112
112 at thistime

Page 113 Reference to WGQ Customer Activities | Removed reference.
Web Site
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APPENDIX A - Reference Guide
CGl

An excellent source on CGl is a book entitled “Special Edition Using CGI” by Jeffrey
Dwight and Michael Erwin.

Firewall Security

An excellent source which covers this topic in detail is a book entitled "Firewalls and
Internet Security: Repelling the Wily Hacker" by William Cheswick and Steven Bellovin.

NAESB

NAESB Web Site: (http://www.naesb.org) Primary reference for natural-gas—energy
industry standards

General NAESB WGQ FTTF Reference Page: (http://www.naesb.org/fttf.htm). This
location provides pointers to samples and further documentation.

HTTP

The NAESB REQWGO EDM architecture is based on HTTP 1.1, and all
implementations should be compatible with this version.

W3C WorldWide Web Consortium. All aspects of HTTP, HTML, and other Web-related
topics are documented at:
http://www.w3.org/pub/WWW/

General information regarding HTTP with basic terminology included are documented at:
http://www.w3.0rg/pub/WWW/Protocol yHTTP/1.1/spec.html

Syntax information for multipart can be found in IETF RFC1341 section 7.2.
(www.ietf.org)

HTML

Before April 24, 1998, the recommended standard from the WorldWide Web Consortium
was HTML 3.2. The specification for this standard can be found at:

http://www.w3.org/pub/WWW/TR/REC-html 32.html

Effective April 24, 1998, the WorldWide Web Consortium has made a recommendation
for HTML 4.0. Information on HTML 4.0 may be found at http://www.w3.0rg/TR/REC-
html40/.

http://www.ncsa.uiuc.edu/General/Internet/WWWW/HTMLPrimer.html
http://mww.interlink-2000.com/guide-to-publishing-html.html

Special Edition Using HTML, Second Edition, Mark Brown, John Jung, and Tom Savola,
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Que Corporation, 1996.
PGP Software

PGP is available for a variety of operating systems and platforms. For more information
contact Network  Associates  (http://www.nai.com) or PGP  Corporation,
(http://www.pgp.com)

OpenPGP Software

The IETF OpenPGP standard is available at http://www.ietf.org/rfc/rfc2440.txt

Software implementations of the OpenPGP standard are freely available for commercial
use from the Free Software Foundation at http://www.gnupg.org.

Time Synchronization

Testing has shown that the clocks on all computer systems drift. It has also been
surprising to see just how much they do. Time synchronization is required to assure that
all trading partners transaction times are accurate. Time accuracy is dependent on how
much a system’s clock drifts, how frequently it is resynchronized and the accuracy of the
source used for synchronization.

Authoritative time synchronization is now being provided by governmental agencies
around the world based on a synchronized network of atomic clocks. In the United
States this includes the U. S. Naval Observatory and the National Institute of Standards
and Technology.

A easy way to obtain the current time is from the U. S. Naval Observatory’s Web site at
http://tycho.usno.navy.mil/cgi-bin/timer.pl. The output from this page can easily be
edited and reformatted to set a local system’s time. Commercial, shareware and public

domain packages are also available to synchronize system times. Among them are NTP
(which is an internet standard), internet daytime, nisttime / usnotime.

Further information on time synchronization may be found at the following Web sites:
http://www.eecis.udel.edu/~mills/ntp/test.html

http://tycho.usno.navy.mil/ntp.html

http://www.ccd.bnl.gov/xntp

http://www.txdirect.net/users/sfisher/clock.html

http://www.is.co.za/resources/ftpsite/tucows/softsync.html
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APPENDIX B - Repudiation and Validation Examples
Repudiation and Validation examples:

When a transaction file is received using the EDM mechanism there are several
guestions that typically must be answered:

1) Isthe HTTP sender (from) valid to send to the HTTP ‘to’ party?

2) Does the HTTP sender match the party who encrypted and signed the file?

3) Does the HTTP sender match the sender within the file?

4.) Is that sender with the data valid to ‘speak’ for the parties transacting business?

Is the HTTP sender (from) valid to send to the HTTP ‘to’ party?

The first validation, determining that a party is a valid sender must be done during CGI
execution. This is simply a ‘look up’ verification that the Common Code Identifier ‘from’ is
recognized as a valid sender.

Does the HTTP sender match the party who encrypted and signed the file?

The next validation, determining that the HTTP sender is the same as the signer,
requires that the following information be available:
The ‘from’ common code identifier (9 digit D-U-N-S® Number). This is the
second field in the HTTP post message sent to the CGI. This information must
be preserved from that earlier process and passed to the ‘post-CGI’ process.

The Pretty Good Privacy (PGP) or OpenPGP User ID associated with that same
party

To compare these items a ‘table’ would most likely be established that would allow the
post-CGI process to identify that there is a correlation between these identifiers. The
origin of the ‘from’ identifier is the HTTP POST ‘from’ field. The origin of the PGP or
OpenPGP user ID is the decryption process. The PGP or OpenPGP User ID of the
signer is a byproduct of file decryption on a signed file. If PGP or OpenPGP software is
executed from the command line the output would be presented in a format like:

Good signature from user "ABC CORP".
Signature made 1997/05/13 19:30 GMT
Plaintext filename: test3

If PGP or OpenPGP is executed using a program interface the User ID that signed the
file will be provided in a buffer. Comparing this buffer to the expected User ID would
serve to verify this value.
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Does the HTTP sender match the sender within the file?

The data file itself indicates (in the case of X12 data) the sender and the intended
recipient within the ISA segment. Although this may be the same (D-U-N-S® Number)
as the ‘from’ data these fields are not standardized. This may require the use of a ‘table’
to relate these identifiers.

Consider also that, although it is strongly recommended that only a single ISA be
contained within a file, that the process should account for the possibility of several ISA
segments. This comparison will ensure that the parties used during translation are in
fact the parties that sent, encrypted and signed the data.

Is that sender with the data valid to ‘speak’ for the parties transacting business?

This last validation is listed here only to complete the chain of identity. The process that
would evaluate this relationship would typically be the business application. Since we
have checked the identity through each step of this process this is the point at which the
identity of the sender would finally be verified as having a business relationship to
conduct the business specified.
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Minimum Suggested
GConnectionDevice: 288 KB Direct Connect
it lod .
RAM: 128-MB >128 MB
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Minimum Suggested
Hardware: Pentium®’200MHz of Pentium® 500MHzor-greater
equivalent
RAM- 128 MB =128 MB
1SDN
Satellite
56 KB-modem
DSsL
Gable-Modem
12" | ot 12" | ot
Display-Capabilities: 1024x768 > 1024768
lek-colors > 16k-colors
Operating-System: Windows® 95 Windews® XP
System7@° Windows®-98
Selaris®* 25 Windews® NT 4.0
Solarig® 2.6
System-Sie
Windows® 2000
Windows® ME
LiAux
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APPENDIX E - MINIMUM TECHNICAL CHARACTERISTICS FOR
AN EDM SERVER

Allowable TCP Ports (not UDP ports)
HTTP HTTPS 80, 443, 5713, 6112, 6304, 6874, 7403
ICA® 1494
RMi(Java® ) 1099-1100
Java® Telnet 31415
TCP Optional 8001-8020**
SMTP 25

Allowable UDP Ports (not TCP ports)

Secure ICA 1604

There are other technologies available that would require additional ports to be
opened, such as FTP and Telnet. If and when NAESB REQWGQ approves such
technologies, FTTF will modify this list of allowable ports accordingly. The client-
side firewall implementation and client browser settings should permit the
downloading and installation of NAESB WGQ-REQ approved plug-ins and

modules. Please—refer—to—the NAESB WGOQ defined—Minimum—Technical
i : . or_the list :
MAESESMNE O apopopec ol e and oo,

**The reservation of 20 optional ports was to provide room for implementations
such as DCE, IIOP, and load balancing implementations. TSPs should endeavor
to minimize the usage of these ports.

ICA® is aregistered trademark of Citrix Systems Inc.

JAVA® is aregistered trademark of Sun Microsystems, Inc.
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