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BUSINESS PROCESS AND PRACTICES

[Editor’s Notes —to be deleted after review]

Area to Change/Comment Suggested Change
and | No action taken. What term will we use in
ogind like natural gas terms. | REQ? Once we decide, we will need to go
ds to be changed | through the entire document and replace.
“Energy”
“NAESB” or “NAESB REQ”
SNIPPE
Name of REQ EDN@ ., differentiate REQ
differentiate from NAESB GQ: can easily be
all General editing c using standard
becomes “use”
A “Gas Industry” better “Energy
Industry”
A paral Language about EBB and FF does not | Delete language aBout EBB and FF
apply
A paral Need language regarding the reasons for | Added language “Role of EDM-REQ in
an EDM for REQ: includes: need for future | NAESB
collaboration w/ WGQ; scope of initial EDM-
REQ:;
A paral Need REQ-specific language for the role of | Added language
the Internet EDM in REQ, including: large
volumes, large transactions; existing
implementations of EDM; ebXML; AS2; of
EDI; of XML
A paral XML: my understanding is that we need to | Included some language; needs to be
address this in the standard. expanded and made consistent
throughout document
A, para 2 Language about EBB and FF does not | Delete down to “separated flat files”.
apply
A, para 2 “Protect from non-repudiation” is worded | Maybe “with non-repudiation”
incorrectly
A, para 3 Language about EBB Delete entire paragraph
A para4 Questions in front can be removed: instead | Deleted
simply state value statement.
| A para 28 | “Pipeline” Replaced with “Energy”
A, para 30 Need language about OpenPGP Language added by Dick B
c.4.1 Principles: deleted a bunch of them; should | No action taken.
we renumber?
C.4.1.1, 8, | Language about EBB, IPs, and/or FF Deleted relevant language or bullet
11, 13, 16—
35, 38
C.4.2 Definitions; deleted a bunch. adding some: | No action taken
should we renumber?
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C.4.2 Should we add a list of REQ entity types | Added some then stopped. Are these
(LDC, TDSP, EDC, CR, ESP, ESCO, etc) needed?
C. 4.2.1-10, | Language about EBB, IPs, and/or FF Deleted relevant language or bullet
12-20
C.4.2 Need language describing Failover | Added language
enario/process
C. 4 ence ‘trading partner agreement’ | Added lanquage re: trading partner
d ave a definition. Will there be | agreement
Obtagdafd?
C arfls: felg§teqnd bighch,: will be adding | No action taken
o : sho r el [
CHe 3 age@boft ' lihe’ Deleted language.
a bdlit inyte dow: Mo Ngq action taken
anil ECN/EDI?
C.4.34 Data re S L m dified by Dick B
C.4.3.15 Need Open PGP [a i en PGP language
C.4.3.16 Appears _to be related to el@e _
mechanisms
C. 4.3.5-7, | Language about EBB, IPs, and/or FF e or bullet
9 17-35
37-52, 54-
63, 65-69
72-73, 75-
76, 78-86
C.4.3.87 Language talks about changing business | Deleted
rules
C,4.3.88 Need 128-bit language Added by Dick B
D, 7.3.24 Not relevant to REQ Deleted
D, 7.3.35 Not relevant to REQ Deleted
A. Overview

Role of REQ Internet EDM in NAESB (OPEN ISSUE 026)Whererternet EBDM

—

Role of Internet EDM in the REO

The scope of Internet EDM is to address electronic commerce over the Internet using

X12 (EDI/EDM) and XML (XML/EDM) between tradrng partners

ANS| ASC
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REQ electronic commerce requires the exchange of large volumes of transactions and

transaction data. The EDM-REQ enables REQ parties to securely and reliably exchange
these transactions over the Internet. These transactions are to address electronic
commerce over the Internet using:

ANSI ASC X12 (EDI/EDM) transactions (e.g. DE, MA, MD, MI, NJ, NY, PA, TX, VA)

XML transactions (e.g. MI, TX and Ontario)

Version XX (OPEN ISSUE 028) of the EDM-REQ standard incorporates all technical
specifications of the NAESB WGQ EDM Version 1.6, including:

EDI/EDM compliance with method of the broader "HTTP Transport for Secure EDI"
standard being developed by the Internet Engineering Task force (IETF).

Mutually-agreeable business practices to protect the sender of a document with non-
repudiation and with digitally-signed Error Notifications.

FE/EDM, IP/EDM and EBB/EDM were intentionally excluded from the NAESB WGQ EDM.
(OPEN ISSUE 029)
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Business Reasons for Using EB/EDM

alreadv existing in your own computer applications can be used to
sadions. Information from a trading partner can be mapped to a
M f®rmat reduces errors, unnecessary intervention and
' o or reducing:

pplication format input file at each

tradm nAa

The mapping between vario®
partner.

d every trading

A company that relies on computerized systems to _conduct business and exchanges

transactions with several trading partners can _communicate those transactions more
efficiently with EDI and XML standard data formats and with Internet EDM as the
communications mechanism.

Using the Internet for communications, a trading party needs to support fewer connectionsto
its trading partners. This can eliminate or reduce the complexity of different connection
methods for different trading partners.
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Roles in Electronic Commerce

In all electronic commerce, one party initiates, or sends, a transaction and the other party
eceives the transfer. In the Internet environment, the sender is referred to as the client and

does not agree to the inclusion of addition must allow for
transmission and receipt of data using the mini
The Trading Partner Agreement is a key reference in elec
“designated site” for each partner (see the Business
documentation), values used for variable parameters, and optiona

by the partners (OPEN ISSUE 008).

It will define the
Subcommittee
hat will be used

Assess Your Capabilities

Internet EDM can be constructed and deployed with internal resources, with
consulting/development help from a third-party, or as an outsourced solution with a third-
party. The best solution for each organization must be determined based on the assessment
of specific needs and the resources available to that organization.

With in house internet systems expertise, it is possible to implement Internet EDM with little or
no assistance. Other organizations may view commerical off the shelf Internet EDM or
Internet EDM outsourcmq as the most effectlve strateqv

Where possible, NAESB Internet REQ EDM (OPEN ISSUE 030) has adopted technologies

that can be acquired at low cost. Sample code is provided where readily-available
commercial quality products do not exist. This sample code is not supported but rather is
intended for companies that have technical expertise but need some starter code from which
to build their own versions (OPEN ISSUE 013).
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gy all of the required
ESB home page
WGQ EDM pilot

[This document is extreT e ReE»
functionality with internal resource ]
captures “lessons learned” from those comp

project.

It was demonstrated throughout the pilot test that electronic commerce using the Internet can
work. However, it is strongly encouraged that all parties fully investigate the ramifications of
introducing electronic commerce using the Internet. This includes ensuring that all customer
data, internal data, and applications are secure from intruders or other parties not authorized
for access.

Participation in electronic commerce over the Internet will involve hardware, software, and
technical expertise. Hardware requirements may include a server to receive incoming EDI
files, a firewall processor to block intruder access. Software will include operating software
for the servers, including the firewall, programming languages which support Internet
technologies, and encryption/decryption software to provide security during the transfer.
Technical expertise may be involved in the development and maintenance of server
applications to process incoming files as well as applications to initiate communication with
the server of your trading partner.

The NAESB home page contains the text of the pilot test report and reference material that
parties may utilize in evaluating and choosing hardware and software.

Using a Third Party

Third-party providers offer a variety of services from a full “turn key” solution to assistance

only where you require it. Such assistance might include programming, system configuration
and system administration as well as private communication links.
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gipartnérs should maintain redundant connections to the public Internet for EDM sites.
undant cdnnections should be topographically diverse paths to minimize the
offa single pojgt offfailure. Three possible approaches to redundant connections

ain ult ISPs| and ltiplegPoints of connectivity, each of which was
i ) e salne L fmaking {th rclciof edundancy transparent to the

sender!
2). Maintain different Inte stivity -, 2SUM. topographically
different ISPs). For this to resu cO i e sender should

know of the existence of the secondary U
automatically switch batch-browser transmissions f
primary URL is unavailable.

g in place that will
URL when the

3). Maintain multiple connections to the same ISP. This involvesS¥®fily one URL but the
presumption would be that the ISP would provide alternate diverse paths for the URL.

Receivers may maintain multiple URLs and, if such have been disclosed, the sender should
attempt to use these during primary URL outages. The redundant public Internet connections
can be through a single ISP or multiple ISPs. If multiple URLs are provided for EDM access,
the following conditions should be met:

The information provided by each URL should be exactly the same, although trans-ids
can be different.

The trading partners should be informed of both URLs and their availability by system
wide notice or by Trading Partner Agreement.

The URLSs should be identified as primary and secondary if either:

There is a TSP connection speed difference between the URLSs (The faster connection
listed as primary)

or
One URL is only available when the other is down (primary URL being the most
available)
The URLs should be listed as primary and alternate if:

. The URLs have the same TSP connection speed

and

The URLs are customarily available simultaneously

Note: A URL is considered available (in the context of communication redundancy) if all the IP
facilities are properly functioning up to and including the HTTP service. This would include
any-FSPprovidedfacilitiesineluding firewalls, DNS servers, routers, hubs, LANSs, etc. that are
between your the- FSP's-HTTP server and your Internet Service Provider’s the-SP's-point of
presence.

Note: In this context redundancy refers to normal operations redundancy (as opposed to
disaster recovery contingencies).
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| Private network connections to access NAESB W&O-REQ EDM sites may be at any point on
the TSP’s firewall boundary at the TSP’s discretion on a nondiscriminatory basis. The specific
type and speed of their connection should be mutually agreed. It is at the discretion of the
TSP

on how multiple private network connections should be managed. FSPs-—are-rot

a a¥h fa' a aa on avno a ¥laYaYa alalla aMla¥atiV¥la ‘aYaYaVa aon
o o - v o

nications

SH Princigle 4pll. 37 and NAESB WGQ Standard 4.3.70 -restrict the TCP ports used
a standlard fof EBM c@mmunications; The usage of NAESB WGQ standard ports may
pdifications inghe client-side pifewall tg allow for communications with the various
pviders' EDM&jinplementations. jU request, the TSP should indicate to their
SR 3 Q specificlr CPipomsi thgy Ir(lq iré tade opened to conduct electronic
| communicatidfe ' fior a'fist of allowahlé T@Bports. (OPEN ISSUE 007)

These guidelines will be reviewed a +Ta ,
EQ Executive

at a minimum, by the spring of each year and
Committee for adoption by the June meeting of Tha

| *All NAESB W&Q-REO standard Internet communications

| Major functions of Internet EDM covered by the NAESBWCGO-REO Standards

Communication Protocols

| HTTP is the standard protocol and PestPOST is the standard method by which transactions
will be transmitted over the public Internet. The content type used to package the X12 or
| NAESB WSO-REQ standard format file and its related parameters for the HTTP request is
multi part. This provides more flexibility in the coding of the messaging components in the
application because of the way it handles the delimiting of data parts passed in the body of
| the form as the “package” is typically called in technology circles. (OPEN ISSUE 004)

Sending Transactions (Client)

It was determined that in order to —-provide the level of automation required by some
organizations such as a large pipeline-company to handle the volume of transactions and
the level of interface needed for possibly many back-end process applications, a fully
automated batch browser is a required component of the application. In this form, the batch
browser can be an event-driven mechanism used to push the transaction from the sender’s
previous processes (the back-end application, the translation, and the security process)
across the Internet to the trading -partner’s server site where receipt of the transaction is
acknowledged. The automated batch browser would also better serve the logging function of
transactions being sent.
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Receipt of Transactions (Server)

The receipt of transactions in the multi part HTTP Post request would require some form of
Cemmon-Gateway-thterface{CGH-receiving program in order to send back a response that
yould notify the batch browser that it has received the transaction and whether the file in its
yrocessed form and its parameters were accepted as sent or rejected. This component of
sation would be able to parse out the parameters and related file and determine if
pppepriate parameters had been transmitted with the file, log the appropriate statistics
dingia time standp abput the file and parameters, store the file and send the response
tothe batchibrg ith the time stamp and other required response elements. If the
j parties agreef to use signed receipts, then the application would
ally atta€h aidigigal signature tgthe response. After the appropriate processes have
e : -, thedile would then be forwarded to the security
Though many decisions as to overall securit a ft ding partner and
their environment, several security measures were gblish ards to ensure a
minimum level of confidence in conducting business over 0 provide some
uniformity in the implementation of security. Four primary secs ere considered
as vital in providing the level of protection of transactions needed energy industry
commerce: data privacy, data integrity, authentication, and non-repUdiation. Fhe-F+++
: : . liai .

capability-of-thePretty-Good-Privacy{(RPGP)-seeurityapplicatior—Any process used for
encryption and decryption compatible with PGP 6.52-6 (using keys generated with the RSA
algorithm) meets the minimum standard to be applied to files transmitted over the Internet.
Additionally, the OpenPGP standard, defined by IETF RFC 2440, is a mutually agreed upon,
supported alternative to PGP 6.52-6. Implementers of the PGP product should consider
upgrading to PGP version 6.5 for compatibility with the OpenPGP standard and all previous
versions of PGP. To prevent unwanted intruders from connecting to the Web sites, basic
authentication is the required standard. Additional issues such as firewall security are

discussed in the standards, but are considered implementation issues to be addressed by
each organization.

Security

B =
ed ¢
T
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B. General Standards
Principles:
0.1.1 An entity is a person or organization with sufficient legal standing to enter into a contract or

angement with another such person or organization (as such legal standing may be
’ ' by those parties) for the purpose of conducting and/or coordinating ratural-gas

Location, and/or Single%e 8 atien (D& ”) terms) However,

in the following situations, a Bra g ‘ olbe an entity common

code.

1.  when contracting party provides a D-U-N?
or

2. toaccommodate accounting for an entity that is identiffe

(OPEN ISSUE 001)

Location level;

Location level.

1 D-U-N-SO is a registered trademark of Dun & Bradstreet, Inc.
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C. Electronic Delivery Mechanism Related Standards
Principles:

4.1.1 4

Ctfonic Delivery Mechanism does not pick winners, rather it should create an
ent Wwheye the marketplace can dictate a winner or winners.

Electronic communications between parties
nondiscriminatory basis, whether through an age
transaction.

4.1.8 [Deleted]

4.1.9 Service providers should post clear and precise business processing rules at the designated
site, or in writing, upon request.

4.1.10 There should be at least one standard (computer-to-computer exchange of transactional
data) for data exchange format.

4.1.11 [Deleted]

4.1.12 Protocols and tools that parties elect to support should be “Internet-compatible”.

4.1.13
dewm@ad—th&da%a—te—beased—m%h&#apahea%% DELETED

4.1.14 The industry should use standard policies and guidelines for testing. These guidelines are
contamed in the REO EDM speC|f|cat|on —Hew—data—se%s—'lihese—gbkréeimes—a#e—eweﬂﬂy

4.1.15 4 AESB REO should
not set standards for site- IeveI securlty Ind|V|duaI organlzatlon security standards should
be relied upon.

4.1.16 [Deleted]

4.1.17 [Deleted]
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4.1.18 [Deleted]

[Deleted]

4.1.23 [Deleted]

4.1.24 [Deleted]

4.1.25 [Deleted]

4.1.26 _ [Deleted]

4.1.27 [Deleted]

4.1.28 [Deleted]

4.1.29 [Deleted]

4.1.30 [Deleted]
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4.1.31 [Deleted]

4.1.32 [Deleted]

Vi Vi AN
L T L O
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adardized, all elements used in standard EEE/=BM-EDI/EDM and XNVILF~/EDM
defified,in the related NAESB WGO-REO x.4.z standard. (OPEN ISSUE 031)

4 / C g A l onten e hotld-re onah orraecsnond
. ) L= 4 — -.‘” O a 6tHo aSORaPY-E0o BORd
:' A ) 1}

!. ... ,,-e DI/EDM-[Deleted

W

1. Trading partners snov P ‘ ; lic Internet for NAESB
| WGEO-REQO EDM Web sites, ™V fle 5 . = tandardized Internet
communication. These redundant conTe&e#on allld be iverse (duality of)

paths to minimize the probability of a single P8

| 4.1.37

EDM implementations S#¢ the number of
outbound ports required to be opened on the client-side firewa®

4.1.38

in mh eh the NAI%B—\NGQ—eIa%a—emlemem—\Aﬁs—aeleﬁ%eel— Deleted

| 4.1.39 Trading Partners should mutually select and utilize a version of the NAESB REQ WGO-EDM
standards under which to operate, unless specified otherwise by government agencies.
Trading Partners should also mutually agree to adopt later versions of the NAESB W&Q
REO EDM standards, as needed, again unless specified otherwise by government agencies.

Definitions

421

4.2.2 ownload” '
#e#mai—s&ﬁable#eps%emg& Deleted

4.2.3 [Deleted]

4.2.4 [Deleted]

4.2.5 [Deleted]
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4.2.6 [Deleted]

4.2.9 “Standard Client Configuration” is the term used to describe the configuration that allows
simultaneous access to multiple industry Web sites.

4.2.10

| 42.11 “NAESB WGO REQ EDIEDM” is the term used to describe ANSI ASC X12
computer-to-computer electronic data interchange of information in files as mapped from the
x.4.z NAESB W&O-REQ standards in the NAESB W&O-REQ Implementation Guides and
communicated between trading partners over the Internet using the NAESB REQ W&O
Electronic Delivery Mechanism._(OPEN ISSUE 031)

4.2.12

-[Deleted
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4.2 XX “NAESB REQ XML/EDM" is the term used to describe a standardized XML electronic data
interchange of information in files as mapped from the x.4.z NAESB REQ standards. NAESB
REQ XML/EDM is communicated between trading partners over the Internet using the NAESB
REQ EDM. (OPEN ISSUE 031)

[Deleted]

4.2.16 [Deleted]

4.2.17 [Deleted]

4.2.18 [Deleted]
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4.2.20 Testing data sets between trading partners includes testing of:
1. intended business results,
2. proposed electronic delivery mechanisms, and

| 3. related EDI/EDM and;-where-suppoerted-XMLF-/EDM implementation issues.
Testing should include enveloping, security, data validity, and standards compliance (e.g.
| X12 and NAESB W&O-REQ EDM Related Standards).
4.2 Efneq a geenario a prescribed process is executed when a NAESB REQ client
b§sh i c@hnedion to the target NAESB REQ server.
4. M- " 1S tle v@ siorfiof [he SBgEDM that has been tailored to the specific needs of
RetolliElec a t.Jand béisclibnthe MAESB WGQ EDM. (OPEN ISSUE 030)

4.2.23  “Tradl tiliat clitc Slin adregmegd with another party to transact
business electro M-HE® siEind ;

4.2.24 “TDSP” — Transmission and Distrib rov term for a Utility;
generally analogous to LDC, EDC.

4.2.25 “LDC” — Local Distribution Company

[Do we want to include some of the names of entities in the REQ, such as ve?]

4.2.26  “Originating party” is any party originating/creating the document reflecting the transaction to
be submitted. This could also include a third-party.

4.2.27 “Third-Party” is any organization that a trading party uses to provide services to comply with
the required elements of the EDM-REQ.

4.2.28 “Receiving Party” is any party that hosts (either in-house or outsourced) an EDM-REQ
compliant server capable of receiving EDM-REQ transaction files.

4.2.29 “Trading Partner Agreement” is a legal agreement between trading parties. This agreement
often dictates service level agreements and problem remediation processes. (OPEN ISSUES
008)
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Standards

431

4.3.3

434

4.3.5

4.3.6

4.3.7

4.3.8

-[Deleted]

Trading partners should retain transactional data for at least 24 months for audit purposes.

This data retention requirement only applies to the ability to recover or regenerate electronic
records for a period of two years and does not otherwise modify statutory, regulatory, or
contractual record retention requirements. (OPEN ISSUE 033)

and-conditions:[Deleted

thedesignatedsite-isaceessibleviethe public nternet[Deleted

The minimum acceptable protocol should be HTTP. All sending and receiving parties should
be capable of sending and receiving the HTTP versions supported by NAESB WGOREQ.
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| 4.3.9 FerNAESB-WGO-EDHEDM-and-FHEBMThere is a time stamp (HTTP Timestamp) that

designates the time that a file is received at the designated site. The receiving party should
generate a timestamp upon successful receipt of the complete file and send as an immediate
response to the sending party. The timestamp should be generated by Cemmen-Gateway
terface{CGH-the receiving program of the receiving party, prior to further processing by
receiving program.

St ndards and Technology (NIST) time in order to mitigate
of the sender and receiver. (OPEN ISSUE 010)

identified for each trading partner. i i g Iden specific Uniform
Resource Locator, (URL). This does not pre
| agreed to between trading partners._(OPEN ISSU

4.3.13 The sender should make three attempts to complete a unit of wd work consists of
one complete HTTP transaction as defined in the technical specificatid e HTTP protocol
(Internet Engineering Task Force RFC 1945). The roles of sender and receiver are also
defined in that document. After three failed attempts, it should be considered a failure.

4.3.14 The roles of sender and receiver are defined in following table. The entire table defines a

unit of work:
Client (Sender) Server (Receiver) S6H——Receiving
Program (Receiver)

Listen for Connect

Connect Accept Connection

Write Read Start of Receipt

Write Read

EOF (send) Read End of Receipt

Read (HTTP response)  Write (HTTP response)

Received

EOF (HTTP response)
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4.3.15 Trading partners should implement all security features (secure authentication, integrity,
privacy, and non-repudiation) using a file-based approach via a commercially available

| implementation of PGP 6.5 2-6-or greater (or compatible with PGP 6.52-6) or, on a mutually
agreed basis, an OpenPGP compatible product. Trading partners should also implement

basic authentication. These technologies support all of the above security features while
viding independence of choice of Web servers and browsers. Encryption keys should be
ied and the means of exchange should be specified in the trading partner
ENcryption keys should have a limited lifetime whose duration is determined by
. r. Akey’s end of life is expressed in the expiration date field contained in each
Allifetimg of ohe year or less is recommended.
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[Deleted]

4.3.19 [Deleted]

4.3.20 [Deleted]

4.3.21 [Deleted]

4.3.22 [Deleted]

4.3.23 [Deleted]

4.3.24 [Deleted]

4.3.25 [Deleted]

4.3.26 _ [Deleted]

4.3.27 [Deleted]
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4.3.28

[Deleted]

[Deleted]

Internet protocols should be used for accessing all industry business functions.

4.3.33  [Deleted]
4.3.34 [Deleted]
4.3.35 [Deleted]
4.3.36

4.3.37 [Deleted]
4.3.38 [Deleted]
4.3.39 [Deleted]
4.3.40 [Deleted]
4.3.41 [Deleted]
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4.3.42

[Deleted]

[Deleted]

4.3.47 [Deleted]
4.3.48 [Deleted]
4.3.49 [Deleted]
4.3.50 [Deleted]
4.3.51 [Deleted]
:3:52 Deleted
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Py-party ditizes-uses a subset of available

data elements for inbound documents to the
e E aof the supported code values in a

ectroflic fafimat. (OPEN ISSUE 034)
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4.3.56 : ; and legal entities when
communicating via ED L KL/ | a0 ponding-commen

4.3.57 [Deleted]

4.3.58 [Deleted]

4.3.59 [Deleted]

4.3.60 [Deleted]

4.3.61 [Deleted]

4.3.62 [Deleted]

4.3.63  [Deleted]
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4.3.64

Private network connections to NAESB W&O-REQ EDM Web sites clude all NAESB

WGO-REO standardized Internet communication may be at any point on the-Franspertation

ServicePreviders{FSP'sy-a party’s firewall boundary at the FSP’s-party’s discretion on a
non-discriminatory access basis. The specific type and speed of these connections should

be mutually agreed. It is at the discretion of the—FSP-each party on how multiple private
network connections should be managed, so long as such management is done on a

non-discriminatory access ba5|s I%Fls—a#e—ne{—Fespeﬂs@e—fef—aﬂy—addmeﬂal—seebw
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| 4.3.70 TFranspertation Servce Providers—Parties should be limited to the NAESB WGO-REQ

approved list of available TCP ports and UDP ports for EDM implementations included in
Appendix E of the Electronic Delivery Mechanism Related Standards Manual._(OPEN ISSUE

009)
| 4.3.71 Franspertation Sepvice Provider EDM implementations should not require any inbound ports

to be opened on the client-side firewall.
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| 4.3.88 For EDIEDM, 128-bit Secure Ssocket Layer (SSL) encryption should be used.
D. Interpretations

NAESB W&O-REOQ has adopted the following interpretations of standards that relate to
Electronic Delivery Mechanism Related Standards implementation:

[NONE TO DATE]
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