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BUSINESS PROCESS AND PRACTICES

[Editor’s Notes —to be deleted after review]

Suggested Change

Section/ Area to Change/Comment
Paragraph
all “Transportation _Service Provider”

and

No action taken. What term will we use in

“TSP”"; these sound like natural gas terms.

REQ? Once we decide, we will need to go

Regardless, | think it needs to be changed

through the entire document and replace.

due to the ambiguity.

“Natural Gas” or “Gas” “Energy”
“GISB” or “Gas Industry Standards Board” | “NAESB” or “NAESB REQ”
3 ne party” “third-party”
“shippers”—— = = =, Cm “patties” ; L L
- Na f R E | Usea== DYI-REQ" ti S EDM- i iffergngidte
differegtiate fiom NAESEB WG imglempentation®from WGQ; cah easilyibe
| lobally repldted latdr.
J | Genbrdleditija J | 1 J J __lIrightghed up ldngudge usind standgrd

echniques (e.q. “utilize” becomes “use”

> E_E%EE;\::

“Gas Industry”

“Electric_Industry”, even better “Energy

Industry”

A, paral Language about EBB and FF does not | Delete language about EBB and FF
apply

A paral Need language regarding the reasons for | Added language “Role of EDM-REQ in
an EDM for REQ: includes: need for future | NAESB
collaboration w/ WGQ; scope of initial EDM-
REQ:;:

A, paral Need REQ-specific language for the role of | Added language
the Internet EDM in REQ, including: large
volumes, large transactions; existing
implementations of EDM: ebXML: AS2: of
EDI; of XML

A . paral XML: my understanding is that we need to | Included some language; needs to be
address this in the standard. expanded and made consistent

throughout document

A, para 2 Language about EBB and FF does not | Delete down to “separated flat files”.
apply

A, para 2 “Protect from non-repudiation” is worded | Maybe “with non-repudiation”
incorrectly

A, para 3 Language about EBB Delete entire paragraph

A, para 4 Questions in front can be removed; instead | Deleted
simply state value statement.

A, para 28 “Pipeline” Replaced with "Energy”

A, para 30 Need language about OpenPGP Language added by Dick B

c.4.1 Principles: deleted a bunch of them; should | No action taken.
we renumber?

C.4.1.1, 8. | Language about EBB, IPs, and/or FF Deleted relevant language or bullet

11, 13, 16—

35,38

C.4.2 Definitions; deleted a bunch. adding some: | No action taken

should we renumber?
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C.4.2 Should we add a list of REQ entity types | Added some then stopped. Are these
(LDC, TDSP, EDC, CR, ESP, ESCO, etc) needed?
C. 4.2.1-10, | Language about EBB, IPs, and/or FF Deleted relevant language or bullet
12-20
C.4.2.21 Need language describing Failover | Added language
scenario/process
C.4.2.29 We reference ‘trading partner agreement’ | Added lanqguage re: trading partner
and should have a definition. Will there be | agreement
an REQ standard?
C.4.3 Standards: deleted a bunch; will be adding | No action taken
some; should we renumber
C.43.2 Language about ‘pipeline’ Deleted language.
C.4.33 Language about 15-minute window: does | No action taken

this agplv 10 REQ and EDI/EDM’P

anguage modifiedsbyiick B

offified to ifcldde nP& n e
r B Delet
_ r r

3. D alaif d releuaiflt landuage Ofwbull Gl
9 17-35
37-52, 54-
63, 65-69
72-73, 75-
76, 78-86
C.4.3.87 Language talks about changing business | Deleted

rules

C,4.3.88 Need 128-bit language Added by Dick B
D, 7.3.24 Not relevant to REQ Deleted
D, 7.3.35 Not relevant to REQ Deleted
A. Overview

Role of REQ Internet EDM in NAESB (OPEN ISSUE 026)Wheretrternet EBDM

— |

Role of Internet EDM in the REO

The scope of Internet EDM is to address electronic commerce over the Internet using

X12 (EDI/EDM) and XML (XML/EDM) between tradlng partners.

anre-ANSI ASC
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REQ electronic commerce requires the exchange of large volumes of transactions and

transaction data. The EDM-REQ enables REQ patrties to securely and reliably exchange
these transactions over the Internet. These transactions are to address electronic
commerce over the Internet using:

ANSI| ASC X12 (EDI/EDM) transactions (e.g. DE. MA, MD, MI, NJ, NY, PA, TX, VA)

XML transactions (e.g. Ml, TXand Ontario)

Version XX (OPEN ISSUE 028) of the EDM-REQ standard incorporates all technical
specifications of the NAESB WGQ EDM Version 1.6, including:

EDI/EDM_compliance with method of the broader "HTTP Transport for Secure EDI"
standard being developed by the Internet Engineering Task force (IETF).

Mutually-agreeable business practices to protect the sender of a document with non-
repudiation and with digitally-signed Error Notifications.

FF/EDM, IP/EDM and EBB/EDM were intentionally excluded from the NAESB WGQ EDM.
(OPEN ISSUE 029)
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Business Reasons for Using EBHYEDM

With EDI or XML, data already existing in your own computer applications can be used to
build energy industry transactions. Information from a trading partner can be mapped to a
common format. This common format reduces errors, unnecessary intervention and
complications in processing by eliminating or reducing:

The transfer of data from a paper document to an application format input file at each

rtner It
At | rp V] -
= , | g glication dpta forfnats for¥each g@and eve tradl

A company that relies on computerized systems to _conduct business and exchanges

transactions with several trading partners can_communicate those transactions more
efficiently with EDI and XML standard data formats and with Internet EDM as the
communications mechanism.

Using the Internet for communications, a trading party needs to supportfewer connectionsto
its trading partners. This can eliminate or reduce the complexity of different connection
methods for different trading partners.

23 July-31,2002March 4, 2003
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(

Roles in Electronic Commerce

In all electronic commerce, one party initiates, or sends, a transaction and the other party
receives the transfer. In the Internet environment, the sender is referred to as the client and
the receiver is referred to as the server. You should expect to act in both the client role and
the server role during the electronic commerce process. Once a transaction set is
successfully received for processing, the original receiving party switches to the client role to
send a confirmation transaction back to the original sender's server. Therefore, it is
essential that both the sending and receiving aspects of electronic commerce are addressed
in your implementation.

The standards adopted for Internet EDM, as with all NAESB REQWGQ-standards, should be
adhered to by the trading parties as minimum standards. A trading party may offer additional

functionsorfeaturgsas optio sb ul tr::ﬂ;;reth irusé:=S ch d itionalfe tures r
=fymctionsfarg t d {'miituglly {1 in h tradm rs agr
inclusion, t ae(igﬂion | featdre reduir

s willlbe nel. Howe er |f ither tra mg ty
dpes notjagreelto the ificlugiont of additighal features, hen artrfers mus aIIo
nsmisdiogiapd rbceipf of dataudin inimuin dard

The Trading Partner Agreement is a key reference in electronic commerce. It will deflne the
“designated site” for each partner (see the Business Practices Subcommittee
documentation), values used for variable parameters, and optional features that will be used
by the partners_(OPEN ISSUE 008).

Assess Your Capabilities

Internet EDM can be constructed and deployed with internal resources, with
consulting/development help from a third-party, or as an outsourced solution with a third-
party. The best solution for each organization must be determined based on the assessment
of specific needs and the resources available to that organization.

With in house internet systems expertise, it is possible to implement Internet EDM with little or
no _assistance. Other organizations may view commerical off the shelf Internet EDM or
Internet EDM outsourcmq as the most effect|ve strateqv

Where possible, NAESB Internet REQ EDM (OPEN ISSUE 030) has adopted technologies

that can be acquired at low cost. Sample code is provided where readily-available
commercial quality products do not exist. This sample code is not supported but rather is
intended for companies that have technical expertise but need some starter code from which
to build their own versions (OPEN ISSUE 013).
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In-house Implementation

=TS docUmeéent ig*extrdmely derti t if yaujchopse topmpleme os}\o all ofsthgsfeqprired
functionalit '- resburcek. e m&m on NAESB hdme page
céptures [lessofs learhdd” flomithose fonfiparles thdt darticiphtel in the WGQ EDMIpilot

ploject. _ - | — - Jd

It was demonstrated throughout the pilot test that electronic commerce using the Internet can
work. However, it is strongly encouraged that all parties fully investigate the ramifications of
introducing electronic commerce using the Internet. This includes ensuring that all customer
data, internal data, and applications are secure from intruders or other parties not authorized
for access.

Participation in electronic commerce over the Internet will involve hardware, software, and
technical expertise. Hardware requirements may include a server to receive incoming EDI
files, a firewall processor to block intruder access. Software will include operating software
for the servers, including the firewall, programming languages which support Internet
technologies, and encryption/decryption software to provide security during the transfer.
Technical expertise may be involved in the development and maintenance of server
applications to process incoming files as well as applications to initiate communication with
the server of your trading partner.

The NAESB home page contains the text of the pilot test report and reference material that
parties may utilize in evaluating and choosing hardware and software.

Using a Third Party

Third-party providers offer a variety of services from a full “turn key” solution to assistance

only where you require it. Such assistance might include programming, system configuration
and system administration as well as private communication links.
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EDM Network Connections

Trading partners should maintain redundant connections to the public Internet for EDM sites.
These redundant connections should be topographically diverse paths to minimize the
probability of a single point of failure. Three possible approaches to redundant connections
are:

1). Maintain multiple ISPs and multiple points of connectivity, each of which was
identified by the same URL making the process of redundancy transparent to the
sender.

A\ T o8 oo &
2). |nta| d| r rn ty s (presumably topog aph ca
( d|ff t rth| d'FEsut n oml\ﬂn ti redLhd ncy,lthe sen :‘-
\ kn the X|ste ce d y URL] and fglave pro mm g in pla that |II »

au omatlca y switch batc rowser ransmlssmns to the secondary URL when
primary URL is unavailable.

3). Maintain multiple connections to the same ISP. This involves only one URL but the
presumption would be that the ISP would provide alternate diverse paths for the URL.

Receivers may maintain multiple URLs and, if such have been disclosed, the sender should
attempt to use these during primary URL outages. The redundant public Internet connections
can be through a single ISP or multiple ISPs. If multiple URLs are provided for EDM access,
the following conditions should be met:

The information provided by each URL should be exactly the same, although trans-ids
can be different.

The trading partners should be informed of both URLs and their availability by system
wide notice or by Trading Partner Agreement.

The URLSs should be identified as primary and secondary if either:

There is a TSP connection speed difference between the URLs (The faster connection
listed as primary)

or
One URL is only available when the other is down (primary URL being the most
available)
The URLs should be listed as primary and alternate if:

. The URLs have the same TSP connection speed

and

The URLs are customarily available simultaneously

Note: A URL is considered available (in the context of communication redundancy) if all the IP
facilities are properly functioning up to and including the HTTP service. This would include

anry-FSP-providedfacilities-ireluding firewalls, DNS servers, routers, hubs, LANS, etc. that are
between your the FSP's-HTTP server and your Internet Service Provider’s the4SP's-point of

presence.

Note: In this context redundancy refers to normal operations redundancy (as opposed to
disaster recovery contingencies).
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Private network connections to access NAESB WGO-REQ EDM sites may be at any pointon |
the TSP’s firewall boundary at the TSP’s discretion on a nondiscriminatory basis. The specific
type and speed of their connection should be mutually agreed. It is at the discretion of the
TSP on how multlple prlvate network connectlons should be managed T%Ps—a%e—ne%

TCP Communications

NAESB WGQ Principle 4.1.37 and NAESB WGQ Standard 4.3.70 -restrict the TCP ports used |
as a standard for EDM communications. The usage of NAESB WGQ standard ports may
require modifications in the client-side firewall to allow for communications with the various
service providers’ EDM* implementations. Upon request, the TSP should indicate to their
trading partners Which specific TCP ports they will require to be opened to conduct electronic

communica on Nakix E'j alllﬂable CP ports
\ ( These gw%ne ill evi We ed thelTHIS

aja mini the spr, go e yea a ent t@ the NRE B tive
: mmlt e for adaptio p.

*All NAESB WGQ-REQ standard Internet communications |

Major functions of Internet EDM covered by the NAESBWGQ-REQ Standards |

Communication Protocols

HTTP is the standard protocol and PestPOST is the standard method by which transactions |
will be transmitted over the public Internet. The content type used to package the X12 or
NAESB WGO-REQ standard format file and its related parameters for the HTTP request is |
multi part. This provides more flexibility in the coding of the messaging components in the
application because of the way it handles the delimiting of data parts passed in the body of
the form as the “package” is typically called in technology circles._(OPEN ISSUE 004) |

Sending Transactions (Client)

It was determined that in order to -provide the level of automation required by some
organizations such as a large pipelire-company to handle the volume of transactions and
the level of interface needed for possibly many back-end process applications, a fully
automated batch browser is a required component of the application. In this form, the batch
browser can be an event-driven mechanism used to push the transaction from the sender’s
previous processes (the back-end application, the translation, and the security process)
across the Internet to the trading -partner’s server site where receipt of the transaction is |
acknowledged. The automated batch browser would also better serve the logging function of
transactions being sent.
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Receipt of Transactions (Server)

The receipt of transactions in the multi part HTTP Post request would require some form of
Common-Gateway-taterface{CGH-receiving program in order to send back a response that |
would notify the batch browser that it has received the transaction and whether the file in its
unprocessed form and its parameters were accepted as sent or rejected. This component of
the application would be able to parse out the parameters and related file and determine if
the appropriate parameters had been transmitted with the file, log the appropriate statistics
including a time stamp about the file and parameters, store the file and send the response
back to the batch browser with the time stamp and other required response elements. If the
transacting parties mutually agree to use signed receipts, then the application would
additionally attach a digital signature to the response. After the appropriate processes have
taken place in the receiving program&&i, the file would then be forwarded to the security |
process, any translation necessary, and finally the back-end processor.

\ urity® |J \ |J ‘ ‘ |J I r) ‘\ - |J
J Though ma yd!chsions st ovﬁlls:tur y measureés dre leftko dach rading p rtnednd
eir enyj entJsevefal sgeurind m eswefe inshgd_i stafdards tglensuzela

minimum level of confidence in conducting business over the Internet and to provide some
uniformity in the implementation of security. Four primary security aspects were considered
as vital in providing the level of protection of transactions needed for gas-energy industry

|

—Any process used for
encryption and decryption compatible with PGP 6.52:6 (using keys generated with the RSA
algorithm) meets the minimum standard to be applied to files transmitted over the Internet.
Additionally, the OpenPGP standard, defined by IETF RFC 2440, is a mutually agreed upon,
supported alternative to PGP 6.52-6. Implementers of the PGP product should consider |
upgrading to PGP version 6.5 for compatibility with the OpenPGP standard and all previous
versions of PGP. To prevent unwanted intruders from connecting to the Web sites, basic
authentication is the required standard. Additional issues such as firewall security are
discussed in the standards, but are considered implementation issues to be addressed by
each organization.
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B. General Standards

Principles:

0.1.1 An entity is a person or organization with sufficient legal standing to enter into a contract or
arrangement with another such person or organization (as such legal standing may be

determined by those parties) for the purpose of conducting and/or coordinating rataral-gas
energy transactions.

0.1.2 ForNAESBWGO purpeses—tThere should be a unique entity common code for each entity |
name and there should be a unique entity name for each entity common code.

Standard:

0.3:1 Entity commonscodes, should be-“legal-entities*=that-is, Ultimate Lecatign, Headguarters
\ ml ation,lan /orriiiiwgl L@catjon Di% adsteect ro poratitrnl‘DéB" terms) O\fﬂeiar, (‘)
in the followghg sityati a Branch L (in D&B fferins) can dlso bgfan entity commpn |
( code. I"ll r |J) :‘-
: Wth ont;eqtin ,
or

1
2. toaccommodate accounting for an entity that is identified at the Branch Location level.
(OPEN ISSUE 001)

artyprovides & D —N—Sgl Nugnber at thg Brapich Locatfion Ievg;

1 D-U-N-SO is a registered trademark of Dun & Bradstreet, Inc.
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C. Electronic Delivery Mechanism Related Standards

Principles:

41.1 [Deleted]

4.1.2 The Electronic Delivery Mechanism does not pick winners, rather it should create an
environment where the marketplace can dictate a winner or winners.

4.1.3 The solutions should be cost effective, simple and economical.

4.1.4 The solutions should provide for a seamless marketplace for aatural-gasenerqgy.

4.1.5 [Deleted]

5

apro rs iﬁ*s or t| pdlc pr derﬁJ;hT mterfe‘ce ltl\t rd--par er]dJs

a cordlngt NAI_§3 st nd IJ
ectronl mmu icatipns tw ar es to he nsactlogsho Id be déne onHa

nondlscrlmlnatory basis, whether throug an agen or directly with any party to
transaction.

4.1.8 [Deleted]

4.1.9 Service providers should post clear and precise business processing rules at the designated
site, or in writing, upon request.

4.1.10 There should be at least one standard (computer-to-computer exchange of transactional
data) for data exchange format.

4.1.11 [Deleted]

4.1.12 Protocols and tools that parties elect to support should be “Internet-compatible”.

4.1.13
dem#ead—ﬂwdata—te%&ed—n%*—appheaﬂens—mELETEm

4.1.14 The industry should use standard policies and guidelines for testing. These guidelines are
contamed in the REQ EDM specn‘lcatlon —new—éata—sets—'Fhese—gwdelmes—a#e—eu#eMy

4.1.15 , =% AESB REQ should
not set standards for site- Ievel securlty Ind|V|duaI organlzatlon security standards should
be relied upon.

4.1.16 [Deleted]

4.1.17 [Deleted]
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4.1.18 [Deleted]

4.1.19 [Deleted]

4.1.20 [Deleted]

4.1.21 _ [Deleted]

4.1.23 [Deleted]

4.1.24  [Deleted]

4.1.25 [Deleted]

4.1.26 [Deleted]

4.1.27 [Deleted]

4.1.28 [Deleted]

4.1.29 [Deleted]

4.1.30 [Deleted]
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4.1.31 [Deleted]

4.1.32 [Deleted]
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4.1.33
4.1.34
4.1.35
4.]ri

4.1.37

When standardized, all elements used in standard EBB/EBM-EDI/EDM and XMLF~/EDM
should be defined in the related NAESB WGOQ-REQ x.4.z standard._(OPEN ISSUE 031)

— r er d ai tal c ct ng to the.p b ernet fo N
es, W aII _%), dardize
communigal on un a | Id e fopogrpp icallyf diverse uahpi)ef) ’\
paths tojui {mize Tep ba I|ty ofaS| gl failu _J

EDM implementations should minimize the number of

outbound ports required to be opened on the client-side firewall.

DeIeted|

4.1.39 Trading Partners should mutually select and utilize a version of the NAESB REQ WGO-EDM |
standards under which to operate, unless specified otherwise by government agencies.
Trading Partners should also mutually agree to adopt later versions of the NAESB W&Q
REQ EDM standards, as needed, again unless specified otherwise by government agencies.

Definitions

421

422
fe;mat—semable—fer—steﬁageJDeleted

4.2.3 [Deleted]

4.2.4 [Deleted]

4.2.5 [Deleted]
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4.2.6 [Deleted]
4.2.7 [Deleted]
4.2.8 [Deleted]

4.2.9

4.2.10

4211

4.2.12

“Standard Client Configuration” is the term used to describe the configuration that allows
simultaneous access to multiple industry Web sites.

“‘NAESB WGO—REQ EDI/EDM” is the term used to describe ANSI ASC X12
computer-to-computer electronic data interchange of information in files as mapped from the
x.4.z NAESB WGO-REQ standards in the NAESB WGOQ-REQ Implementation Guides and
communicated between trading partners over the Internet using the NAESB REQ WGQ
Electronic Delivery Mechanism._(OPEN ISSUE 031)
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4.2.XX__ “NAESB REQ XML/EDM” is the term used to describe a standardized XML electronic data
interchange of information in files as mapped from the x.4.z NAESB REQ standards. NAESB
REQ XML/EDM is communicated between trading partners over the Internet using the NAESB
REQ EDM. (OPEN ISSUE 031)

4.2.13

4.2.14 [Deleted]

-

L11

eletecﬂ|

4.2.17

[Deleted]

4.2.18

[Deleted]

J1EN=0 51 1=
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4.2.20

4.2.21

Testing data sets between trading partners includes testing of:

1. intended business results,

2.  proposed electronic delivery mechanisms, and

3. related EDI/EDM and-where-supported-XMLFF/EDM implementation issues.
Testing should include enveloping, security, data validity, and standards compliance (e.g.
ANSI X12 and NAESB WGOQ-REQ EDM Related Standards).

“Failover” defines a scenario a prescribed process is executed when a NAESB REQ client

4.2.22

fails to establish a connection to the target NAESB REQ server.

“EDM-REQ" is the version of the NAESB EDM that has been tailored to the specific needs of

4.2.23

the Retail Electric Quadrant, and based on the NAESB WGQ EDM. (OPEN ISSUE 030)

4.2.25

“Trading Partner” |s a Dartv that enters mto an aqreement with another party to transact

iness elactroni glthe EDN
-

“IDSP” — T¥a

génerally z;ialoous to 18D

“LDC” — Local Distribution Company

[Do we want to include some of the names of entities in the REQ, such as those above?]

4.2.26  “Qriginating party” is any party originating/creating the document reflecting the transaction to
be submitted. This could also include a third-party.

4.2.27 “Third-Party” is any organization that a trading party uses to provide services to comply with
the required elements of the EDM-REQ.

4.2.28 “Receiving Party” is any party that hosts (either in-house or outsourced) an EDM-REQ
compliant server capable of receiving EDM-REQ transaction files.

4.2.29 “Trading Partner Agreement” is a legal agreement between trading parties. This agreement

often dictates service level agreements and problem remediation processes. (OPENISSUES

008)
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Standards

431

4.3.2

434

4.3.5

4.3.6

4.3.8

to-thepiae -::..:-' PP\ 74 DEleted r) \ = H
N A o e S | A 0 O ¢ I M g SO L

i -[Deleted]

Trading partners should retain transactional data for at least 24 months for audit purposes.

This data retention requirement only applies to the ability to recover or regenerate electronic
records for a period of two years and does not otherwise modify statutory, regulatory, or
contractual record retention requirements. (OPEN ISSUE 033)

and-conditions:[Deleted]

the-designatedsiteisaecessibleviathe publictnternet[Deleted)

The minimum acceptable protocol should be HTTP. All sending and receiving parties should
be capable of sending and receiving the HTTP versions supported by NAESB WGOREQ.
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4.3.9

4.3.10

4.3.11

a mini |t in tr din p er \e me#on d S|gna{en)snef recelpt ho e

ntified tra iflg rt . Thit gite 'Hg I |den specifi Un|

sourc L cator (UR T |s sn pfeclude mutl edesgn ted ites bein mtﬂly
=1

4.3.13

4.3.14

For-NAESB-WGQ-EBHEDM-anrdFHEDBM—There is a time stamp (HTTP Timestamp) that

designates the time that a file is received at the designated site. The receiving party should
generate a timestamp upon successful receipt of the complete file and send as an immediate
response to the sending party. The timestamp should be generated by Cemmen-Gateway
tnterface{CGH-the receiving program of the receiving party, prior to further processing by
the SGlreceiving program.

The time-stamp should be included in the HTTP response back to the sender of the original
HTTP transaction. The server clock generating the time-stamp should be synchronized with
the National Institute of Standards and Technology (NIST) time in order to mitigate
discrepancies between the clocks of the sender and receiver._(OPEN ISSUE 010)

The HTTP response should be sent to the sending Internet Protocol (IP) address. Other
response documents should be returned to the official designated site defined in the Trading
Partner Agreement (OPEN ISSUE 008)

reed tra . N |

The sender should make three attempts to complete a unit of work. A unit of work consists of
one complete HTTP transaction as defined in the technical specification of the HTTP protocol
(Internet Engineering Task Force RFEC 1945). The roles of sender and receiver are also
defined in that document. After three failed attempts, it should be considered a failure.

The roles of sender and receiver are defined in following table. The entire table defines a
unit of work:

Client (Sender) Server (Receiver) S6——Receiving

Program (Receiver)
Listen for Connect

Connect Accept Connection

Write Read Start of Receipt
Write Read

EOF (send) Read End of Receipt
Read (HTTP response)  Write (HTTP response)

Received

EOF (HTTP response)
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4.3.15 Trading partners should implement all security features (secure authentication, integrity,
privacy, and non-repudiation) using a file-based approach via a commercially available
implementation of PGP 6.5 2-6-or greater (or compatible with PGP 6.52-6) or, on a mutually |
agreed basis, an OpenPGP compatible product. Trading partners should also implement
basic authentication. These technologies support all of the above security features while
providing independence of choice of Web servers and browsers._Encryption keys should be |
self-certified and the means of exchange should be specified in the trading partner
agreement. Encryption keys should have a limited lifetime whose duration is determined by
the key’s owner. A key’s end of life is expressed in the expiration date field contained in each
public key. A lifetime of one year or less is recommended.
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4.3.53 Where a Franspertation-Service-Previder{FSP)y-party dtilizes-uses a subset of available

NAESB WGOQ-REQ code values for specific data elements for inbound documents to the
FSPparty, the FSP-party should make available a list of the supported code values in a
dOjvnload gtitizirg-using .a NAESB WGO-REQ electronic format. (OPE\N ISSUE 034)
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4.3.64 Private network connections to NAESB WGQ-REQ EDM Web sites which include all NAESB
WGO-REQ standardized Internet communication may be at any point on the-Franrspertation
ServiceProviders{FSP's)-a party’s firewall boundary at the FSP’s-party’s discretion on a
non-discriminatory access basis. The specific type and speed of these connections should
be mutually agreed. It is at the discretion of theFSP-each party on how multiple private
network connections should be managed, so long as such management is done on a
non-discriminatory access basis. FSPs—are—retresponsibleforany—additional-security-
eesestreswheR-nsirg-thesenrvatenebwercssnneshions:
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4.3.70 TFranspertation-Service—Providers—Parties should be limited to the NAESB WGO-REQ |

approved list of available TCP ports and UDP ports for EDM implementations included in
Appendix E of the Electronic Delivery Mechanism Related Standards Manual._(OPEN ISSUE

009)

4.3.71 TFranspertation-ServiceProviderEDM implementations should not require any inbound ports |
to be opened on the client-side firewall.
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4.3.88

7.3.24
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For EBFEDM, 128-bit Secure Ssocket Layer (SSL) encryption should be used.
Interpretations

NAESB WGO-REQ has adopted the following interpretations of standards that relate to
Electronic Delivery Mechanism Related Standards implementation:

[NONE TO DATE]
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