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APPENDIX A - Reference Guide

CGReceiving Program

Options include Active Server Pages (ASP), Common Gateway Interface (CGl), Java
Server Pages (JSP), Java Servlet technology and other technologies.

Information.on ASP may be found.o M: ros soft's Web site_(WWW\. mlcrosoft com)

‘“%

I((fntﬁfedE“SpeClaFletlcn ?bm@ECGI” by Je ﬁirey

@ HM

source on C
wight and Michael Erwin.

-Inforrnation-on-‘JePJarrd' S Iel—lechno'roqy—mlay—be fourrm—at SUN’s web srt\eJ

(http://java.sun.com).

Firewall Security

An—exeellent source which covers this topic in detail is a book entitled "Firewalls and
Internet Security: Repelling the Wily Hacker" by William Cheswick and Steven Bellovin.

NAESB
NAESB Web Site: (atip/iwrnn-naesb-ergwww.naesb.org) Primary reference for natdural

gas-energy industry standards.

HTTP

The NAESB REQWGQ EDM architecture is based on HTTP 1.1, and all
implementations should be compatible with this version.

W3C WorldWide Web Consortium. All aspects of HTTP, HTML, and other Web-related

topics are documented at:
| httpwww.w3.org/pub/WWW/

General information regarding HTTP with basic terminology included are documented at:
| http-Hwww.w3.org/pub/WWW)/Protocols/HTTP/1.1/spec.html

Syntax information for multipart can be found in IETF RFC1341 section 7.2.
(Wwww.ietf.org)

HTML
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#er—H—'l’-ML—4—G—Informat|on on HTML 4 O may be found at hﬁp#www w3. orq/TR/REC-
html40/. (OPEN ISSUE 018)

httpAwww.ncsa.uiuc.edu/General/Internet/ WWW/HTMLPrimer.html

PGP Software

~ PGP i available for & variet) of operating systems|and platforms. For more information|

ntact Network Associates (hith-Zwww.nai.com) or PGP Corporatién, (www.pgp.com)

penpopsotvarey | _ ' b

The IETF OpenPGP standard is available at http:Awww.ietf.org/rfc/rfc2440.txt

Software implementations of the OpenPGP standard are freely available for commercial
use from the Free Software Foundation at http#www.gnupg.org.

Time Synchronization

Testlng has shown that the clocks on all computer systems drift. H{-has—also-been

—Time synchronization is required to assure that
all trading partners transaction times are accurate. Time accuracy is dependent on how
much a system’s clock drifts, how frequently it is resynchronized and the accuracy of the
source used for synchronization.

Authoritative time synchronization is now being provided by governmental agencies
around the world based on a synchronized network of atomic clocks. In the United
States this includes the U. S. Naval Observatory and the National Institute of Standards

and Technology.

An easy way to obtain the current time is from the U. S. Naval Observatory’s Web site at
httptycho.usno.navy.mil/cgi-bin/timer.pl.  The output from this page can easily be
edited and reformatted to set a local system’s time. Commercial, shareware and public

domain packages are also available to synchronize system times. Among them are NTP
(which is an linternet standard), linternet daytime, nisttime / usnotime.

Further information on time synchronization may be found at the following Web sites:
http://tycho.usno.navy.mil/ntp.html
htpAAwww.ccd.bnl.gov/xntp
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Java

A source on Java is a book entitled “Java & XML, Second Edition: Solutions to Real-
World Problems”, by Brett McLaughlin.

The official site for the Java Language is http://java.sun.com.

XML

A source on XML is a book entitled “XML in a Nutshell: A Desktop Quick Reference”, by
Elliotte Rusty Harold, W. Scott Means.

icial
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APPENDIX B - Repudiation and Validation Examples
Repudiation and Validation examples:

When a transaction file is received using the EDM mechanism there are several
guestions that typically must be answered:

1) Isthe HTTP sender (from) valid to send to the HTTP ‘to’ party?

2) Does the HTTP sender match the party who encrypted and signed the file?

3) Does the HTTP sender match the sender within the file?

4.) Isthat sender with the data valid to ‘speak’ for the parties transacting business?

== 111 e

= IL the HTTP sender (from) valid to send to the HTTP ‘tc* party?

= TheTirst val‘l‘ddﬂbr‘l,‘d‘éterminin thHlJo\ party-is a'valid'gghder IMust be done dufihg CGIJ
execution. This is simply a ‘look up’ verification that the Common Code Identifier ‘from’ is
recognized as a valid sender.

Does the HTTP sender match the party who encrypted and signed the file?

The next validation, determining that the HTTP sender is the same as the signer,
requires that the following information be available:
The ‘from’ common code identifier (9 digit D-U-N-S® Number). This is the
second field in the HTTP post message sent to the CGI. This information must
be preserved from that earlier process and passed to the ‘post-CGI’ process.

The Pretty Good Privacy (PGP) or OpenPGP User ID associated with that same
party

To compare these items a ‘table’ would most likely be established that would allow the
post-CGI process to identify that there is a correlation between these identifiers. The
origin of the ‘from’ identifier is the HTTP POST ‘from’ field. The origin of the PGP or
OpenPGP user ID is the decryption process. The PGP or OpenPGP User ID of the
signer is a byproduct of file decryption on a signed file. If PGP or OpenPGP software is
executed from the command line the output would be presented in a format like:

Good signature from user "ABC CORP".
Signature made 1997/05/13 19:30 GMT
Plaintext filename: test3

If PGP or OpenPGP is executed using a program interface the User ID that signed the
file will be provided in a buffer. Comparing this buffer to the expected User ID would
serve to verify this value.
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Does the HTTP sender match the sender within the file?

The data file itself indicates (in the case of X12 data) the sender and the intended
recipient within the ISA segment. Although this may be the same (D-U-N-S® Number)
as the ‘from’ data these fields are not standardized. This may require the use of a ‘table’
to relate these identifiers.

Consider also that, although it is strongly recommended that only a single ISA be
contained within a file, that the process should account for the possibility of several ISA
segments. This comparison will ensure that the parties used during translation are in
fact the parties that sent, encrypted and signed the data.

Ij that sender with the data vdlid to ‘speak’ for the partjes transacting business?

his last validation is listed herg only fo complete thie chain of i(ﬂty. _The process that|
would evaluate this relationship would typically be the business application. Since we
have checked the identity through each step of this process this is the point at which the
identity of the sender would finally be verified as having a business relationship to
conduct the business specified.
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APPENDIX E - MINIMUM TECHNICAL CHARACTERISTICS FOR
AN EDM SERVER

Allowable TCP Ports (not UDP ports)
HTTP HTTPS 80, 443, 5713, 6112, 6304, 6874, 7403

ICA® 1494
RMI(Java® ) 1099-1100
Java® Telnet 31415
TCP Optional 8001-8020**
SMTP 25
Allowable-UDP-Porfs(not T‘?[F;pgt%
~ Secure!lCA 1604 ===

I
There are other technolpgies available that wouIdEIrequire dditional ports to be
opened, such s FTP and Telpet. If and whegn NAESB RE approves such|
technologies, FTTF will modify this [ist of allowable ports accordingly. The client-

side firewall implementation and client browser settings should permit the

downloading and installation of NAESB WGQ—-REQ approved plug-ins and
modules. ' e |

MAESESMOO spoponec ologme and oo,

**The reservation of 20 optional ports was to provide room for implementations
such as DCE, IIOP, and load balancing implementations. TSPs should endeavor

to minimize the usage of these ports.

ICA® is aregistered trademark of Citrix Systems Inc.

JAVA® is aregistered trademark of Sun Microsystems, Inc.
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