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BUSINESS PROCESS AND PRACTICES

[Editor’s Notes —to be deleted after review]

e

Section/ Area to Change/Comment Suggested Change

Paragraph

all “Transportation _Service Provider” and | No action taken. What term will we use in
“TSP”; these sound like natural gas terms. | REQ? Once we decide, we will need to go
Regardless, | think it needs to be changed | through the entire document and replace.
due to the ambiguity.

all “Natural Gas” or “Gas” “Energy”

| [all] “GISB” or “Gas Industry Standards Board” | “NAESB’ or “NAESB REQ”

all 3 e party” “third-party”

‘shippers’ e povesy & b e oliparties” e o , ]

Name of REQ'EDM?’ [used “EDM-REQ" 10 |

differentiate from NAESB WGQ EDM

7 1
D to differentidte REQ
from WGQ: can easily be
later.

L.

Geper

-1 - -

i

[Tightened yp |dngyage using stapddr

technigues (e.qg. “utilize” becomes “use”

A “Gas Industry” “Electric Industry”, even better “Enerqgy
Industry”

A, paral Language about EBB and FF does not | Delete language about EBB and FF
apply

A . paral Need language regarding the reasons for | Added language “Role of EDM-REQ in
an EDM for REQ: includes: need for future | NAESB
collaboration w/ WGQ); scope of initial EDM-
REQ:;

A, paral Need REQ-specific language for the role of | Added language
the Internet EDM in REQ, including: large
volumes, large transactions; existing
implementations of EDM; ebXML; AS2; of
EDI; of XML

A, paral XML: my understanding is that we need to | Included some language; needs to be
address this in the standard. expanded and made __consistent

throughout document

A, para 2 Language about EBB and FF does not | Delete down to “separated flat files”.
apply

A, para 2 “Protect from non-repudiation” is worded | Maybe “with non-repudiation”
incorrectly

A, para 3 Language about EBB Delete entire paragraph

A, para 4 Questions in front can be removed: instead | Deleted
simply state value statement.

A, para 28 “Pipeline” Replaced with "Energy”

A, para 30 Need language about OpenPGP Language added by Dick B

c.41 Principles; deleted a bunch of them; should | No action taken.
we renumber?

C.4.1.1, 8, | Language about EBB, IPs, and/or FF Deleted relevant language or bullet

11, 13, 16—

35, 38

c.4.2 Definitions; deleted a bunch, adding some: | No action taken

should we renumber?
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C.4.2 Should we add a list of REQ entity types | Added some then stopped. Are these
(LDC, TDSP, EDC, CR, ESP, ESCO, etc) needed?
C.4.2.1-10, | Language about EBB, IPs, and/or FF Deleted relevant language or bullet
12-20
C.4.2.21 Need language describing Failover | Added language
scenario/process
C.4.2.29 We reference ‘trading partner agreement’ | Added language re: trading partner
and should have a definition. Will there be | agreement
an REQ standard?
C.4.3 Standards: deleted a bunch: will be adding | No action taken
some; should we renumber
C.4.3.2 Language about ‘pipeline’ Deleted language.
C.4.33 Language about 15-minute window: does | No action taken
this apply to REQ and EDI/EDM?
C. 434 || Dataretenti i ats—| — — 1 —|
C.4.3l15 | Need Open PGP lan - e
C.4.3116 Appears to be related to IP or EBB
f mechanisms | \ . .
C.—4.3.5+, | Lamguetje=aiyout EBB, #Ps=amtl/orFF~ =—HDeteted relevent lamguage orbullet=— =
9 17-35
37-52, 54-
63. 65-69
72-73, 75-
76, 78-86
C.4.3.87 Language talks about changing business | Deleted
rules
C.4.3.88 Need 128-bit language Added by Dick B
D, 7.3.24 Not relevant to REQ Deleted
D, 7.3.35 Not relevant to REQ Deleted
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A.

Overview

Role of REQ Internet EDM in NAESBWhere lnternet EDMFits-ir-Gas-trdustry
Commerce

IThe Retail Electric Quadrant (REQ) of NAESB commissioned the development of an
Electronic Delivery Mechanism (EDM-REQ) that addressed the specific needs and
requirements of the REQ.

In 2002 the existing GISB EDM was modified to reflect the change to NAESB and the creation
of the Wholesale Gas Quadrant (WGQ) roots. Most of the changes that went into the new
NAESB WQG EDM (EDM-WGQ) were cosmetic. Yet these changes underscored the
ownership of this standard by the WGQ, and the lack of ownership by the REQ.

=g

|

| == == = ' = = = = ==
" The REQ believes that NAESB should have one EDM, collabokatively established By

the four quadrants. 2002-03 REQ and NAESB goals dnd timelines do not allow the time
required to collaborate with the WGQ and other NAESB fuadrantd on a NAESB-wide EDM.
Ihe REQ EDNLinifiatiye is gusad oo agtionundecthe contgal of REQ: estah.lishi.n.n.@
Internet EDM standard for use by the REQ. The current plan is to collaborate with the other
quadrants towards a common NAESB EDM later in 2003. Leaders of the EDM-REQ initiative
are intimate and engaged with the EDM-WGQ efforts and are optimistic that in the future
there will be a single NAESB EDM standard.

There are many areas of overlap in the EDM-REQ and EDM-WGQ. These areas should be
consolidated into a single section of the future NAESB-wide EDM., eliminating unnecessary
repetition and potential conflicts. For example, some narrative later in this section describing
how solutions can be deployed applies generically to any NAESB EDM solution.

The EDM-REQ extends the base EDM-WGQ to establish a standard for future REQ
implementations. REQ has established this EDM-REQ standard now to meet REQ annual
plan timelines. It is the intention of the REQ to collaborate in the future with other NAESB
quadrants towards the goal of a common NAESB-wide EDM standard.

The initial scope of the EDM-REQ is focused on the EDI/EDM and XML/EDM components
necessary to facilitate continent-wide REQ e-business. FF/EDM, IP/EDM and EBB/EDM were
intentionally removed from the EDM-REQ with the intention of addressing these requirements
at a later date.

Fhe EBM-Role of Internet EDM in the REQ

REQ electronic commerce requires the exchange of large volumes of transactions and
transaction data. The EDM-REQ enables REQ parties to securely and reliably exchange
these transactions over the Internet. These transactions include:

ViV

pfestha{-rens—éEBB/-EDJW—ﬂat—Mes—éFF#EDM)—&neLANSI ASC X1 2 (EDI/EDM) transactlons
used in DE, MA, MD, NJ, NY, PA, TX, VA,

XML transactions used in Ontario.
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Retail electric marketplaces including DE, MD, NJ, NY, PA, and TX have used the EDM-WGQ
with some extensions to support retail ebusiness since 1999. In 2002, the Ontario
marketplace implemented the ebXML Messaging EDM standard. Several market participants
of the MA marketplace have recommended use of the EDIINT AS2 UCC Profile EDM
standard.

The successful deployment of future REQ marketplaces requires an Internet EDM standard.
Deploying and maintaining multiple standards is not cost-effective for regional and national

RE arties.

I
| il

sepa#a%ed—ﬂat—#les—#werm n 1 0—50 the E EDM REO standard

incorporates all technical specifications of the NAESB Wr Q EDM Wersion 1.6, including:

J
. EDI/EDiVIl co_mrlalian?e WITL m_efﬁod'oﬁhe'ﬁlade_r“HTTP'TFénspﬁrt for Se_cure'Edl"
standard being developed by the Internet Engineering Task force (IETF).
Mutually-agreeable business practices to protect the sender of a document with non-
repudiation and with d|0|tallv signed Error Notlflcatlons

Business Reasons for Using EDI/EDM [and XML/EDM??]
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fer—transaetlens—at—alp—wlth EDI data already eX|st|ng |n your own computer appllcatlons can
be used to build remirations-and-etherenergy gas-industry transactions. Information from a

trading partner serviceprovidersuch-as-scheduling;allocation-inveieing-can be mapped to
a common format. This common format elimirates-the-reed-forthefellowing-reduces as
these-additional-stepsteavereemforerrors, unnecessary intervention and complications in

processing_by eliminating or reducing:

The transfer of data from a paper document to an application format input file at each
trading partner site;

The ielectronicfilesare-used—mapping between various application data formats for
each and every trading partner.

%ompﬁﬂy& that relies oh ﬁeﬁzed %y&tefﬁé to conduct bﬂsme%s andﬁh@s—
t

efficiently with EDI standard [data formats and with Intefnet EDMjas the communications
r_nechanEm._lEDl gmplgys st ndarg dzita E)rmats ]orﬁllrt ading pa tners. _ |

Usinq the Internet for communications, By-usirg-thepublictaterneta trading party needs to
support only fertransmission-a single connection to its trading partners. This can eliminate

isreguired—eliminating—the complexity of different connection methods for different trading
partners.

transactions with several tr ding partners can comm;t-‘nlcate ose transactions more

Exchanging transactions over a —EBlusinga-Value-Added Network (VAN) has the following
disadvantages:

VAN's have {Value-added-Network}—ean—proven rapidhybecoeme—expensive in REQ
marketplaces where large volumes of transactions (e.qg. residential customer usage) and
large transactions (e.q. interval usage) are commonplace.
Ha—significant-volume—ofdata—is—exehanrged—VAN’s may impose charges based on
number of transactions or number of characters sent, whereas, the publie-Internet does
not impose transactions charges.

—a-VAN envirenment-transmission of transactions sent to trading partners who use a
different VAN may be considerably delayed because of data transfer schedules between
the VAN's. The Internet EDM solution eliminates this delay because the transaction is
sent directly to the trading partner’s designated receipt site.

Most VAN'’s do not support XML -formatted transactions.

Roles in Electronic Commerce

In all electronic commerce, one party initiates, or sends, a transaction and the other party
receives the transfer. In the Internet environment, the sender is referred to as the client and
the receiver is referred to as the server. You should expect to act in both the client role and
the server role during the electronic commerce process. Once a ransaction set is
successfully received for processing, the original receiving party switches to the client role to
send a confirmation transaction back to the original sender's server. Therefore, it is
essential that both the sending and receiving aspects of electronic commerce are addressed
in your implementation.
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[The standards adopted for Internet EDM, as with all NAESB standards, should be adhered to
by the trading parties as minimum standards. A trading party may offer additional functions
or features as options but should not require their use. Such additional features or functions
are termed “mutually agreed to” in that if both trading partners agree on the inclusion, the
additional feature requirements will be met. However, if either trading party does not agree
to the inclusion of additional features, then the partners must allow for transmission and
receipt of data using the minimum standards.

[The Trading Partner Agreement is a key reference in electronic commerce. It will define the
“designated site” for each partner (see the Business Practices Subcommittee
documentation), values used for variable parameters, and optional features that will be used
by the partners.

Assess,Your,Capabilities

= == - R 1 RhK 1

Il
|
1l
1l

] 1 ] —
= — —— — | = | =

Internet EDM can be constructed and deployed | with internal resources, with

consulting/development help/from a third-party, or as ar] outsourged solution with a third-

Thara aramianvaractione thint raadare nfthiic narrativga mavhyant ﬁnou:arnr] to r\lﬁrlf\l
HEeaaetrSoHtHSHaH SY

p y e TC ATy o otortot thy oy Vv ot

NAESB/GISB-nternet- EBM-standards—Hewever—The best solution for each aparticdtar
organization must be determined based on the assessment of specific needs and the
resources available to that organization.

Jwith B

Feeeu-rees—ewen—t-he—e*tetenee—ef—ln house Internet systems expertlse |t is sheu-td—be
possible to implement Internet EDM the-teehnolegies-in-this—guide-with little_to no —ary:
assistance. Onthe-oetherOther hand;-smallerorganizations may view COTS Internet EDM or
Internet EDM outsourcing as the most strategic use of their time and money.wantte-tuse-this

guide-to-identify-services-that-they-will-obtain-from-a-third-party-

Where possible., As—meeh—as—pes&-bte—t-he—NAESB Internet EDM has adopted technologies
ehesen-that can be acquired
eeu+d—be—aeq+ﬂ+eel—acsielcmnk—wrapped—eettwareat Iow cost. Sample code is provided where
readily-available commercial quality products that-eanrjust-be—plugged—+r—do not exist;
sample-code-hasbeen-identified. This sample code is not supported but rather hasthe

drawback-ofbeirg-unsupperted—itis intended for companies that have technical expertise
but need fust—some starter code from WhICh to bund their own versmns}ot—mt*tu-re-et—t-ntemat

In-house Implementation

IThis document is extremely pertinent if you are-eheesirg-choose to implement most or all of
the required functionality with internal_resourceshy-this-decumentis-partictarhy-pertinent.
The pilot test report posted on NAESB/GISB’s home page captures “lessons learned” from
those companies that participated in the pilot project.
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The pilot test #was-demonstrated threughoutthepHettestthat electronic commerce using
the Internet can work. However, itis-strergly-enceuraged-that—all parties are strongly
encouraged to fully investigate the ramifications of introducing electronic commerce using the
Internet. This includes ensuring that all customer data, internal data, and applications are
secure from intruders or other parties not authorized for access.

IParticipation in electronic commerce over the Internet will involve hardware, software, and
technical expertise. Hardware requirements may include a server to receive incoming EDI
files, a firewall processor to block intruder access. Software will include operating software
for the servers, including the firewall, programming languages which support Internet
technologies, and encryption/decryption software to provide security during the transfer.
Technical expertise may be involved in the development and maintenance of server
applications to process incoming files as well as applications to initiate communication with
the server of your trading partner.

materials that parties may wtilizeuse in evaluating and choosing h tejrdware and software.

- Usinga'TTIiirUTAarty' T —" - - —

JAs with any technology solution, a company must choose between building in-house, buying

off- the shelf software or outsourcmq and any comblnatlon of the above Ihete—ate—many

—tThe best solutlon for a partlcular organlzatlon must be determlned
based on the assessment of specific needs and the resources available to that organization.

Jitis-expected-that-Third-party providers will-offer a variety of services from a full “turn key”
solution to assistance only where you require it. Such assistance might include
programming, system configuration and system administration as well as private
communication links.

EDM-REQ Network Connections

[Trading partners should maintain redundant connections to the public Internet for EDM-REQ
sites. These redundant connections should be topographically diverse paths to minimize the

probability of a single point of failure. Three possible approaches to redundant connections
are:

1) Maintain multiple ISPs and multiple points of connectivity, each of which was
identified by the same URL making the process of redundancy transparent to the
sender.

2) Maintain different Internet connectivity URLs (presumably on topographically
different ISPs). For this to result in communication redundancy, the sender should
know of the existence of the secondary URL and have programming in place that will
automatically switch batch-browser transmissions to the secondary URL when the
primary URL is unavailable.

3) Maintain multiple connections to the same ISP. This involves only one URL but the
presumption would be that the ISP would provide alternate diverse paths for the URL.
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JReceivers may maintain multiple URLs and, if such have been disclosed, the sender should
attempt to use these during primary URL outages. The redundant public Internet
connections can be through a single ISP or multiple ISPs. If multiple URLs are provided for
EDM-REQ access, the following conditions should be met:

The information provided by each URL should be exactly the same, although trans-ids
can be different.

The trading partners should be informed of both URLs and their availability by system
wide notice or by Trading Partner Agreement.

The URLSs should be identified as primary and secondary if either:

There is a TSP connection speed difference between the URLs (The faster connection
listed as primary)

~ Ope_URL is_only available when_the other is_down (primary URL being the most
~— | availabl -y 3§ B B B . =
. The URLs should be listed as primary and aIternatT if: b

The URLs have the same TSP connection speed '
— = TheURLsart custom ilﬁv!ailable'simulﬂrleuusfy —_— - - —

INote: A URL is considered available (in the context of communication redundancy) if all the IP
facilities are properly functioning up to and including the HTTP service. This would include
any TSP provided facilities including firewalls, DNS servers, routers, hubs, LANs, etc. that
are between the TSP's HTTP server and the ISP's point of presence.

INote: In this context redundancy refers to normal operations redundancy (as opposed to
disaster recovery contingencies).

JPrivate network connections to access EDM-REQ sites may be at any point on the TSP’s
firewall boundary at the TSP’s discretion on a nondiscriminatory basis. The specific type and
speed of their connection should be mutually agreed. It is at the discretion of the TSP on
how multiple private network connections should be managed. TSPs are not responsible for
any additional security exposures when using private network connections.

TCP Communications

INAESB REQ Principle 4.1.37 and NAESB REQ Standard 4.3.70 restrict the TCP ports used
as a standard for EDM-REQ communications. The use of NAESB standard ports may require
modifications in the client-side firewall to allow for communications with the various service
providers’ EDM-REQ#* implementations. Upon request, the TSP should indicate to their
trading partners which specific TCP ports they will require to be opened to conduct electronic

communication.Allewable FSRP-Poerts{reot UBPperts)

SSL-443
ICA® 1494
RMiJava®@-)-1099-1100

ICA® is a registered trademark of Citrix Systems Inc.

JAVA® is a registered trademark of Sun Microsystems, Inc.
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[These guidelines will be reviewed and updated by the Future Technology Task Force, at a
minimum, by the sprlng of each year and presented to the NAESB/GISB Executive Committee

foradoption’b June mee %f than&Up—l - i i

MAJOR FUNCTIONS OF ijternet_EDM-REC ee#eFLd—bv—t-Lw—NAESB

WGQSTANDARDSM&GHH%GHGH&GHHG%FH&PEDWMG@GL@G#&F@%%
Stondords

Communication Protocols

JHTTP is the standard protocol and Post is the standard method by which transactions will be
transmitted over the public Internet. The content type used to package the X12 or NAESB
WGQ standard format file and its related parameters for the HTTP request is multi part. This
provides more flexibility in the coding of the messaging components in the application
because of the way it handles the delimiting of data parts passed in the body of the form as

the “package’-is-typicathrcalled-intechnology-cireles.

Sending Transactions (Client)

litis possible to send transactions using widely available interactive web browsers. This may
be appropriate for shippers-parties who do not have a significant number of transactions to
send each day.

—was—determined—that-In order to provide the level of automation required by some

organizations such as a large pipelinre-energy company to handle the volume of transactions
and the level of interface needed for possibly many back-end process applications, a fully
automated batch browser is a required component of the application. In this form, the batch
browser can be an event-driven mechanism used to push the transaction from the sender’s
previous processes (the back-end application, the translation, and the security process)
across the Internet to the trading partner’s server site where receipt of the transaction is
acknowledged. The automated batch browser would also better serve the logging function of
transactions being sent.

Receipt of Transactions (Server)
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[The receipt of transactions in the multi part HTTP Post request would require some form of
Common Gateway Interface (CGI) program in order to send back a response that would
notify the batch browser that it has received the transaction and whether the file in its
unprocessed form and its parameters were accepted as sent or rejected. This component of
the application would be able to parse out the parameters and related file and determine if
the appropriate parameters had been transmitted with the file, log the appropriate statistics
including a time stamp about the file and parameters, store the file and send the response
back to the batch browser with the time stamp and other required response elements. If the
transacting parties mutually agree to use signed receipts, then the application would
additionally attach a digital signature to the response. After the appropriate processes have
taken place in the CGlI, the file would then be forwarded to the security process, any
translation necessary, and finally the back-end processor.

Security

B e e

[Though many deC|5|ons ast overall security measures gre Ieft to ach trading partner and

their environment, several security measures were estaplished ag standards to ensure a

minimum level of anfldence in colgductlng bums over the Inﬁfﬁet and to prowde some
0

tniformify inth€ TmpleMentation eCurify.

Four primary security aspects were considered as vital in providing the level of protection of
transactions needed for energy industry commerce:

data privacy
data integrity
authentication
non-repudiation

The FTTF found that these concerns are addressed by the use of encryption and digital
signature capability of the Pretty Good Privacy (PGP) security application. Any process used
for encryption and decryption compatible with PGP 2.6 (using keys generated with the RSA
algorithm) meets the minimum standard to be applied to files transmitted over the Internet.

Additionally, the OpenPGP standard. defined by IETF RFC 2440, is a supported alternative
to PGP 2.6. Implementers PGP should consider upgrading to PGP_version 6.5 for
compatibility with the OpenPGP standard and all previous versions of PGP.

To prevent unwanted intruders from connecting to the Web sites, basic authentication is the
required standard. Additional issues such as firewall security are discussed in the standards,
but are considered implementation issues to be addressed by each organization.
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B. General Standards
Principles:

0.1.1

An entity is a person or organization with sufficient legal standing to enter into a contract or
arrangement with another such person or organization (as such legal standing may be

determined by those parties) for the purpose of conducting and/or coordinating ratarat-gas
energy transactions.

0.1.2 For NAESB WGQ purposes, there should be a unique entity common code for each entity
name and there should be a unique entity name for each entity common code.
- Standard.. = - —
= = = =S=Z5==== | &= - — | =] =
0 3.1

Location, and/or Single Location (in Dun & Bradstreet Corporation ({D&B”) terms). However,

in the followmg sit atlons a Branc Locatlon (in D&B terms) can ajso be an entlty commen

Entity common codes shoul be “legal entities”, that |siUIt|matebLocatlon Headquarters

1. when contracting party provides a D-U-N-S® Number at the Branch Location level,
or

2. toaccommodate accounting for an entity that is identified at the Branch Location level.
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C. Electronic Delivery Mechanism Related Standards
Principles:

4.1.1

2| Pipeline EBB (= 1 Customer E
1
Customer System 1
3
5
£
¥ A H
h b
E -
Standardized Data LALULAGF R0
Exchanged via Mailbox Concepts 4 System
Pipeline Designated Site

4.1.2 The EDM-REQ does not pick winners, rather it should create an environment where the
marketplace can dictate a winner or winners.

4.1.3 The solutions should be cost effective, simple and economical.

4.1.4 The solutions should provide for a seamless marketplace for rataral-gasenergy.

4.1.5 [Deleted]

4.1.6 Data providers (transportation service providers) should interface with thirdpartythird-party
vendors according to NAESB W&OQ-standards.

4.1.7 Electronic communications between parties to the transaction should be done on a
nondiscriminatory basis, whether through an agent or directly with any party to the
transaction.

4.1.8 [Deleted]

4.1.9 Service providers should post clear and precise business processing rules at the designated

site, or in writing, upon request.
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4.1.10 There should be at least one standard (computer-to-computer exchange of transactional
data) for data exchange format.

41.11

ﬁ%w&eﬁ%—%we—?e%%e@gﬂaﬁ#e;ee—meletem

4.1.12 Protocols and tools that parties elect to support should be “Internet-compatible”.

4.1.13

4.1.14 The industry should use standard policies and guidelines for testing new data sets. These
o mguidelinessare currentILPel g developed  us |ng thesNAESB WGQ—Jldelme ql,d ptiqn

-~ procedures (GAP) ffrem G opr 1=€)f

[|4.1.15) FheNAESB WGO-REQ should not set standards ft’w site-lejel security. Individual
organizatiomsecurlty standards shg)uld be relied Ypon. |

| 4.1.16 informational-Pestings-Web-Sites-should-be-easy-tolocate-[Deleted

| 4.1.19 Pati pati ings-W i to-down oad-[Deleted]

c¢-[Deleted]

4.1.27
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Hi -[Deleted]

4.1.29 rformation—that
Header[Deleted

| 4.1.33 When standardized, all elements used in standard EBB/EBM-EDI/EDM and-~FEBM-should
be defined in the related NAESB WGQ x.4.z standard.

4.1.34 ForGISB DM-—the-content-and-usage-of flatfi
GISB-data-sets-usedfor-GISB-EBHEDBM:[Deleted

the—G&steme{—AetMﬂes—Web—sit’eTlDeletedl

4.1.36 Trading partners should maintain redundant connections to the public Internet for EDM-REQ
| Web sites, which include all NAESB-WGQ-EDM-REQ standardized Internet communication.
These redundant connections should be topographically diverse (duality of) paths to

minimize the probability of a single port of failure.

| 4.1.37 Franspertation-ServiceProvider—EDM implementations should minimize the number of

outbound ports required to be opened on the client-side firewall.

4.1.39 Trading Partners should mutually select and gtitizeuse a version of the EDM-REQ standards

under which to operate, unless specified otherwise by government agencies. Trading
Partners should also mutually agree to adopt later versions of the EDM-REQ standards, as
needed, again unless specified otherwise by government agencies.
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Definitions

421 Deleted]

4.2.2

4.2.3

4.2.4

4.2.5

4.2.6

4.2 b 0

4.2.8

4.2.9

4.2.10
#Hneuens—elHnstHﬁy—Web—mtes- Deleted

4.2.11 “NAESB WGQ EDI/EDM" is the term used to describe ANSI ASC X12 computer-to-computer
electronic data interchange of information in files as mapped from the x.4.z NAESB WGQ
standards in the NAESB WGQ Implementation Guides and communicated between trading
partners over the Internet using the EDM-REQ.

4.2.12

4.2.13

4.2.14
drsp#ay— Deleted]
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4.2.15

4.2.16

4.2.17

-~ |,4.2.18 Fladt—] f—the—te ed—witht deseribe = ted-
~ || =, eemputerto cgmpﬂtgf t.;?a’n:,r offlatfiles-[Deleted —— == T: 1 =

4.2.19] = z

. . : ! ]
4.2.20 Testing data sets between trading partners includes testing of:
1. intended business results,
2. proposed electronic delivery mechanisms, and
| 3. related EDI/EDM.-and—wheresuppertedHEDM-mplementationissues.
Testing should include enveloping, security, data validity, and standards compliance (e.g.
ANSI X12 and NAESB WGQ EDM Related Standards).

4.2.21 “Failover” defines a scenario a prescribed process is executed when a NAESB WGQ client
fails to establish a connection to the target NAESB WGQ _server.

4.2.22 “EDM-REQ" is the version of the NAESB WGQ_EDM that has been tailored to the specific
needs of the Retail Electric Quadrant, and based on the NAESB WGQ WGQ EDM. The REQ
expects that this version will one day be merged back into a NAESB-wide EDM.

4.2.23 “Trading Partner” is a party that enters into an agreement with another party to transact
business electronically using the EDM-REQ standard.

4.2.24 “TDSP” — Transmission and Distribution Service Provider. Texas ERCOT term for a Utility:;
generally analogous to LDC, EDC.

| 4.2.25 “LDC" — Local Distribution Company

| [Do we want to include some of the names of entities in the REQ. such as those above?]

4.2.26 _ “Originating party” is any party originating/creating the document reflecting the transaction to
be submitted. This could also include a third-party.

4.2.27 “Third-Party” is any organization that a trading party uses to provide services to comply with
the required elements of the EDM-REQ.

4.2.28 “Receiving Party” is any party that hosts (either in-house or outsourced) an EDM-REQ
compliant server capable of receiving EDM-REQ transaction files.
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4.2.29 “Trading Partner Agreement” is a legal agreement between trading parties. This agreement
often dictates service level agreements and problem remediation processes. [Will there be
an REQ TPA standard?]

Standards

43.1 By 4/1/97, all parties sending and receiving data should accept a TCP/IP connection. At a
minimum, sending and receiving parties should designate an Internet address as a
designated site for the receipt and delivery of NAESB WGQ standardized data sets subject to
the successful completion of pilot testing by 1/1/97 to ensure that security, performance
(within NAESB WGQ standard data transmission time), and reliability are acceptable. The
NAESB WGQ data file format should be stiizeused. The Future Technology Task Force
should determine the direction of outstanding issues such as security, archiving, receipt
notification, etc., by 7/1/96.

4% %ﬂl tlmeestarr@mgl Eata?’lea bn}r%@ th&dn@n&tor by the s&me tme:@ﬂaéhﬂel) =
regardless of mechanism (third-3“-party service providet time star*wp is acceptable) and 15
minutes of communication time should be available to allgw accumglation of all transactions
te—the—p+pel+ne— A standard network protocol TCP/IP) should be in service for dir

connectTo fhl = =

e Pipeline-designated sit€ by 4/1 - -

meAde#s—EBB)—Nvlthln the 15- mlnute communlcatlon wmdow |dent|f|ed in 4 3.2, the

transaction file should be received by the receiving party. Errors in transmission shall be
governed by the terms and conditions of the trading partner agreement between the parties.
The receiving party may also waive the 15-minute window requirement at its own discretion)

4.3.4 For audit purposes parties Fadirgpartrers-should retain transactional data for at least 24
months-feraudit-purpeses. This data retention requirement only applies to the ability to recover or
regenerate electronic records for a period of two years and does not otherwise modify statutory,

regulatory, or contractual record retention requirements.Fransactional-data-should-beretained-forat
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The minimum acceptable protocol should be HTTP. All sending and receiving parties should
be capable of sending and receiving the HTTP versions supported by EDM-REQNAESB
WGO Fhe-minimum-aceep | D i aivi i

| 4.3.9 ForNAESB/GISB-EDHEBMthere-is-EDM-REQ has a time stamp (HTTP Timestamp) that
designates the time that a file is received at the designated site. The receiving party should
generate a timestamp upon successful receipt of the complete file and send as an immediate
response to the sending party. The timestamp should be generated by Common Gateway
Interface (CGI) of the receiving party, prior to further processing by the CGI.

4.3.10 The time-stamp should be included in the HTTP response back to the sender of the original
HTTP transaction. The server clock generating the time-stamp should be synchronized with

the National Institute of Standards and Technology (NIST) time in order to mitigate the

4.3.11 The HTTP response should be sent to the sending Internet Protocol (IP) address. Other
response documents should be returned to the official designated site defined in the Trading
Partner Agreement.

4.3.12 Asaminimum, within a trading partner agreement, one designated site for receipt should be
identified for each trading partner. That site should be identified by a specific Uniform
Resource Locator, (URL). This does not preclude multiple designated sites being mutually
agreed to between trading partners.

4.3.13 The sender should make three attempts to complete a unit of work. After three failed
attempts, it should be considered a failure.
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4.3.14 The roles of sender and receiver are defined in following table. The entire table defines a
unit of work:
Client (Sender) Server (Receiver) CGI (Receiver)
Listen for Connect
Connect Accept Connection
Write Read Start of Receipt
Write Read
EOF (send) Read End of Receipt
Read (HTTP response)  Write (HTTP response)
Received
EOF (HTTP response)
Trading partners should implement all security features (secure authentication, integrity,

rivacy.and non-repudiation)._using.a file-based approach via.a commercially_available
= implementation of PGP 2.6 of greater. £or compatiblewith PGP 2.6, [f mufuallyagréed. ah )}
er-an-OpenPGP--compatible product: such as GNU Privdcy Guard can also be used.

A
w
=
(6]

I
Il

Trading partners should also [mplement basic authentlcanlon This Ishould be reqarded as F
miterim solutbrrsirce this techrmototy s not aropenstandard=— =

Theseis technologiesy support all of the above security features while providing
independence of choice of Web servers and browsers.

Encryption keys should be self-certified and the means of exchange should be specified in
the trading partner agreement. Encryption keys should have a limited lifetime whose
duration is determined by the key’'s owner. -A key’s end of life is expressed in the expiration
date field contained in each PGP public key. A lifetime of one year or less is

recommended lradmg—papmees—shewd—mplemth—aH—seebm%y—te&w%es—(seewe

4.3.16

4.3.17

site-[Deleted
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method{sy:[Deleted]

he cithioct to GISR aanQ,;aI
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4.3.21

4.3.22 hefolowiraRaviaat
asfellews:[Deleted

4.3.23
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4.3.30
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4.3.31

AMlah o

soeftware-[Delete

via-a-Customer-Activities Web-site-[Deleted
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4.3.40

4.3.41

4.3.42

>
o | 0]
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4.3.44

4.3.45

4.3.46

4.3.47

4.3.48

4.3.49

4.3.50

I MH
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4.3.55

4.3.56 The industry should use

|~ communicating via [EDI/EI

4.3.60

4.3.61

4.3.62

4.3.63

Mapl| Deletedl
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4.3.64 Private network connections to EDM-REQ Web sites which include all NAESBAMGQ-EDM-
REQ standardized Internet communication may be at any point on the Transportation Service
Provider’'s (TSP’s) firewall boundary at the TSP’s discretion on a non-discriminatory access
basis. The specific type and speed of these connections should be mutually agreed. lItis at
the discretion of the TSP on how multiple private network connections should be managed,
so long as such management is done on a non-discriminatory access basis. TSPs are not
responsible for any additional security exposures when using these private network
connections.

4.3.65

4.3.68

ome

displayed-[Deleted]
4.3.69
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| 4.3.70 Fransportation-ServiceProviders-TSP’s should be limited to the NAESB WGQ approved list
of available TCP ports and UDP ports for EDM-REQ implementations included in the
Appendix of the EDM-REQ Related Standards Manual under Client Firewall Requirements for
Service Provider EDM-REQ Implementations.
| 4.3.71 Fransportation-ServiceProvider—TSP EDM-REQ implementations should not require any
inbound ports to be opened on the client-side firewall.
—— B 1 2R @ B | S == ifiii
n£C ar Aeti I<=V.V/ <citac At d: ma trir oo =
tion H

4.3.74

4.3.75

e%de#lDeIetedl

Each data element which has been submitted for standardization in the NAESBWGQ-EDM-
REQ process should follow the NAESBWGQ-EDM-REQ ordered data elements on the Form
within a data group selected by the Franspertation-ServiceProviderTSP.
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4.3.80

I
(ol

4.3.81

4,3.82 .
s+ng+e—FeW—|DeIeted|

4.3.83 Forlnteractive Flat Fle EDM-—128-bit Secure-SecketsLaver{SSL) eneryptionsheuld-be

HseeH Deleted |F%M&%W&H&PHE—EDM4@—M§e&weéeeke£&aneH§S|:)—enewpﬂen

4.3.84

4.3.85

Ofters
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4.3.86

[Deleted]
| 4.3.87 [Deleted]When-thereceiverof:

tothersheableafestivedates
4.3.88 ForEDHEDM-128-bit Secure Socket Layer (SSL) encryption should be used for EDI/EDM-

REQ.

D. Interpretations

NAESB WGQ-REQ has adopted the following interpretations of standards that relate to EDM-
REQ Related Standards implementation:
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