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Abst r act
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1. Introduction

1.1 Purpose and relation to previous work
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Early work on Internet EDI focused on specifying MM content
types for EDI data [ M MEEDI] The functional requirenents
docunent , "Requirenments for Interoperable Internet EDI,"

[ EDI I NT] provides extensive information on EDl security

and the busi ness and user processes that can benefit

fromthe use of EDI security. In addition, MME structures
appropriate for SMIP transport of the packaged EDI data are
specified in ([ASl] "M Me-based Secure EDI" ) as well

as details needed to support signed recei pts as acknow edgments.
The framework of [AS1l] shows how to inplenment the security features--
specifically data privacy, data integrity/authenticity,
non-repudi ati on of origin and non-repudiation of receipt --
found to be requirenents for secure EDI

In this docunment, it is assumed that the reader is famliar
with the SMIP/ M ME transport document, the requirenents docunent,
and the RFCs applied or referenced in those docunents.

This draft, like the SMIP/M ME transport docunent, builds on
previous RFCs and is attenpting to "re-invent" as little

as possible. The goal here is to specify how previously specified
M ME nessagi ng structures and operations can be adapted for use with
HTTP servers and clients to obtain secure, reliable,

and acknowl edged transport for EDI data.

The applicability statenent, [AS1l] "M Me-based Secure EDI,"
expl ai ned the basic EDI transaction using the concept of a
"secure transnission | oop" for ED. This |oop involves

one organi zati on sending a signed and encrypted ED

i nterchange to anot her organization, requesting a signed receipt,
followed later by the receiving organi zation sending this

signed recei pt back to the sending organi zati on. The transm ssion
i nvol ves the foll owi ng stages:

i. The organization sending EDI/EC data encrypts the data and
provides a digital signature, using either PGP/M ME or S/ M ME
In addition, they request a signed receipt.

ii. The receiving organization decrypts the nessage and verifies
the signature, resulting in verified integrity of the data and
authenticity of the sender.

iii. The receiving organi zation then sends a signed receipt
using a signature over the hash of a message di sposition
notification, which contains a hash of the received nessage.

The above describes functionality which, when inplenmented, would
satisfy all security requirenents. Qher restricted subsets of
functionality (for exanple, only signature and no signed receipt)
have al so been characteri zed.

In this docunent, the goal is to make use of HITP instead of SMIP
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as a transport protocol, and make changes that are needed to adapt
to protocol packaging differences.

In either transport case, the body of the nessage is a MM structure,
using M ME headers ("content-type" and other "content-X' tags)
to convey infornmation about the data being transported.

Al so, one primary use of SMIP RFC 822 headers wi thin SMIP based transport
of secure EDI has been to enable requests for acknow edgenents and

to specify options for signatures over acknow edgenents (asymetric
encryption and cryptographi ¢ hash al gorithm preferences).

One way to convey this information within the HITP transport context is
to use either HITP entity-headers or extension-headers
[11, section 7.1] that have the syntax of SMIP headers. Only the "Front
header is overl oaded by possibly different usages in the
SMIP and HTTP contexts. The From header nornally contains machi ne-usabl e
emai | addresses as defined in [ SMIPMSG . The usage of the FROM header
in [HTTP] section 14.22 is to provide the email address of an

adm ni strative
contact for the HTTP client. The function of the "From' header in the SMIP
context of secure EDI transport has been to supply a value used in
constructing the MDN style receipt. But the MDN recei pt has been found
to be too restrictive for some comrercial EDI transport scenarios [G SB].
So alternative recei pt nmechanisnms will be provided
that, anong other things, will renpove any conflicts arising
fromtrying to reuse the SMIP-MDN roles of "From within the
context of HTTP reserved usage of "FROM'.

Also, it is currently difficult to make use of HTM. [ HTM]

and sinple scripting

to send HTTP entity-headers as part of the HTML FORM tag construct.

For HTM.- based POST situations [GSB], it is useful to specify

ways to convey 'netadata' needed for the secure transm ssion |oop that
do not nmake use of HTTP headers. One way to specify this data is

by using the M ME nultipart/formdata packagi ng specified in [ FORVDATA].

For SMIP transport, the recei pt and signed receipt functions are

i mpl enent ed usi ng Message Di spostion Notifications [ MDN|

and Multipart/signed Message Disposition Notifications [AS1].

As nentioned previously, for HITP transport,

generalization of the Message Disposition Notification is useful.

The multipart/report [ REPORT] M ME package is retained to support these
general i zations, and multipart/signed packages are used to support

si gnatures over these generalized receipts.

Finally, within the HTTP transport context, it is useful

to make use of Transport Layer Security [TLS] to provide

privacy. Conpression can be provided using HTTP content - codi ngs
[HTTP], sections 3.5, 14.3, 14.12]. (Content codings are not be be
confused with the M ME concept of content transfer encodings.)

Mober g, Brooks, Drunmmond [ paged]



HTTP Transport for Secure EDI Cct ober 1999

A variety of other minor differences (for exanple,
absence of content-transfer-encoding)
are noted bel ow and summari zed in the concludi ng section

1.2 Overall operation

A HTTP POST operation [HTTP] is used to send appropriately packaged
EDI or other business data. The Request-URlI ([HTTP], section 9.5)
identifies a process to unpack and handl e the nessage data

and to generate a reply for the client that contains a nessage

di spositi on acknowl edgenment or a nultipart/report, signed

or unsigned, and possibly other turnaround transactions.

This request/reply transactional interchange provi des secure,
reliable, and authenticated transport for EDI or other business
data using HTTP; the security protocols and structures used al so
support auditable records of these transm ssions, acknow edgenents,
and aut henti cati on.

2. Stages and Details of HITP EDI Transm ssion and Acknow edgnent

An EDI data file or streamis first structured into one of the
nmessage tenpl ates described in [AS1l], sections 4.2.1 to 4.2.4 or
4.3.1to 4.3.4 for PGPPM M or SIMMe security. If TLSis to be used,
the typical packaging will be that provided in 4.2.2 or 4.3.2;

that is, a nultipart/signed nmessage will be created with no
encryption in the nmessage. Qtherwise, if privacy

is desired, nessage tenplates 4.2.4 or 4.3.4 are used.

Content transfer encoding is not used and a content-length

field is to be provided.

| f HTM.- based POST is used (using the METHOD=POST attri bute

within the "FORM' tag) [HTM., 17 Forns], then the nessage tenpl ates

wi || be packaged as the final part of a multipart/formdata.

The net adata needed for application layer routing, identification
requesting a reply and other transacti on operations

can be packaged in nessage body parts in the multipart/formdata.

The | abels for the netadata val ues are found in the "nane" paraneter of
the Content-Disposition header in each formdata part as discussed in

[ FORVDATA, section 3].

In general, both HTTP servers and HITP clients handling the nessage
tenpl ates of [AS1l] should be prepared to process these basic EDI I NT
data formats when they are enbedded within MM mul tiparts.

In addition to the envel oping and M ME nedia type options defined in

sections 4.2.x and 4.3.x of "M Me-based Secure EDI" [AS1l], this

specification enabl es the transport of payl oad objects containing other

M ME nedia types. A listing of registered MME nedia types is avail able
from

the Internet Assigned Nunbers Authority (1ANA) at:

http://ww. isi.edu/in-notes/ianalassi gnnents/nedi a-types/ nedi a-types

[M ME- TYPES] .
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2.

Mobe

I mpl enentors are to follow the appropriate specifications identified under
"References" in [MMe-TYPES], for the type of object being transnitted. For
exanpl e, to send an XM. object, the MME nedia type of text/xm is used in
the Content-type M ME header and the specifications for envel oping the

obj ect are contained in RFC2376, (e.g. Content-type: text/xm ;
charset="utf-8").

Many of the specifications referenced by [ M Me-TYPES] were designed
for SMIP transports. Inplementors are advised to nmake appropriate
adjustnments for HTTP transport as indicated in section 4 of this docunent.

Finally, several industry groups currently nmake use of "encapsul at ed"

(or opaque) signatures within encrypted or signed objects.

Encapsul at ed si gnatures should be supported in order to

acconmpdat e t hese existing practices. Objects containing encapsul ated
signatures must be prepared according to the specifications contained in
section 3.4.2 of RFC 2311 SM MEV2] or, in the case of PGP, according to the
specifications contained in section 6.2 of "M M Security with Pretty Good
Privacy (PGP)" [M MEPGP] and " QpenPGP Message Format" [ RFC2440].

1.1 Requesting MDN based receipts

For requesting MDN based receipts, the originator supplies
nmet adata using the syntax of extension headers

(the [ SMTPMSG header syntax) that precede the nmessage body.
The header "tags" are as foll ows:

A Disposition-Notification-To header is added to indicate
that a nmessage di sposition notification is requested
inthe reply to the POST request. This header is

specified in [ MDN].

A Message-|I D header is added to support nessage reconciliation,

so that an Original - Message-1d value can be returned in the NMDN

body part of the receipt. (Receipts is here used to refer to the signed
or unsigned nultipart/report body parts.)

Both "Fronf and "To" extension headers are to be supplied. The "Front
val ue needs to have an emmil address as specified in [ SMIPMSG and
[HTTP]. If other uses of "From' are needed, the generalized receipts

to be next discussed should be used. There the role of Fromis replaced
by tags not having a reserved HTTP and SMIP usage.

O her headers, especially "Subject" and "Date", should be supplied;
the val ues of these headers are often nentioned in the hunan-readabl e
section of a MDN to aid in identifying the original nessage.

A Disposition-Notification-Options header is used to request
a signed nessage disposition notification. The paraneters
used to select protocols for signed nessage di sposition
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notification are found in [AS1].

A Receipt-delivery-option is a header whose value is a URL

that indicates how the receipt is to be delivered.

VWil e the default node of operation

within HTTP transport is to return the receipt

(be it MDN, signed MDN, generalized report receipt,

or signed report receipt) in the reply body, asynchronous reply is

al | owed through use of this nane. The "mailto", "http", and "https" wll
be the nore common types of value for this information. If this header
is found and contains the value "default" (case-insensitive), then

any receipt is to be returned in the reply to the request.

2.1.2 Requesting Generalized Receipts

For requesting generalized receipts using the MM tenplate for
nmul tipart/reports [ REPORTS], the followi ng nmetadata can

be supplied using the syntax of the nane paraneter within the
Content-Di sposition header of the multipart/formdata structure.
Wthin HTM., these names correspond to the nane attribute within
the I NPUT el ement, where the "type" attribute has a "text" val ue.
[HTM.], section 18.

The To nane contains an identifier identifying the

i ntended recipient of a data exchange and may be

D& D-U-N-S nunber [DUNS] or other agreed upon
identifier system Applications should allow users to
configure these elenents in the automated HTTP agents
processi ng these val ues. For exanple, the body

part M ME header line looks like the follow ng |ine:

Content-Disposition: formdata; name="To"

The From nane contains a textual value identifying

the sender of a data exchange, such as the a D& D-U- NS nunber [ DUNS]
as in [d SB]. Because "Fronm' has a specified use within [HITP], the
From name parameter is not to be considered equivalent to the

extension header. If an extension header "From' is to be used it should
within HTTP, it should conformto the usage, syntax, and semantics of
[HTTTP] section 14.22. The extension header counterpart of the

sender of a data exchange is the extension header version of

"Recei pt - di sposition-to".

The Input-format nane identifies the type of data contained in a data
file.

The Agent name paraneter indicates the network or agent where the data
exchange ori gi nat ed.

The Application nanme identifies the application used to process
the data next(after the URI-request process has finished with the strean)
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The DateTi ne nane provides the date and tine the data was created
and uses the format specified in [ SMIPMSG as updated by
RFC 1123.

The Ref Numis an integer value used to uniquely identify the
conmmuni cati on exchange and is in a textual format. The RefNumis
simlar to the Message-1D and Content-1d headers of SMIP that
are used in constructing values in receipts based on NDNs.

The UserParamis a user defined paraneter.
G SB-Version is a protocol version number [Qd SB].

Transaction-set is an optional data element identifying the
EDl transaction

Input-data is the sending side's local file system nane
for the file being sent

Recei pt - di sposition-to name contains an identifer
identifying the party to receive positive notification of delivery.
This identifier may be a D& D-U-N-S nunmber [DUNS] as in [Q SB].

Recei pt-delivery-option is a URL containing a val ue indicating how

the receipt is to be delivered. Wile the default node of operation
within HTTP transport is to return the receipt

(be it MDN, signed MDN, generalized report receipt,

or signed report receipt) in the reply body, asynchronous reply is

al Il owed through use of this nane. The "MAILTO', "HTTP", and "HTTPS" will
be the nore common types of value for this information.

For the HTTP and HTTPS schenes, the POST nethod is

to be used.

Recei pt-report-type indicates the desired value of the "report-type"
parameter in the multipart/report content type of a

specific version of the generalized receipt. If nmultiple types

are to be indicated, use a semi -colon as a separator

An exanple for this value (discussed below) is "Gd SB- Acknow edgenent -
Recei pt . "

Recei pt-security-selection is a nane that indicates the
protocol and al gorithm choices for a digital signature

over the receipt. Signatures are always in nultipart/signed
packages. The format for protocol and algorithmchoices is
that used in [AS1l] and [ MDN].

Di sposition-Notification-To is a nanme that, if present, indicates
that the MDN style of receipt is to be used. It nay have val ues
other than email addresses when it is found as a nane paraneter

in a formdata body part, such as a DDU-N-S nunmber. Wen this

tag is used in HTTP extension headers or in SMIP headers it follows
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t he MDN usage.

Di sposition-notification-options identifies characteristics of nessage
di sposition notification in accordance with [AS1] and [ MDN]

Application are encouraged to support handling all netadata val ues
whet her they nake use of the nane paraneter syntax within a

nmul tipart/formdata or whether they use the nessage header syntax
used in SMIP or HTTP headers [SMIPMSG . |If metadata itens are
repeated in extension headers and in formdata parts, but the

val ues are not the sane, the extension header values will be

sel ected for use.

The presence of the netadata val ue "Recei pt-Di sposition-To"
usi ng the extensi on header syntax indicates a request

for a generalized receipt. This value also fulfills the

role of "Fron’ when a value other than an email address
needs to be used. The value in Receipt-Disposition-To

may have no significance for setting up the transport connection
Therefore, the extension header " Receipt-delivery-option"
shoul d be used to provide that infornation as a URL or as
the special value "default." For signed generalized receipts,
an extensi on header of "Receipt-security-selection" should
be added to indicate the desired security protocol for the
mul tipart/signed over the nultipart/report.

2.1.3 Summary of Recei pt request options

In summary, the receipt request and construction process now has

the follow ng options. Receipt requests are made by conveyi ng net adata
val ues using a syntax of either the name paraneter in a

nmul tipart/formdata' s Content-Disposition headers or using a syntax

of extension headers.

Both MDN and generalized receipts can be requested in either way,

t hough using an extension header syntax and requesting a NMDN recei pt
means restricting the "Fronf' values to enmil addresses. And either type
of receipt cones in signed or unsigned versions. Finally, receipts nay
be delivered synchronously (HTTP only) or asynchronously by using

the " Receipt-delivery-option" header

2.2 Sending EDI in HTTP dient Requests using POST

For sending EDI, the followi ng protocol elements are typically
present: a request line ([HTTP], section 5.1), entity headers, a
CRLF pair to mark the end of the entity headers, followed by the
nmessage- body.

The request line will have the form "POST Request-URl HTTP/1.1",
wi th spaces and foll owed by a CRLF. The Request-URI is typically
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exchanged out of band, as part of setting up a bilatera

tradi ng partner agreenment. Applications should be prepared

to deal with an initial reply containing a status indicating a need
for authentication of the usual types used for authorizing access
to the Request-URI ([HTTP], section 10.4.2 and el sewhere).

Aut omati on of this process is not discussed in this docunment

but m ght involve obtaining a session URL from a page requesting
aut henti cation and possibly other information about proposed

EDI standard versions and other tradi ng conventions to be used.

The request line is followed by entity headers specifying content |ength
([HTTP] section 14.14) and content type [HTTP] section 14.18.
The Host request header ([HTTP] sections 9 and 14.23) is also included.

The entity or extension headers used for requesting a MDN

(unsi gned or signed) have previously been nentioned,
as have those ("To" "Froni "Message-1d") that are needed as val ues
for MDN fields or for other receipt requests.

For generalized receipts based on the nultipart/report content type,
the nmetadata can be the values found in extension headers,

but can also be placed in body parts of a nultipart/formdata
usi ng "name" paranmeters in the content-di sposition header

Finally, the payload is found in any of the nmessage patterns

of [ASl] sections 4.2.1t0 4.2.4 or 4.3.1to 4.3.4 for PGP/ M ME
or SSMME security. These payloads may arrive as the final part of a
multipart/formdata or nay even be enclosed in sone other multipart.

2.3 Using Transport Layer Security

To use Transport Layer Security [TLS], the request-URl should indicate

t he appropriate schenme value, HITPS. Usually only a multipart/signed
nmessage body woul d be sent using TLS, as encrypted nmessage bodies

woul d be redundant. Encrypted nessage bodi es are not prohibited, however.
For asynchronous recei pt delivery requests, use the

"Recei pt-delivery- option" header with a URL val ue maki ng

use of the HTTPS schene to obtain security privacy.

2.4 Response Status Codes in Replies

The status line for response to errors in the POST request |ine
will be provided by a status line with the follow ng protocol

el ements present ( [HITP], section 6.1 ) : HITP version (normally,
HTTP/ 1.1), a status code, reason phrase, and CRLF.

The status codes return status concerning HTTP operations. For exanpl e,
the status code 401, together with the WNWV Aut henti cate header

is used to challenge the client to repeat the request with an

Aut hori zat i on header. O her explicit status codes are
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docunented in [HITP], sections 6.1.1 and throughout section 10.

For errors in the request-URI, 400 ("Bad Request"),

404 ("Not Found") and simlar codes are appropriate status codes.

These codes and their senmantics are specified by [HITP].

A careful exam nation of these codes and their semantics

shoul d be made before inplenmenting any retry functionality

that is described bel ow, specifically, retries should not

be nmade if the error is not transient or if retries are

explicitly discouraged (for real authentication failures, for exanple.)

2.5 Receipt Reply

The details of the response to the POST command vary dependi ng
upon whether a receipt has been requested and upon what kind of receipt
has been requested.

Wth no extended header requesting a receipt, and no errors
accessing the request-URI specified processing, the status
line in the Response to the POST request should be in the
200 range. Status codes in the 200 range should al so be used when
an entity is returned (a signed receipt in a nultipart/signed
content type or an unsigned receipt in a nultipart/report).
That is, even when the disposition of the data was an error condition
at the authentication, decryption or other higher |evel, the
HTTP status code shoul d indicate success at the HTTP | evel .

The HTTP server-side application may respond with an unsolicited

nmul tipart/report as a nessage body that the HITP client

m ght not have solicited, but this may be di scarded by the

client. Applications should avoid emtting unsolicited receipt replies
because bandwi dth or processing linitations m ght have |ed

adm ni stators to suspend asking for acknow edgenents.

When a Disposition-Notification-To extension header is present
in the POST request entity headers, then entity headers for

the MDN shoul d be included. The content type for the MDN receipt
( multipart/report [REPORT] or nultipart/signed [ SECURI TY])
shoul d be included in the Response entity headers. The

The basic responsibilities of responding to requests are di scussed
at length in [AS1] section 5, and in detail within section 5.2.1.

2.5.1 NMDN based Receipts and Signed MDN Receipts

Message Disposition Notifications, when used in the HTTP reply
context, will closely parallel a SMIP MDN. For exanpl e,

the disposition field is a required elenment in the machi ne
readabl e second part of a nultipart/report for a MDN

The final-recipient-field([MDN] section 3.1) val ue should

be derived fromthe entity headers of the request

If the "To" field is mssing, for signed nessages,
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the value for Original-recipient may be the enail

address field fromthe signer's X 509 attribute for

ermai | addresses, if that value is available.

For a MDN, an application nust report the Message-I1D

of the request. The human readable part (the first

part of the nultipart/report) should include itens

such as the subject, date and other information

when those fields are present in entity header fields follow ng the
POST request

The HTTP reply should normally omit the third optional part of the
mul tipart/report (used to return the original nessage or its
headers in the SMIP context).

2.5.2 Ceneralized Receipts and Signed Receipts

In addition, a generalized receipt using the nultipart/report [REPORT]

and nultipart/signed containing a nultipart/report as the signed data

is allowed. The basic structure of the nultipart/report is used so that

the first part is a "human-readabl e" nessage concerning the received

nmessage. The second part should be for automated process utilization

so should at | east possess sonme common | nternet syntax for expressing

nanes and val ues, such as the [ SMIPMSG header syntax, XM, or

some M ME content type correlated with automated processing. The NDN

requi renents are renoved for this second part but fields used in MDNs nmay

be used here. The third part of the nultipart report is

usual ly omitted in the HITP context, but would include

t he extension headers when used to provide

di agnostic hints. A multipart/signed over a nmultipart/report is
constructed

precisely in the sane way as a nultipart/signed over a MDN [ AS1].

To indicate a desire for a generalized receipt (which nmay be fulfilled
by a MDN), the followi ng metadata el enments are to be included in

the original message in either the extended header format or the
formdata format:

The Receipt-Di sposition-To netadata el ement contains an identifier
identifying the party to receive positive notification of delivery.
This is usually the sane value contained in the "From' metadata el ement.

The Receipt-report-type netadata elenent is used by the sender to request a

specific type of general acknow edgenment receipt. At present only one
report

type is defined, G SB-acknow edgenent-recei pt. The content and fornmat of

this report type is defined in section 2.5.3 of this docunent.

Recei pt-delivery-option is either the key word (case-insensitive) val ue
"default" or a URL that indicates how and where

the receipt is to be delivered. Wiile the default node of operation
within HTTP transport is to return the receipt

(be it MDN, signed MDN, generalized report receipt,

or signed report receipt) in the reply body, asynchronous reply is
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al  owed through use of this netadata val ue.
The "MAILTO', "HTTP', and "HTTPS"
will be the nbre commopn schenes found in the URL val ue.

Recei pt-security-selection is a nane that indicates the
protocol and al gorithm choices for a digital signature

over the receipt. Signatures are always in nultipart/signed
packages. The format for protocol and algorithmchoices is
that used in [AS1l] and [ MDN].

One netadata el ement should, if at all possible,

be within the autonated part.

This is the Received-Content-MC (also allow ng X-Received-Content-MC).
This value is constructed and formatted as described in [ASl] and

the syntax should be either RFC822:

Recei ved- Content-M C. w7AguNJEmhF/ gl j JIw6LnnA==, r sa- nd5
or simple XM

<Recei vedCont ent M ¢ al gi d=r sa- nd5 encode=base64 >
w7AgUuNJEmhF/ gl j IweLnnA==
</ Recei vedContent M c>

Any original netadata thought useful to include in the automated part
may be reflected back using "Original-X", as in

Oi gi nal - Message- |1 D <43141asfi ouf asd@onewhere. conp

O herwi se the automat ed acknow edgenent semantics are left open
to further semantic specification by specific electronic comrerce
conmunities, such as in [@ SB]. Each specialization of the
general i zed recei pt should nake use of a specific identifying
value to be placed in the parameter "report-type,"

Content-Type: nultipart/report;
report-type="organizationalid";
boundar y="=-Tr f ds88f d99"

2.5.3 Exanpl e of G SB Acknow edgenent Recei pt

An "Acknow edgenent Receipt" contains information indicating the

success/failure of a file transfer. Acknow edgenent Receipts are

conmuni cated on the sane session connection as the HITP POST, by the

receiving party's system immediately after receiving all of the MM parts

contained in an HTTP POST request. These receipts contain the foll ow ng
dat a

el enent s:
time-c the tine of transfer conpletion at the server. The format
i s yyyymddhhnmss.
request - st at us a text status indicator by the server. The defined
val ue
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for
a successful transfer is "ok". If an error is identified,
the server should supply a descriptive indication of the
error detected follow ng the standards for error codes and
nmessages presented in APPENDI X A

server-id host nane. donmai nnarme uni quely identifying the server
associated with the programthat received and processed the
file.

trans-id a nunber (integer) up to 15 characters in |length uniquely

identifying the received transaction file at the server. The
trans-id will uniquely identify the file only at the
receiving server. A client may receive non-uni que trans-ids
across nultiple servers.

The above data el ements nust be fornatted i nto Nane/Value pairs with "="
separating Nanes from Val ues (e.g. server-id=ww. mydonmai n. com) and "*"
separating each Name/Val ue pair (e.g. tine-c=19990804090000*request -

st at us=ok*server-i d=www. ne. conftrans-i d=12345*). The recei pt can be
identified as either text/plain or text/htm. If text/htm is used the set
of all nane/val ue pairs nmust be encapsulated in <htnml > </htnl > tags.

The report-type paraneter value for the Acknow edgenment Receipt is
"d SB- Acknowl edgenent - Recei pt," and a case insensitive match is
used for testing the val ue.

See Appendix A.4 and A5 for formatted exanpl es.

2.5.4 Exanple of A SB Error Notification

Though a file nay be received correctly initially, and a positive
"Acknow edgenent Recipt" has been delivered, errors can occur during a
| at er
stage of processing, such as decryption. Wen a file passes the decryption
step no notifying conmunication is sent back to the original sender
However,
if the decryption step fails, an Error Notification nust be sent to the
original sender of the file. In general, the standard format for Error
Notification applies to the posting of an error nessage after the sender's
session has been di sconnected. This Error Notification has the potential of
occurring only after the original HTTP Response is returned with an "ok" or
a war ni ng.

Error Notifications are sent using HITP POST, the sane nethod used to send
EDI
files. The sender of a Error Notification nust adhere to the specifications
in section 2 of this document, using a value of "error" for the input-
f or mat
data elenent. Error Notifications are sent in cleartext (non-encrypted)
within the input-data el ement and contain the follow ng data el ements:
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orig-from The "from' value fromthe original transm ssion



orig-to The "to" value fromthe original transm ssion
ori g-input-formt The "input-fornat" value fromthe origina

t ransni ssi on.

resp-tine-c The "time-c" value fromthe origina
Acknowl edgenent
Recei pt.
resp-server-id The "server-id" value fromthe origina
Acknowl edgenent
Recei pt
resp-trans-id The "trans-id" value fromthe origina
Acknowl edgenent
Recei pt.
request - st at us The new status of the transaction based on the

opti

occurance of an error during a |l ater stage of
processi ng; see APPENDI X A, "Standard Error Codes
and Messages" for a listing of possible val ues.

conment s Any conments the original receiving server wishes to

i ncl ude.
The above data el ements nust be formatted into Nanme/Value pairs with "="
separating Names from Val ues (e.g. server-id=ww. mydonmai n.com) and "*"
separating each Name/Val ue pair (e.g. time-c=19990804090000*r equest -stat us=
ok*server-i d=www. ne. conftrans-i d=12345*). The data el ements nust be
formatted as text/plain.

The report-type paraneter value for the Error Notification is

"G SB-Error-Notification," and a case insensitive match is

used for testing the value. " The extensi on header "Receipt-delivery-
on"

(or its formdata correlate) may be used to indicate the desired
destination for any G SB-Error-Notifications.

See Appendix A.6 for a fornmatted exanpl e.

2.6 Additional Reply Content

In general, both HTTP servers and HITP clients should be prepared
to process the basic EDI INT data formats when they are enbedded

within MME multiparts. This is true for HTTP request payl oads
as well as HTTP reply payl oads.

So, as previosuly mentioned, for HTM.-based POSTS,
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any of the EDIINT tenplates described in [ASl], sections 4.2.1 to 4.2.4 or
4.3.1to 4.3.4 for PGPmPM M= or SIMME security, nay be found as
parts of a nultipart/formdata

In addition, the response to the POST operation may include other M ME
wr apped content besi des an MDN Recei pt, Signed MDN, Generalized Report
Recei pt or Signed Report Receipt. If a receipt was

requested within the POST data, and additional content is to be
returned, the receipt multipart/report nust be conbined with the

other data using some MME multipart pattern

Real -time EDI processing systens may use M ME

nmul tipart content-types to include a response EDI nessage,

for exanple, a Quote in response to a Request-For-Quote transaction

Al so, if requested, the sender may request an asynchronous node

for return of receipt. This node is indicated by including the netadata
for Receipt-delivery-option as expl ai ned above and choosing a

URL rather than the value "default".

2.7 Non-Repudi ation of the POST Reply

If the reply to a POST operation needs a MDN recei pt for non-
repudi ati on (for exanple, the reply includes content other than
a receipt), the top-level headers in the response include

the sane headers required for POST data described above:

Di sposition-Notification-To, Message-1D, From and To. O her
headers descri bed above used in a MDN shoul d be incl uded,

for exanple, Date and Subject.

The MDN receipt of the response data is returned using

a subsequent POST operation. A POST operation used only

to transmt an MDN shoul d not include the Disposition-
Notification-To receipt request, and only a 200 ("OK") response
woul d be expect ed.

An MDN in response to a reply may be conbined with a
subsequent EDI nessage sent with a POST operation, for exanple
a Purchase-Order transaction in response to a Quote. The M ME
multipart/mxed formis used to conbine the VDN with the other
data, the sane as for a POST reply.

2.8 FError Recovery

If the HTTP client fails to read the HITP server
response data, the POST operation with identical content (including

Message-1 D) should be repeated, if the error condition is transient.
The Message-1D on a POST operation can be reused if and only
if all of the content (including the original Date) is identical
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Details of the retry process -- including time intervals to pause, nunber of
retries to attenpt, timeouts for retrying -- are inplenentation dependent.

Servers should be prepared to receive a POST with a repeated Message-|D
The M ME reply body previously sent should be resent, including the NMDN
and other M ME parts.

3. Referenced RFCs and their contribution

3.1 RFC 2068 [HTTP] : The HyperText Transfer Protocol, HTTP,
provi des an application | evel protocol for distributed hypernedia
i nformati on systems. This standard specifies the protocol HTTP/ 1. 1.

3.2 RFC 2246 [TLS] : Transport Layer Security

Security specifies a protocol simlar to SSL version 3 that provides
conmuni cati ons privacy over the Internet. Applications can

conmuni cate wi t hout eavesdroppi ng, tanpering, or nessage forgery.

3.3 RFC 1847 [SECURITY] : M ME Security Miltiparts

Thi s docunent defines security multiparts for MM
mul tipart/encrypted and mnul tipart/signed.

3.4 RFC 1892 [REPORT] : Miltipart/report

This RFC defines the use of the nultipart/report content type
that the MDN RFC 2298 [ MDN] presupposes.

3.5 RFC 1767 [MMEEDI] : EDI Content
This RFC defines the use of content type "application" for ANS

X12 (application/EDI-X12), EDIFACT (application/EDI FACT) and
nmutual Iy defined EDI (application/EDI-Consent).

3.6 RFC 2015 [M MEPGP] : PGP/ M ME

This RFC defines the use of content types

"mul tipart/encrypted", "multipart/signed", "application/pgp
encrypted" and "application/pgp-signature" for defining MM PGP
content.

3.7 RFC 2045, 2046, and 2049 [M ME] : M ME

These are the basic M Me standards, upon which all M ME rel ated RFCs
build, including this one. Key contributions include definition of
"content type", "sub-type" and "multipart", as well as encoding

gui del i nes, which establishes 7-bit US-ASCI| as the canonica
character set to be used in Internet nmessaging.
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3.8 RFC 2298 [MDN] : Message Disposition Notification

This RFC defines how a nessage di sposition notification
(MDN) is requested, and the format and syntax of the NDN
The MDN is the basis upon which receipts and signed receipts
are defined in this and in [AS1].

3.9 RFC 2311 [SM MEV2] : S/IM ME Version 2 Message Specification
Thi s specification describes how M ME shall carry PKCS7 1.5
envel opes.

3.10 RFC 2633 [SM MEV3] : This specification updates formats
and procedures for conbining cryptographic encryption and
signhature services with MME processing. See al so [ CMVg]

3.11 RFC XXXX X [AS1] : M Me-based Secure ED

This applicability statenent describes security patterns,
M ME content types, and acknow edgenent policies and
mechani sms for EDI or business data transport.

3.12 RFC 2388 [ FORVMDATA] : This specifies a standard Internet Media Type
useful for returning a set of values as the result of a user filling out a
form

4. Oher differences to notice in HITP and SMIP based transport

For HTTP version 1.1, TCP persistent connections are the default,
( [HTTP] sections 8.1.2, 8.2, and 19.7.1).

A nunmber of other differences exist because HTTP does not
conformto MME [MME] as used in SMIP transport. Rel evant
di fferences are sumuari zed bel ow

4.1 Unused M ME headers and operations

4.1.1 Content-Transfer-Encoding not used in HITP transport
HTTP can handl e binary data and so there is no need to use
the Content transfer encodings of MME [MME . This difference
is discussed in [HTTP] section 19.4. 4.

4.1.2 Epilogue nust be enpty
The EBNF for a multipart [M Mg RFC 2046, section 5.1.1 all ows
a nultipart to have trailing octets after the close delimter
In [HTTP] section 3.7.2, it is explicitly noted that multiparts
nmust have null epil ogues.

4.1.3 Lengthy nmessage bodies
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In [AS1l], section 5.4.1, options for large file processing are
di scussed for SMIP transport. For HTTP, large files should

be handl ed correctly by the TCP | ayer. However, [HITP] sections
3.5 and 3.6 discuss sone options for conpressing or chunking
entities to be transferred. Section 8.1.2.2 discusses a

pi pelining option that is useful for segnmenting |arge

amounts of data

4.2 Differences in MM or other headers or paraneters used
4.2.1 Content-Length

Because connections are persistent, closing a connection
cannot be used to indicate the end of an entity. Therefore,
[HTTP] sections 4.4 and 14.14 indicate the need for a
Content-Length entity header in a request.

4.2.2 Final and Oiginal Recipient

The final and original recipient distinction should not
arise for HITP transport because SMIP aliases and mailing
lists should not be used.

4.2.3 Message-1d and Origi nal - Message-1d

The Message-1d and Origi nal - Message-1d distinction should not
arise for HITP transport because SMIP MIA alterations should
not occur.

4.2.4 Host header

The host request header field nust be included in the
POST request nmade when sendi ng business data. This field
is to allow one server |IP address to service multiple
host nanes, and potentially conserve | P addresses.

See [HTTP], sections 14.23 and 19.5. 1.
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Appendi x A. Exanpl e Exchanges.
NOTE: Exanples are provided as illustration only.
If the exanple conflicts with the previous text,
the exanple is wong.

Exanple A1

Sending a nmultipart signed for trading partner 1 back to
trading partner 2. "#" indicates a coment |ine.

POST https://tp2server. conpany?2.conicgi-bin/tpldrawer.pl HTTP/ 1.1
Host: tp2server.conpany2.com
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From tpl@onpanyl.com

To: tp2@onpany2.com

Date: Tue, 06 Nov 2001 12:53:01 UT

Subj ect: Purchase orders for 6 Novenber 2001

Message-1d: <20011106@onpanyl. conp

Di sposition-Notification-To: tpl@onpanyl.com

# continuation lines not used in actual HTTP protocol data unit

Content - Type: nultipart/signed; boundary="20011106RsXgYl vCNW ;
pr ot ocol =appl i cati on/ pkcs7-signature; nical g=rsa-nd5

Cont ent - Lengt h: 3056

--20011106RsXgYl vCNW

Content - Type: application/edi-x12

Content-Di sposition: Attachnent; fil ename=rfcl767. dat
Content - Lengt h: 2605

ISA ...

# EDI transaction data

lEA ...

--20011106RsXgYl vCNW

Cont ent - Type: application/ pkcs7-si gnature
Content - Lengt h: 804

# onitted binary data
--20011106RsXgYl vCNW -

Exanple A 2

Ret urning a signed MDN (using the previously established TLS security)
fromtrading partner 2 back to trading partner 1.

"#" indicates a comrent line.

HTTP/ 1.0 200 OK

Server: HITPEDI/1.1
Content-type: multipart/signed;
Content -Lengt h: 1200

--boundaryl
Content-type: multipart/report
Content-length: 1133

- - boundary?2
Content-type: text/plain
Content-1length: 85

Message <20011106@onpanyl. cont was aut henti cat ed;
EDI processing was initiated.

- - boundary?2

Content-type: nessage/ di sposition-notification
Content-1length: 213

Reporting- UA: Conpany2UA
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Ori gi nal - Message-1d: <20011106@onpanyl. con

Origi nal -Reci pi ent: tp2@onpany2. com

X- Recei ved- Content -M C. w/7AguNJEmhF/ gl j Iw6LnnA==, r sa- nd5
Di sposition: MDN-sent-autonatically/processed

- -boundary2- -

--boundaryl
Cont ent - Type: application/ pkcs7-signature
Cont ent - Lengt h: 560

# Signature data omtted
- -boundaryl- -

Exanpl e A.3 PGP ENCRYPTED/ SI GNED EDI (bj ect sent using HTTP POST (ref [AS1],
section 4.2.4 envel oping using nmultipart/formdata).

The entire payload contained within the nultipart/encrypted part is

treated as one opaque object.

POST /cgi-bin/receiver.cgi HITP/ 1.1

Connection: Keep-Alive

User - Agent: Group 8760 WnBB (Wn98; I)

Host: | ocal host: 2600

Accept: inmage/gif, inmage/x-xbitmap, inmage/jpeg, inmage/pjpeg, inmage/png, */*
Accept - Encodi ng: gzip

Accept - Language: en

Accept - Charset: is0-8859-1,*,utf-8

Content-type: nultipart/formdata;

boundary=-----------cmm - 222875935764

----------------------------- 222875935764
Content-Di sposition: formdata; name="front

----------------------------- 222875935764
Content-Di sposition: formdata; name="to"

----------------------------- 222875935764
Content-Disposition: formdata; nanme="input-fornmat"

----------------------------- 222875935764
Content-Disposition: formdata; nane="Receipt-report-type"

G SB- acknow edgenent - r ecei pt
----------------------------- 222875935764
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Content-Disposition: formdata; nanme="input-data";

filename="D:\ G SBLi te\as2testtextfile. aes"

Content - Type: nultipart/encrypted; boundary=8760; protocol ="application/pgp-
encrypt ed"”

--8760
Cont ent - Type: appli cati on/ pgp-encrypted

Version: 1

--8760
Content - Type: application/octet-stream

----- BEG N PGP MESSAGE- - - - -
Version: PGP 6.5

hQCMAz RGLpEO OvdAQP+IM OnT 9+8yOL60Z9Vr 6f FV81FCEXB/ 0Oxma MKi wYsSHS
z0e8sb7Er C340M NA/ dw3t aGV m +CXYRF/ PLEdg1NZE1ZCt NeL4Ydl HAMLWAWODG
| xhSucz8r Msg@Bdn¥ZzcQIWBdW. W 0ef gsu/ 9Ul j udj Yc1luz6C03eFQv/ 43f kB+al

ATt gydxX4g8QK664ad+Jo/ XUl CSMABL66F qJRLKLeLf 4wTaqGy174Aq48WowglE
h785zC03UAWOqgOugM 86dPeyd91e2Ji gqwDYEf / DYEKDOJ9BG GpS/ uAupNKj 80
cp2l WO x KOGUbx pVNONNTgWHS/ Gnt egvDE/ 7/ ewCxDxsnm@S95p0d 141QZ1RQbeN
aqx2Dg/ ra9g65HNCchQOCzj ul 5Vi 8HHf 6 Yhg2WhRCe+npByyCuebr i hqgNvQlwj OcV
zpb4JE+gNMDf 3941 SUbl1Fv7/ +SSFHDANhdC5YTpqf 1Bc3B0O7hi Lnt TXgNi t 31EbX9
UVEl bz Sa9ZhxbC6/ eSl 7Nuf 5ZTDsh9nr k+QQI6FeCOWAcqXLj 71 ZySaROBVt f f +
4kt qeuhYusT4kSpnk027aw4Q 5] omkf b22CAe4=

=0 uo

----- END PGP MESSAGE- - - - -

--8760

----------------------------- 222875935764- -

Exanple A.4 An Acknow edgenent Receipt Indicating Errors.

Content-Type: nultipart/report; report-type="4d SB-Acknow edgenent - Recei pt";
boundary="d SB7866"

-- G SB7866
Content-type: text/htm

<HTML><HEAD><TI TLE>Acknowl edgenent Recei pt Error</ Tl TLE></ HEAD> <BODY><P>
tine-c=19960619082855*

request - st at us=EEDML06: | nvalid To Comrmon Code ldentifier*

server-i d=cool host *

trans-i d=234423897*

</ P> </ BODY></ HTM.>

--d SB7866

Content-type: text/plain

time-c=19960619082855*
request - st at us=EEDML0O6: | nvalid To Conmon Code ldentifier*
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server -i d=cool host *
trans-i d=234423897*
- -G SB7866- -

Exanple A5 An Acknow edgenent Receipt |ndicating Success

Content-Type: nultipart/report; report-type="4d SB-Acknow edgenent - Recei pt";
boundary="d SB7867"

-- G SB7867
Content-type: text/htmn

<HTML><HEAD><TI TLE>Acknow edgenent Recei pt Success</ Tl TLE></ HEAD> <BODY><P>
time-c=19960619082855*

request - st at us=ok*

server-id=cool host*

trans-i d=234423897*

</ P> </ BODY></ HTML> --d SB7867

Content-type: text/plain

ti me-c=19960619082855*
request - st at us=ok*
server -i d=cool host *
trans-i d=234423897*
--d SB7867- -

Exanple A6 A A SB Error Notification

POST URL HTTP/ 1.1

Referer: http://ww. upl oad. conf upl . ht m

Connection: Keep-Alive

User - Agent: brow v0.1 XYZ Corp.

Host: | ocal host

Accept: inmge/gif, inmagel/x-xbitmap, inmage/jpeg, inmage/pjpeg, */*
Content-type: nultipart/formdata; boundary=---------------------------
87453838942833

Content - Lengt h: 1958

----------------------------- 87453838942833
Content-Disposition: formdata; nanme="front

234567890
----------------------------- 87453838942833
Content-Disposition: formdata; name="to"

123456789
----------------------------- 87453838942833
Content-Disposition: formdata; nanme="input-fornmat
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----------------------------- 87453838942833

Content-Disposition: formdata; nanme="input-data"; filename=c:\tenp\error.not

Content-Type: nultipart/report; report-type="G SB-Error-Notification"
boundary="d SB7868"

-- G SB7868
Content-type: text/htmn

<HTML><HEAD><TI TLE>Error Noti fi cati on</ Tl TLE></ HEAD> <BODY><P>
orig-fromr123456789*

ori g-t0=234567890*

ori g-input-formt=X12*

resp-tine-c=19960619102855*

resp-server-id=cool host *

resp-trans-i d=234423897*

request - st at us=EEDM601: Public Key Invalid*

conment s=Pl ease contact 1-800-555-1212 for correct public key*
</ P> </ BODY></ HTM_>

-- G SB7868
Content - Type: text/plain

ori g-frome123456789*

ori g-t0=234567890*

ori g-input-formt=X12*

resp-tine-c=19960619102855*

resp-server-id=cool host *

resp-trans-i d=234423897*

request - st at us=EEDM601: Public Key I nvalid*

conment s=Pl ease contact 1-800-555-1212 for correct public key*
--d SB7868- -

----------------------------- 87453838942833- -

Error Notification Standard Error Codes and Messages

Codes begi nning with EEDVE## i ndicate standard error format wth ###
representing a numeric val ue.

Codes begi nning with WEDME## standard warning format with ### representing
a numeric val ue.

The string for the error or warning should appear in the follow ng format:

Val i dati on Code: Description; supplenental nessage to be defined by the
issuing site up to 80 characters.

The suppl emental nessage is senders option, only the Validation Code and
Description are required.
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Exanpl e:

EEDMLOO
Li sting
CODE

EEDMLOO
EEDMLO1
EEDMLO2
EEDMLO3
EEDMLO4
EEDMLOS
EEDMLO6
EEDMLO7
EEDMLO8
EEDMLO9
EEDMVGO1
EEDM602
EEDVB03
EEDM604
EEDVB99

EEDIVDO9
to

VEDMLOO

:Mssing from Conmon fromrequired Code ldentifier

of Standard Error Codes and Messages

MESSAGE

M ssing from Cormmon from required Code Identifier
M ssing to Conmon Code to required ldentifier
M ssing input format input-format required

M ssing data file input-data required
M ssing transaction set transaction-set nutually agreed
Invalid from Common from required Code Identifier
Invalid to Conmon Code to required ldentifier
Invalid input format input-format required
Invalid transaction set transaction-set nutually agreed
No paraneters supplied parameter required string
Public key invalid file itself required - security
File not encrypted file itself required - security
Encrypted file truncated file itself required - security
Encrypted file not signed or signature not matched
Decryption Error required for general decryption errors

not specifically identified above
Systemerror (required for general systemerrors

i ndi cate severe errors in processing at
the receiving site)

Transaction set sent not transaction-set mutually
agreed nutual ly agreed



