NAESB WGQ Quadrant Electronic Delivery Mechanism Manual Related-Standards

BUSINESS PROCESS AND PRACTICES

A. Overview

Where this-Quadrant iaternet Electronic Delivery Mechanism (QEDM) Fits in Gas
Industry Commerce

The scope of WGQinternet EDM is to address electronic commerce over the Internet using
Customer Activities Web sites-presentations (EBB/EDM), Informational Posting Web sites, flat files
(FF/EDM), and ANSI ASC X12 (EDI/EDM) between trading partners in the wholesale gas industry.

EDI/EDM has been a part of the NAESB WGQ standards since their inception. NAESB WGQ has
set standards for transmitting ANSI ASC X12 transactions over the Internet and they have beenin
place since version 1.0 of the standards issued by the -Gas Industry Standards Board (GISB),
NAESB'’s predecessor organizationGtSB-\ersion-1.0.

In Version 1.1, GISB issued standards for the format and content of Informational Posting Web
sites.

In Version 1.4 of the GISB Standards, standards for EBB/EDM and FF/EDM were two-additional
new-methods—of data—communication-werehave-been-added. The EBB/EDM standards were
prompted Fhe-first— EBB/EDM-is-to-be-used-to-was-prompted-by-by the actions of the Federal
Energy Regulatory Commission (‘the Commission’). In Order No. 587-G, -the Commission required
jurisdictional facilities to conduct all business transactions using Internet communications to resolve
the difficulties created by the proprietary Electronic Bulletin Boards (EBBs) and to provide shippers
with a standardized method for doing business. In Order No. 587-1, the Commission recognized
that "While shippers and pipelines did not object to the requirement that pipelines support the use of
EDI, they contend that EDI should not be the exclusive means of communication and that some
form of interactive approach is also necessary.” The EBB/EDM approach was developed to satisfy
two main concerns: (1) EDI/EDM may only be cost-effective for those doing high volume
transactions and (2) shippers did not want to lose the interactive functionality provided by EBBs.
Further, the Commission stated in Order No. 587-1, that “[it] continues to favor an approach to
communication in which shippers can either transact business using computer-to-computer file
transfers or conduct business online in an interactive fashion, whichever approach best fits their
needs.” The FF/EDM standards specify the exchange of comma delimited files between trading
partners across the Internet.

{ADD/REVIEW:

Informational postings

Interactive FF

Differences between EDI/EDM and FF/EDM and how each relates to Internet ET
Internet ET and how it relates to this document}
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Throughout the |ndustry there are various systems Wlthln each company that process |nformat|on

related to lrfermationfrom—a—transportation—service—provider—sueh—as—scheduling, allocation,
invoicing, etc. ; The use of standardized EDI transaction sets-standardize-infermation, common

Web site navrgatron and Iayout and unrform flat f|Ie data formats+nteean—be—mapped—teaeommen

at eliminates
theerrors that result from manual processrngef—paper—deeuments or theprocessrng complications
of nonstandard eIectronlc communlcatlons methods between tradlng partners—need—fer—the

As a result, aA company that relies on computerized systems to conduct business-and-exchanges
transactions with several trading partners ean-may cemmuhicate-theseprocess transactions more
efficiently by implementing QEDM standards.-with-ED}-standard-data-formats:
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Additionally, by using -and-with the NAESB Internet ETBM asthecommunications-mechanism—ED!}
employs standard-data-formats for-all-trading partners. By using and-the—publietnteraet-for

transmission, a single connection method is required, eliminating the complexity of different

connectlon methods for dlfferent tradlng partners NA%B—Lntemet—galseeemeet&dweeﬂy—te%he

Importance of the NAESB WGQ Trading Partner Agreement

The NAESB WGQ Trading Partner Agreement (TPA) provides a standardized contractual
agreement to facilitate electronic exchange of documents between trading partners.

The TPA (WGQ Standard 6.3.3) specifies what functions are to be performed and by whom during
an EDI/EDM or FF/EDM data exchange. In addition, the NAESB Internet ET specifies an optional
Technical Exchange Worksheet that outlines basic communication information. The specifications
in the TPA should be tested before production implementation.
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Implementation OptionsAssess—YourCapabilities

Tthe best-selutionoptimum QEDM implementation —for a—particularn organization must be
determined based on the-an assessment of specific needs and the resources available to that
organization. —Given the existence of in-house systems expertise, it may be possible to implement
the QEDM technologies-n-this-guide with little, if any, assistance. On the other hand, smalierother
organizations may want to acquire commercially available software packages and/or use-this-guide

obtain te-identify-QEDM services that-they-will-ebtain-from a third party. The implementation

examples herein are not designed to be exhaustive.

In-house Implementation

If you are choosing to |mplement most or all of the reqwred functlonallty internally, this document is
partlcularly pertinent.

4=|ewever—ilt is strongly encouraged that all partles fully investigate the ramlflcatlons of mtroducmg
electronic commerce using the Internet. This includes ensuring that all customer data, internal
data, and applications are secure from intruders or other parties not authorized for access.
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Participation in electronic commerce over the Internet WHJ—lnvoIves hardware software and
technrcal expertlse -

—Technical expertise may be
|nvolved inthe development and malntenance of server appllcatrons to process |ncom|ng files orto
format outbound files. = , ’

Itis-expected-that Tthird-party providers will-offer a variety of services from a-full “turn key” solutions
to specialized technical assistance.-enly-where-you—require-it: Such assistance might include
programming, system configuration and system administration as well as private communication
links.

A mixture of internal expertise and third-party services may be a desirable approach. To determine
where yodu-may-reguirethere is a requirement for the services of a third party, yeu-sheulda needs

assessment should completed.yeur—present-capabilities. For example, a company may have
experience with X12 translators, but little experience with Internet technology-at-this-time.
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Security

Though many decisions as to overall security measures are left to each trading partner and their
environment,—several security measures-standards were established-created as-standards—to
ensure a minimum level of confidence in conducting business over the Internet and to provide some
uniformity in the implementation of security. Four primary security aspects were considered as-vital
in providing the level of protection of transactions needed for gas industry commerce: data privacy,
data |ntegr|ty, authentlcatlon and non- repudlatlon —'Fhe—lZIIFI;feund—that—these—eeneems—are

preweusA,teren&efrPGILTo prevent unwanted mtruders from connectlng to the Web S|tes baS|c
authentication is-the required-standard. Additional issues such as firewall security are discussed in

the standards, but specific security implementation details should are-censidered-implementation
issues-to-be addressed by each organization.

Concerns About Future Reliability of the Public Internet

The infrastructure of the Internet has proven to be dependable, however, industry participants
should continue to monitor the Internet's viability as an infrastructure. The potential lack of
transmission capacity, denial of service attacks, malicious hacker attacks, worms, and viruses may
limit the effectiveness of the Internet as a transmission mechanism. The effects of these limitations
on the industry or the Internet as a whole are difficult to predict.
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C. Quadrant Electronic Delivery Mechanism Related Standards

Principles:

4.1.1 [Deleted]

4.1.2 The WGQ Quadrant Electronic Delivery Mechanism does not pick winners, rather it
should create an environment where the marketplace can dictate a winner or winners.

41.3 The solutions should be cost effective, simple and economical.

41.4 The solutions should provide for a seamless marketplace for natural gas.

4.1.5 [Deleted]

4.1.6 Data providers (transpertation-Transportation service-Service previdersProviders) should
interface with third party vendors according to NAESB WGQ standards.

4.1.7 Electronic communications between parties te-the-transaction-should be done on a
nondiscriminatory basis, whether through an agent or directly with any party-te—the
transaction.

4.1.8 [Deleted]

4.1.9 Service providers should post clear and precise business processing rules at the
designated site, or in writing, upon request.

4.1.10 There should be at least one standard (computer-to-computer exchange of transactional
data) for data exchange format.

4.1.11 [Deleted]

4.1.12 Protocols and tools that parties elect to support should be “Internet-compatible”.

4.1.13 Regarding the request that EBBs need to provide the ability to create and print specialized
reports, the data should be made available so as to permit the users of the information to
download the data to be used in their applications.

4.1.14 [Deleted]

4.1.15 The North American Energy Standards Board Wholesale Gas Quadrant should not set
standards for site-level security. Individual organization security standards should —be
relied upon.

4.1.16 Informational Postings Web Sites should be easy to locate.

4.1.17 Information within an Informational Postings Web Site should be easy to locate.
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4.1.18

4.1.19

4.1.20

4.1.21

4.1.22

4.1.23

4.1.24

Information across Informational Postings Web Sites should be consistently displayed.
Information across Informational Postings Web Sites should be easy to download.
Display space for content on Web sites should be maximized.

On the Web sites, the use of scrolling, especially left to right, should be minimized.

Web site standards should not preclude various levels of user response and inter-activity.
Minimum levels of user response or inter-activity should be developed.

Web site standards should not dictate or limit back-end development technology or
systems. Industry Web sites should be accessible by a Standard Client Configuration.

A standardized Web site navigational structure should be developed to provide access to
business functions. The hierarchical relationship, structure and order for navigation on the
Web site should be established in a standardized manner.

4.1.26

4.1.27

4.1.28

4.1.29

4.1.30

41.31

4.1.32

leek—and—teel”—standa#dlzed—\Aleb—pageL(Deleted related to Order 2004 B%
040311 \Werkpaperas per the 5/6/2004 EC Meeting)

Customer Activities Web sites should be designed for ease of user interaction.

There should generally be a one-to-one relationship between data elements used for EDI
and/or flat files and the data displayed on Customer Activities Web pages.

Standard field name descriptors or abbreviations, and navigation and functional screen
layouts should be used on all Customer Activities Web pages. There should be no
standards for font size, colors, etc. Functional screen layouts should be developed as
standards which would divide each transactional screen into separate areas and define
which data elements belong in each specific area.

Information that is constant for the displayed Content Area may be placed in the page
Header.

Data elements that have default values may be placed last to minimize scrolling.

As a general guideline, the initial phase of each business function category (of a multiple
phase implementation) of “common look and feel” for Internet transactions that are not
currently standardized should begin subsequent to the implementation of the currently
standardized data sets to the Web. This does not preclude the implementation of new
standardized data sets as they become available.

There is displayed information on Customer Activities Web sites which does not have a
comparable data element in EDI; however, the data (e.g. totals, reports, calculations) is
derived from other EDI data elements. Provision of such information does not require the
development of an EDI data set to accomplish a one-to-one match. However, any
Customer Activities Web function should be derivable from information available in EDI
data sets.
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4.1.33 When standardized, all elements used in standard EBB/EDM, EDI/EDM and FF/EDM
should be defined in the related NAESB WGQ x.4.z standard.

4.1.34 For NAESB WGQ FF/EDM, the content and usage of flat files should reasonably
correspond to the NAESB WGQ data sets used for NAESB WGQ EDI/EDM.

4.1.35 If NAESB WGQ FF/EDM is implemented, flat files should be exchanged via the NAESB
WGQ EDI/EDM site or the Customer Activities Web site.

4.1.36
Internet ET standard [10].1.9.

4.1.37 Transportation Service Provider EDM implementations should minimize the number of
outbound ports required to be opened on the client-side firewall.

4.1.38 Until such time as NAESB WGQ standardizes field lengths for data elements, data
element field lengths for FF/EDM should not exceed the corresponding field lengths
defined for EDI/EDM as defined in the ANSI ASC X12 version in the NAESB WGQ
implementation guide in which the NAESB WGQ data element was adopted.

4.1.39
Moved to Internet ET standard [10] 1.10.

Definitions

4.2.1 "Informatlonal Postlngs |s the term that |dent|f|es common information as specified in;
A A ; WGQ Standard 4.3.236.
(Per Order 2004 Changed durlng the 5/6/2004 EC I\/Ieetlng)

4.2.2 "Download" is the term used to describe the retrieval of information from a Web site in a
format suitable for storage.

4.2.3 "Display" is the term used to describe the typical visual presentation derived by a browser
as a result of retrieval of information from a given URL.

4.2.4 "Printing" is the term used to describe the typical printed layout derived when a document
is printed from a display tool (browser, word processor, etc.).

425 "Site Map" is the term used to describe a Web page of URL links, which resembles a table

of contents or directory tree structure, of categories and subcategories of information.
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4.2.6

4.2.7

4.2.8

4.2.9

4.2.10

4.2.11

4.2.12

4.2.13

4.2.14

4.2.15

4.2.16

"Central Address Repository" (CAR) is the term used to describe: 1) the Web site
providing links to all Transportation Service Providers' Informational Postings, and 2) the
entity administering and maintaining the above Web site and repository.

"Navigational Area" is the term used to describe the area on the left side of the browser
display providing links to the Content Area and other navigational links. Navigational Area
is not required to be displayed on Customer Activities Web pages where data entry,
reporting or inquiry are displayed.

"Content Area" is the term used to describe the area directly to the right of the
Navigational Area of the browser display. When the Navigational Area is not displayed the
entire browser display is content area.

“Standard Client Configuration” is the term used to describe the configuration that allows
simultaneous access to multiple industry Web sites.

“Customer Activities” is the term used to refer to the business function categories relating
to Nominations, Flowing Gas, Invoicing, Capacity Release, Contracts and other business
functions on industry Web sites.

“NAESB WGQ EDI/EDM” is the term used to describe ANSI ASC X12
computer-to-computer electronic data interchange of information in files as mapped from
the x.4.z NAESB WGQ standards in the NAESB WGQ Implementation Guides and
communicated between trading partners over the Internet using the NAESB WGQ
Electronic Delivery Mechanism.

“NAESB WGQ FF/EDM” is the term used to describe a standardized flat file electronic
data interchange of information in files as mapped from the x.4.z NAESB WGQ standards.
NAESB WGQ FF/EDM is communicated between trading partners over the Internet using

the NAESB WGQ-Electronic-Delivery-Mechanisminternet Electronic Transport.

“NAESB WGQ EBB/EDM” is the term used to describe the NAESB WGQ standardized
electronic interchange of information for Customer Activities Web site presentations.
NAESB WGQ EBB/EDM is communicated between trading partners over the Internet
using the NAESB WGQ Electronic Delivery Mechanism for NAESB WGQ EBB/EDM.

“Header” is the term used to describe the area at the top of the Content Area of the
browser display.

“Detail” is the term used to describe the area directly below the Header in the Content
Area of the browser display.

“Form” is the term used to describe the portion of the Content Area of the browser display
on Customer Activities Web sites used for single transaction entry or display as well as,
optionally, data selection. The Form should be either in the upper portion of the Content
Area or, alternatively, a single page linked to the Matrix.
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4.2.17 “Matrix” is the term used to describe the portion of the Content Area of the browser display
on the Customer Activities Web sites used to display selected data entered on the Form
and, when appropriate, for data entry. The Matrix should be either the lower portion of the
Content Area (that area below the Form) or, alternatively, a single page linked to the
Form.

4,2.18 “Batch Flat File” is the term used within NAESB WGQ FF/EDM to describe the automated
computer-to-computer transfer of flat files.

4.2.19 ‘“Interactive Flat File” is the term used within NAESB WGQ FF/EDM to describe the
transfer of flat files using an interactive browser.

4.2.20 Testing data sets between trading partners includes testing of:
1. intended business results,
2.  proposed-electronic-deliverylnternet ET-mechanisms, and
3. related EDI/EDM and, where supported, FF/EDM implementation issues.
Testing should include enveloping, security, data validity, and standards compliance
(e.g. ANSI X12 and NAESB WGQ Quadrant EDM Related Standards).
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Standards

431

4.3.2

4.3.3

434

All parties sending and receiving data should accept a TCP/IP connection. Ata minimum,
sending and receiving parties should designate an Internet address as a designated site
for the receipt and delivery of NAESB WGQ standardized data sets.

On time stamping, data leaves control of the originator by the same time (deadline),
regardless of mechanism (3rd party service provider time stamp is acceptable) and 15
minutes of communication time should be available to allow accumulation of all

transactions to the pipeline.—A-standard-network-protocol{FCPAP) should-be-in-service
for-directconnecttothe-pipeline-designated-site by-4/4/97.

Originating party is any system originating/creating the document reflecting the transaction
to be submitted (this could also include a third-party service provider or a transportation
service provider's EBB). Within the 15-minute window the transaction should be received
by the receiving party. Errors in transmission shall be governed by the terms and
conditions of the trading partner agreement between the parties. The receiving party may
also waive the 15-minute window requirement at its own discretion.

Trading partners should retain transactional data for at least 24 months for audit
purposes.

This data retention requirement only applies to the ability to recover or regenerate
electronic records for a period of two years and does not otherwise modify statutory,
regulatory, or contractual record retention requirements. (OPEN ISSUE — DOES THIS
STANDARD BELONG IN INTERNET ET - 10.3.2)

Documents that are made available on the Transportation Service Provider's designated
site should be downloadable on demand in a NAESB WGQ specified electronic structure.

4.3.7

4.3.8

WGQ— Moved to Internet ET standard [10] 3 4,
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4.3.9

4.3.10

4.3.11

4.3.12

4.3.13

attempts—tt—sheutd—be—eenadered—a—tarture— Moved and modrfled as Internet ET standard
[10].3.11.

oo
Read-(HFPrespense)  Wiite-(HTTPresponse)
Fooohen

Moved and modified as Internet ET standard [10].3.14.

that-decument. Moved and modrfled as Internet ET. standard [10]. 3 11
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4.3.16

4.3.17

4.3.18

4.3.19

4.3.20

HIM-I_—elLR:FI;teFmat—e*eept—mﬂfeh—respeet—te-On the Informatlonal Postlngs website, the
Index of Customers documentwhich may be displayed in HTML or RTF and whieh-should

be downloadable in a defined, tab-delimited ASCII text file, with provisions for title
information and footnote capability, as set forth in Code of Federal Regulations Part 284,
Section 223. (Reference Order Number 637, Docket No. RM98-10-000, issued February
9, 2000, "Appendix A, Instruction Manual for Electronic Filing of the Index of Customers"
issued pursuant to the above referenced order.)

"Informational Postings" should be the label used for navigation to or within the Web site.

Transportation Service Providers should provide and keep current to the Central Address
Repository the addresses (URLs) for the following in a specified format and
communication method(s):

Informational Postings

Capacity

Energy Affiliate Info

Index of Customers

Notices

Standards of Conduct Info

Tariff

Downloads

Site Map

The Central Address Repository should make available a consolidated repository of the
Transportation Service Providers' current URLS listed in NAESB WGQ Standard 4.3.18 in
two ways: 1) a vehicle to link to sites and categories, and 2) a downloadable list.

A user ID or password should not be required to access the Central Address Repository
or the Transportation Service Provider's Informational Postings Web Site.

36 July-31-2002December 31, 2003



NAESB WGQ Quadrant Electronic Delivery Mechanism Manual Related-Standards

Fariff

(Deleted; related to Order 2004; BPS 040311Workpaper)

4.3.22 The following navigational links should appear last in the Navigational Area and be

labeled as follows:
Downloads
Search
Site Map

4.3.23  Transportation Service Providers should establish an Informational Postings Web site

accessible

via the Internet. The subcategories and labels for the categories of Informational Postings

should be as follows:
CATEGORIES
Affiliated Marketer Info.
Capacity

Energy Affiliate Info

Index of Customers

Notices

Organizational Charts
Posted Imbalances
Stds of Conduct Info

Tariff

Transactional Reporting

SUBCATEGORIES

Capacity Allocation Log (when applicable)
Discount Offers

Operationally Available

Unsubscribed

Capacity Allocation Log (when applicable)
Employee Transfers

Names and Addresses

Potential Mergers

Shared Facilities

Critical
Non-Critical
Planned Outage Service

Discounts

Emergency Deviations
Implementation Procedures
Information Disclosure
Tariff Discretionary Actions
Title Page

Table of Contents
Preliminary Statement

Map

Currently Effective Rates
Rate Schedules

General Terms and Conditions
Form of Service Agreement
Entire Tariff

Sheet Index

These categories and labels should appear in the order specified above and before
any others.
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4.3.24

4.3.25

4.3.26

4.3.27

4.3.28

" . . . i .
Discount Offers
. . ol

These categories and labels should appear in the order specified above and before any
others.

The Transportation Service Provider's Informational Postings Web Site should include the
name, nickname, or name abbreviation of the Transportation Service Provider so that it
will appear first in the browser title bar. Content Area documents should have a similar
name when printed.

The Site Map should be provided in the Content Area and should include links to all levels
of categories described in NAESBWGQ-Standard-4-3-21and-NAESB WGQ Standard
4.3.23. Each level of category and subcategory should be indented to show its
relationship and should be presented in text form to best utilize space.

Transportation Service Providers should provide search capability for a word or phrase
within the text, headers, and footers of the entire tariff and within any of the following tariff
subcategories: 1) Rate Schedules, 2) General Terms and Conditions, and 3) Form of
Service Agreement. The results of the search should provide a list of links to the pages
containing the word or phrase. "Search" should appear as a link and be labeled as such,
appearing immediately above the Site Map link.

The "Notices" category (as shown in the Navigational Area) should expand to a list of
subcategories (in the Navigational Area) when clicked; there are no display requirements
for the Content Area. Each of these subcategories, when clicked, should display a list of
notices for that subcategory in the Content Area.

For the subcategories of Notices, the first column headings in the Content Area should be
Notice Type, Posted Date/Time, Notice Effective Date/Time (and Notice End Date/Time,
when applicable), Notice Identifier (optional*), Subject and Response Date/Time, when
applicable, with the list sorted in reverse chronological order by Posted Date/Time.

* When used as a reference, the Notice Identifier should be displayed.
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4.3.29

4.3.30

4.3.31

4.3.32

4.3.33

4.3.34

The words or labels that should appear in the "Notice Type" column in NAESB WGQ
Standard 4.3.28 should be:

Words Labels
Capacity Constraint Cap. Constraint
Capacity Discount Cap. Discount
Curtailment Curtailment
Force Majeure Force Majeure
Intraday Bump Bump
Maintenance Maintenance
Operational Flow Order OFO

Phone List Phone List
Press Release, Company News News

Other Other

The links to categories of Informational Postings should be displayed vertically on the left
(Navigational Area) of the screen at all times.

With regard to Informational Postings, when using abbreviations to display column and
field names, the following abbreviations should be used:

Available Avail
Capacity Cap
Date/Time DIT
Description Desc
Effective Eff
Location Loc
Quantity Qty
Maximum Daily Quantity MDQ
Maximum Storage Quantity MSQ

Each line of the Table of Contents of the Tariff should provide a link to a corresponding
sheet by clicking on the sheet number shown. The subcategories Currently Effective
Rates, Rate Schedules, General Terms and Conditions, and Form of Service Agreement
should provide either a table of contents or a similar breakdown, when applicable, and a
link function to a corresponding sheet. For example, if General Terms and Conditions
has a separate table of contents, it should provide corresponding links.

For Tariff documents, "previous" and "next" links should be displayed at the top of each
HTML document. If the "previous" and "next" links may scroll off the display, they should
also be provided at the bottom of the HTML document.

Columns and data fields that would contain data not supported by the Transportation
Service Provider should be eliminated on display and/or entry, and left empty on
download.
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4.3.35 For the “Index of Customers”, the column headings for the web site display for the “Index
of Customers” should be displayed in the order provided for in reference Order No. 637,
Docket No. RM98-10-000, issued February 9, 2000, “Appendix A, Instruction Manual for
Electronic Filing of the Index of Customers” issued June 29, 2000, pursuant to the above
referenced order, for those fields identified as “detail fields”. In addition, the other “Index of
Customers” information not included in the columnar display should be accessible from
the columnar display.

-Moved as

modified as Internet ET standard [10].3.20.

e: Moved

and

4.3.38 Industry Web sites should be accessible via the public Internet using common browser
software.

4.3.39 Each implementation of a current proprietary business function category on EBBs should
remain available until such time as that business function category is tested and
implemented via a Customer Activities Web site.

4.3.40 Standard navigation should be used to access all business functions on industry Web
sites.

4.3.41 Navigation through the industry Web site menus should be consistent for location and
technique.

4.3.42 The categories and the labels for Customer Activities Web sites should appear, if
applicable, in the Navigational Area as follows:
Nominations
Flowing Gas
Invoicing
Capacity Release
Contracts
Informational Postings
Site Map
Links supporting Mutually Agreeable categories should precede Informational Postings

4.3.43 The sub-categories and the labels for the category of Nominations should appear, if
applicable, in the Navigational Area as follows:
Nomination
Confirmation
Scheduled Quantity
Links supporting additional sub-categories will follow these links. This does not preclude a
further breakdown within each sub-category from being listed in the Navigational Area.

4.3.44 A Customer Activities Web page may display information (data elements and code values)
from multiple functionally related NAESB WGQ EDI data sets (i.e. nominated quantities
and scheduled quantities may appear on the same Web screen).
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4.3.45

4.3.46

4.3.47

4.3.48

4.3.49

4.3.50

4351

4.3.52

4.3.53

4.3.54

NAESB WGQ standard code value descriptions should be displayed for code values
where appropriate.

The Customer Activities Web Site should include the name, nickname, or name
abbreviation of the Transportation Service Provider in the browser title bar. The name of
the business function should be displayed in the Header.

Where they exist for the same business function, flat files and EDI should use the same
nomenclature for data set names, data element names, code values and/or code value
descriptions, abbreviations and message text. Corresponding Web pages should use data
set names, data element names, code value descriptions, abbreviations and message
text that correspond to those used in flat files and EDI, where they exist.

Totals, when appropriate, should be displayed within the Content Area of the Web page in
a manner which distinguishes them from the data.

Where navigation and/or processing functions exist for a Customer Activity, the Content
Area should contain navigation in the Header on the left and processing functions in the
Header on the right.

Navigation for input data lookups, if provided, should be placed near the field being looked
up. Navigation for informational lookups, if provided, should be included in the Header.

NAESB WGQ Common Codes for entity and location should be available for data
validation or selection (viewing) on a Customer Activities Web site and in a standardized
downloadable format for use by customers and third party service providers.
Cross-references to proprietary codes may be provided on a mutually agreeable basis.

A Transportation Service Provider (TSP) which determines to provide new features
utilizing existing transaction sets via NAESB WGQ EBB/EDM, for each transaction upon
inception of support for such service, should:

- If NAESB WGQ EDI/EDM or FF/EDM standards exist for the transaction set, provide
the service via NAESB WGQ EDI/EDM, or FF/EDM or both, utilizing modifications
defined by the TSP to the existing file structures;

and,

- Submit a request for modification or enhancement of the transaction set to NAESB
WGQ including details of the interim EBB/EDM, EDI/EDM and/or FF/EDM
implementation.

Where a Transportation Service Provider (TSP) utilizes a subset of available NAESB
WGQ code values for specific data elements for inbound documents to the TSP, the TSP
should make available a list of the supported code values in a download utilizing a
NAESB WGQ electronic format.

With regard to the navigational links on Customer Activities Web sites, when using
abbreviations, the following should be used:

Full Name Abbreviation

Customer Activities Customer Activities
Nominations Nominations
Flowing Gas Flowing Gas
Invoicing Invoicing
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Capacity Release

Capacity Release

Contracts Contracts
Informational Postings Info Postings
Site Maps Site Maps
Nomination Area Nominations
Nomination Nom
Nomination Quick Response Nom QR
Request for Confirmation Req for Conf
Confirmation Response Conf Resp
Confirmation Response Quick Response Conf Resp QR
Scheduled Quantity Sched Qty

Scheduled Quantity for Operator
Flowing Gas Area

Sched Qty Oper

Flowing Gas

Pre-determined Allocation PDA
Pre-determined Allocation Quick Response PDA QR
Allocation Allocation
Shipper Imbalance Shipper Imbal
Measurement Information Meas Info

Measured Volume Audit Statement
Authorization to Post Imbalances

Posted Imbalances Download Post

Request for Imbalance Trade

Request for Imbalance Trade Quick Response
Withdrawal of Request for Imbalance Trade
Request for Confirmation of Imbalance Trade
Imbalance Trade Confirmation

Imbalance Trade Notification

Invoicing Area
Invoice

Meas Vol Audit

Auth to Post Imbal

Imbal Dwnlid

Req for Imbal Trd

Req for Imbal Trd QR
WI/D of Req for Imbal Trd
Req for Conf of Imbal Trd
Imbal Trd Conf

Imbal Trd Notify

Invoicing

Invoice

Service Requester Level Charge/Allowance Invoice

Payment Remittance
Statement of Account
Capacity Release Area

Svc Req Inve
Pmt Remit
Stmt of Acct

Capacity Release

Offers Offers

Bids Bids

Awards Awards
Contracts Area Contracts

4.3.55 Where display information on a Customer Activities Web site is derivable from data
provided in a previous upload or download, the information should not be included in the
EDI/EDM standards [or FF/EDM standard, for later consideration] that directly correspond

to the EBB/EDM Web page being displayed.

standard [10].3.21.
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4.3.57

4.3.58

4.3.59

4.3.60

4.3.61

4.3.62

4.3.63

Customer Activities Web pages should support entry of the maximum length for valid data,
however, display can be done in a manner to minimize left to right scrolling.

On Customer Activities Web pages, informational display fields can be displayed with
related data.

Providers of Customer Activities Web sites should ensure that the site operates within the
guidelines of the “Technical Characteristics of the Client Workstation” described in the
Appendix of the Electronic Delivery Mechanism Related Standards Manual. This
appendix, listing examples of hardware and software configurations that providers should
meet, should be reviewed and updated by the Future Technology Task Force, at a
minimum, by the spring of each year and presented to the NAESB WGQ Executive
Committee for adoption by the June meeting of that committee.

Access to the Customer Activities Web Site should be protected by HTTP Basic
Authentication or similar logon/password mechanism(s). A Customer Activities Web site
should typically require a single logon/password pair for each user session.

Data communications for Customer Activities Web sites should utilize 128-bit Secure
Sockets Layer (SSL) encryption.

Custom downloadable modules presented by a Customer Activities Web site should be
signed by the author. The signatures on these modules should be communicated in
advance to Web site users.

In the Navigational Area of the Informational Postings Web Site, the navigational link for
“Customer Activities” should appear directly above the navigational link for “Site Map”.

4.3.65

4.3.66

4.3.67

exposures—when—using-these—private-network—connections: Moved and
Internet ET standard [10].3.22.

The Transportation Service Provider's Customer Activities Web Site should include the
name, nickname, or name abbreviation of the parent company and/or Transportation
Service Provider so that it will appear first in the browser title bar.

When the Form and the Matrix for Customer Activities Web sites are separate Web
pages, a subset of the Form may be included by the Transportation Service Provider in
the upper Content Area of the Matrix page.

A Transportation Service Provider which determines to provide new services which do not
utilize existing transaction sets via NAESB WGQ EBB/EDM, should, prior to
implementation, submit a request for standardization to NAESB WGQ including
descriptions of the EBB/EDM, EDI/EDM and, as applicable, FF/EDM implementation.
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4.3.68 On Customer Activities Web sites, information which is not part of the data dictionary may
be displayed.

4.3.69 On Customer Activities Web sites, the following standard nomenclature should be used
for processing functions, when the associated function is supported by the Transportation
Service Provider (TSP). TSPs may also support additional processing functions.

Processing Function Nomenclature
Create a new line item for data entry in the New
Matrix.
Copy existing data on a screen or window. Copy
Delete the current line item from the Matrix, Delete
the screen or the window prior to
Submit.
Back out of a screen or window without Cancel

executing the process, which will
cause the loss of all updates since
the last Submit.

Print application data. Print

Send record/records from the Matrix to the Submit
TSP for processing.

Sort displayed records based on specified Sort
criteria.

Retrieve information from the TSP based on Retrieve
specified criteria.

Post a line item from the Form to the Matrix Change

as a change to the current line item
in the Matrix prior to Submit.

Clear fields on the Form. Clear

Post a line item from the Form to the Matrix Add
as a new record.

Provide information regarding the current Help
page or function.

Filter displayed records based on specified Filter
criteria.

[10].3.24.
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4.3.72

4.3.73

4.3.74

4.3.75

4.3.76

4.3.77

4.3.78

4.3.79

4.3.80

Providers of Customer Activities Web sites, at their discretion, may provide alternate
views to data and transactions in addition to the NAESB WGQ basic views (industry
common views). The alternate views should not replace NAESB WGQ basic views and
should be offered as separate views, if available. If an alternate view is offered, the
NAESB WGQ basic view should be the default view and clearly labeled as the NAESB
WGQ basic view. Any alternate views must offer the same business result as the basic
view and be accessible to all applicable users. The basic views must offer the same
business result as the alternate views and be accessible to all applicable users.

Data fields used to populate or control population of other fields can be placed before the
fields to be populated. If these data elements apply to the entire Content Area they can
appear in the Header. If the Transportation Service Provider elects to place such data
fields in an order outside of the standardized order, the labels for these data fields should
be distinguishable through visual cues from the labels of data elements in the
standardized order.

Each data element which has been submitted for standardization in the NAESB WGQ
process should follow the NAESB WGQ ordered data elements on the Form within a data
group selected by the Transportation Service Provider.

The sub-categories and the labels for the category of Flowing Gas should appear, if
applicable, in the Navigational Area as follows:

Pre-determined Allocation

Allocation

Imbalance

Measurement
Links supporting additional sub-categories will follow these links. This does not preclude a
further breakdown within each sub-category from being listed in the Navigational Area.

On a Customer Activities Web page, where the Form and the Matrix are combined, any
data groupings and ordering for the corresponding Form should apply.

[Deleted]

When a Form and a Matrix exist for a Customer Activities Web page, a mechanism should
exist to populate the Form with data from a selected item in the Matrix.

The sub-categories and the labels for the category of Invoicing should appear, if
applicable, in the Navigational Area as follows:

Invoice

Payment Remittance

Statement of Account
Links supporting additional sub-categories will follow these links. This does not preclude a
further breakdown within each sub-category from being listed in the Navigational Area.

NAESB WGQ FF/EDM flat files should be formatted as ASCIl comma separated value
(CSV) files. This means:

Rows are separated by a carriage return/line feed (CRLF).

Fields are separated by commas.

When a field contains a comma, the field should be enclosed by double-quotes.
Double-quotes should not be used within any data field.

45 July-31.-2002December 31, 2003



NAESB WGQ Quadrant Electronic Delivery Mechanism Manual Related-Standards

4.3.81

4.3.82

4.3.83

4.3.84

4.3.85

4.3.86

4.3.87

When numeric data is negative, the minus sign should precede the number.

When numeric data contains decimal precision, the decimal point should be included
within the field.

When numeric data contains one or more significant leading zeros, these zeros should be
preserved in the flat file.

Date fields should be formatted as YYYYMMDD.

Time fields should be specified in a 24 hour format, formatted as HH:MM or HH:MM:SS,
as applicable.

Date/Time fields should be formatted as YYYYMMDD HH:MM or YYYYMMDD
HH:MM:SS when date and time are expressed in one NAESB WGQ data
element. Note that there should be exactly one space between the day (DD) and
the hour (HH).

The maximum amount of data to be placed in a field should be limited to 256 characters.

When a field contains no data, the empty field should result in two delimiters next to each
other. Note that there should be no blank spaces between the delimiters.

For a NAESB WGQ FF/EDM flat file, the first row of the file should be comprised of the
standard abbreviations for NAESB WGQ data elements, including any additional data
elements added per NAESB WGQ Standard No. 4.3.52, in the order in which the
corresponding data is to appear in all subsequent rows. The data element order is at the
option of the sender. If a data element abbreviation is not recognized, the entire flat file
should be rejected.

For NAESB WGQ FF/EDM flat files, each transaction (e.g. nomination) should be
contained in a single row.

For Interactive Flat File EDM, 128-bit Secure Sockets Layer (SSL) encryption should be
used.

Access to Interactive Flat File EDM should be protected by HTTP Basic Authentication.

The sub-categories and the labels for the category of Capacity Release should appeatr, if
applicable, in the Navigational Area as follows:

Offers

Bids

Awards
Links supporting Mutually Agreeable sub-categories will follow these links. This does not
preclude a further breakdown of sub-sub-categories within each sub-category from being
listed in the Navigational Area.

To the extent that multiple electronic delivery mechanisms are used, the same business
result should occur.

When the receiver of:

1) a Nomination,

2) a Pre-determined Allocation, or,

3) a Request for Confirmation,
has determined to change the business rule(s) it will apply to the processing of (and/or
response to) one or more of these documents; or, when the sender of:

1) a Confirmation Response (solicited and unsolicited),

2) a Scheduled Quantity,
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7.3.24

3) a Scheduled Quantity for Operator,

4) an Allocation,

5) a Shipper Imbalance, or,

6) an Invoice
has determined to change the business rule(s) it will apply to the generating of (and/or
content within) one or more of these documents, then it should notify its trading partners
of same at least two weeks in advance of the change(s). The notification should include
identification of the data element(s) that are changing (or whose content is changing), the
intended business result of such change(s) in the business rule(s), and the effective date
of such change(s).

For the purposes of this standard, a business rule change is any change in:

a) the presence and/or the acceptable content of a data element which is received
by the trading partner sending notice;

b) a new business response to an accepted data element which is received by the
trading partner sending notice;

¢) a new business response to the acceptable content of a data element which is
received by the trading partner sending notice; or,

d) a new intended business result to be communicated to a receiver by the trading
partner sending notice;

Absent mutual agreement between the affected trading partners to the contrary, trading
partners notifying their sending or receiving trading partners of a change(s) under this
standard should provide the means to test such change(s) during at least a two week time
period prior to the effective date of the change(s).

Trading partners receiving notice of such change(s) from their trading partner should be
prepared not to implement such change(s) even after testing has been completed, as the
notifying trading partner is permitted to cancel or postpone such change(s). Notifying
trading partners canceling or postponing the effective date of change(s) should provide
affected trading partners with notice of cancellation or postponement at least one
business day prior to the applicable effective date.

orEDIEDMA28-bitSecure-socketlaye ed-Moved and
modified as Internet ET standard [10].3.25.

Interpretations

NAESB WGQ has adopted the following interpretations of standards that relate to
Electronic Delivery Mechanism Related Standards implementation:

Does the language of NAESB WGQ Standards 2.3.14, 2.3.26, 3.3.15 and 4.3.4 mean that
contractual audit rights are excluded from the six-month time limitation and that no
statement adjustments can be made after the six-month period? In addition, is NAESB
WGQ recommending that audit rights be excluded from contracts or otherwise limited in
contracts to a six-month period?
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7.3.35

Interpretation:

Audit rights, to the extent they exist in a contract are contractual rights within the meaning
of NAESB WGQ Standards 2.3.14, 2.3.26, 3.3.15, and 4.3.4. Further, the NAESB WGQ
standards make no finding or recommendation with respect to the advisability of including
or excluding audit rights, specifying audit timing or specifying the timing of subsequent
audit corrections in a contract.

According to NAESB WGQ Standard 4.3.6, notices are now supposed to be posted on the
Transportation Service Providers' (TSP) Web pages. Does this mean that a TSP is not
required to provide any alternative form of communication for notices such as telephone
or fax, particularly for those notices issued outside of business hours and on weekends?
According to NAESB WGQ Standard 4.3.6, notices (critical notices, operation notices,
system wide notices, etc.) are supposed to be posted on the Transportation Service
Providers’ (TSP) Web pages. Does this mean that a TSP is not required to provide any
alternative form of communication for these specified notices?

Interpretation:

NAESB WGQ Standard 4.3.6 does not specify any alternative means of notification aside
from the Web page nor does it specify that the only means of natification is by means of
the Web page. Alternative means of naotification for particular information may be required
by regulation, tariff or other NAESB WGQ standards. For example notices pertaining to
system wide events of both a critical and non-critical nature (NAESB WGQ Standard
5.3.18) are implemented via both downloads (NAESB WGQ Standard 5.4.16) and the
Web pages (NAESB WGQ Standard 4.3.6).
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