
In response to item 7.1.3 I propose the following: 
 
Current wording for standard 4.3.15 regarding PGP keys: 
 
4.3.15 Trading partners should implement all security features (secure authentication, 
integrity, 
privacy, and non-repudiation) using a file-based approach via a commercially available 
implementation of PGP 2.6 or greater (or compatible with PGP 2.6). Trading partners 
should also implement basic authentication. This should be regarded as an interim 
solution since this technology is not an open standard. This technology supports all of 
the above security features while providing independence of choice of Web servers and 
browsers. Encryption keys should be self-certified and the means of exchange should 
be specified in the trading partner agreement. 
 
Proposed rewording to support key expiration: 
 
4.3.15 Trading partners should implement all security features (secure authentication, 
integrity, privacy, and non-repudiation) using a file-based approach via a commercially 
available implementation of PGP 2.6 or greater (or compatible with PGP 2.6). Trading 
partners should also implement basic authentication. This should be regarded as an 
interim solution since this technology is not an open standard. This technology supports 
all of the above security features while providing independence of choice of Web servers 
and browsers. Encryption keys should be self-certified and the means of exchange 
should be specified in the trading partner agreement. Encryption keys should have a 
limited lifetime whose duration is determined by the keys owner. A keys end of life 
is expressed in the expiration date field contained in each PGP public key. 
 


